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The SMB Admin Guide:
Securing & Managing Microsoft 365 Business

By Alex Fields, Blogger, ITProMentor.com

icrosoft 365 Business is an end-to-end productivity, security, and device management

solution designed to transition—and ultimately replace—traditional on-premises

server infrastructures for small and mid-sized businesses. For those of you familiar
with Microsoft's Windows Server products for the small business, Microsoft 365 Business is
simply the next evolution.

In this guide we will cover a complete setup and migration, as well as provide walk-throughs for
all the add-ons, so that you can maximize your leverage of this software bundle and extract the
most value from your subscription dollars.

Not to be confused with Office 365, which is a suite of cloud-based productivity apps, Microsoft
365 is a unique SKU that provides further extensions on the Office 365 platform—extensions
which, at their core, present answers to a perplexing problem: how do you manage and secure a

computing environment that is built on top of a public cloud?

In the olden days, you would have had your data and applications installed on a server in your
office building. Therefore, the equipment would be physically protected by lock and key, an
alarm system, video cameras, and so forth. Likewise, logical protections were provided by
firewalls, passwords, security logs, antivirus programs, etc., creating digital barriers or
"boundaries” which closely mimicked and followed the physical ones.

Tools

Identity Management

On-premises (four walls)

Active Directory, username and password

Microsoft 365 (cloud)

Azure AD, multi-factor /
passwordless authentication

Device Management

Group Policy, SCCM, third-party tools, MDM,
etc.

Microsoft Intune

Application deployment

Group Policy, SCCM, third-party tools, etc.

Microsoft Intune

Patch management

WSUS, SCCM, third party

Microsoft Intune

Antivirus and Security
software

Third-party AV, firewall appliances w/
subscriptions

Windows Defender,
Office 365 ATP

Data Loss Prevention

BitLocker, EFS, third-party encryption + other
tools

BitLocker, Azure Information
Protection, Office 365 DLP

Email Archive/Retention

Exchange Server Enterprise + Enterprise
CAL's or third-party

Exchange Online Archiving

Remote Access

Virtual Private Network (VPN), Remote
Desktop

Secure Socket Layer (SSL),
browsers, mobile apps, etc.

Backup

Windows Backup, DPM or
third-party software

Third-party software




However, with the rise of Office 365 and other Software-as-a-Service (SaaS) products like it
within the last decade, the traditional, server-based, “four walls" model was beginning to break
down. After all, when users, devices and data become mobile, every bit and byte you deposit
into the cloud is now accessible from any device, anywhere—so where are your boundaries
now? We suddenly find that all the walls have evaporated! The old security mechanisms just
weren't built to work within a mobile-first, cloud-first framework. So, we needed something new:
some other ways to manage end-user identities, devices and data—without relying on the
concept of the four walls.

Microsoft 365 Business was therefore designed specifically to answer these concerns and
provide a modern management platform to compliment the Office 365 productivity suite.

Building on the foundation of Office 365 Business Premium, the new bundle adds an amazing
set of enterprise-class subscription-based software such as:

¢ Microsoft Intune (Device Management) — provides modern device-management
capabilities (supports iOS, Android, macOS and Windows)

¢ Azure Information Protection (AIP) — Enforces encryption on individual messages and
data files, wherever they may go

o Data Loss Prevention (DLP) — prevents data leakage and protects sensitive information

¢ Exchange Online Archiving — for managing storage and data retention policies

e Office 365 Advanced Threat Protection (ATP) — Machine-learning-assisted anti-
malware and anti-phishing protections

Finally: Windows 10 Business licensing is also included with the subscription, and it grants
upgrade rights from Windows 7/8/8.1 Pro (but not Home editions). All this falls under a single
unified SKU at a very affordable price point.

| have in mind a specific audience for this guide: people who in some way administer the IT
functions for a small or mid-sized business. Therefore, you will find this material helpful if you
meet one of these descriptions:

1. You are an "accidental” IT person for a single small or mid-sized business. IT is not your
passion, but it may be one of many hats you wear. A fair warning: some of the material
here may go a little deeper than you're used to—but | will do my best to keep it
accessible.

2. You are part of a very small IT admin shop in a small business setting—in fact you might
be the only person in this role. You basically have the day-to-day down, but when it
comes to looking at the big picture—planning for and making substantial changes—you
need help.

3. You are an IT consultant for several small and mid-sized businesses. You are constantly
busy with your workload, and don't always have time to study up on the latest and
greatest news coming out of Redmond or elsewhere in Silicon Valley. You just appreciate
a little bit of guidance to make your job easier, especially when you're working on
migrations to these newer technology platforms.




Because | frequently encounter a lot of individuals who meet the above descriptions in my own
work, | think of you all often. | say this because | do want everyone to recognize that we are
talking about a wide range of skill-sets and interest levels here. Some of my readers are really
into tech and enjoy understanding all the bits and bytes. Others of you just sort of end up in the
IT role by default, and need some help.

There is no right answer, and it's all good. But | point this out so that we share an
understanding—my overarching aim here is to keep this guide simple and accessible, yet
thorough. Therefore, | will avoid delving into too much detail, and will avoid overly complex or
convoluted subjects.

Therefore, | will pick content with the widest possible audience which still achieves the goal of
leveraging all the major components from this subscription to achieve better security, and
hopefully a better end-user experience.

While focusing on the core management tools which have crystalized over the years on the
Microsoft 365 cloud platform, we will cover the Microsoft 365 Business bundle in three major
parts:

To begin, | will describe Identity Management (think user sign-on and permissions via security
groups), which is all built on Azure Active Directory.

In the second part of the guide, | will cover Device Management, which is accomplished
primarily through Windows 10 Business and Microsoft Intune (which also supports other
platforms including iOS, Android, and macQOS).

In the third and final part, we will cover App and Data Protections, enabled mostly via the
Security & Compliance Center with support from various add-ons:

e Azure Information Protection

e Exchange Online Archiving

e Office 365 Data Loss Prevention

e Office 365 Advanced Threat Protection

Before we leap into our first major section on identity management, we should cover some
initial subscription configuration using the Microsoft 365 admin center. Hopefully you have
already found where to purchase a new subscription, via CSP or direct from Microsoft Online
Services.




Also see demos.microsoft.com to
stand up quick tenants that you
can use for testing.

Home & Customize your home Contoso

Search users, groups, settings or tasks Sign-in to your Microsoft 365
admin portal, find the banner
with the button to Continue
setup.

ﬂ Microsoft 365 Business setup is incomplete. €

Personalize sign-in A

. Note: some of the
Continue setup .
screens could look

]

different by the time you
read this; admin center
updates in preview at the
time of this writing.

£ Active users > B Biling >

It is optional to complete this wizard, as it is also possible to configure these settings later,
within the admin center portal. However, the wizard can save you time, and put a bit of
scaffolding in place (in my opinion, it does not go nearly far enough—so only consider this a
starting point).

Step 1. Personalize sign-in (add your vanity domain)
In the first step, we will simply add a custom domain name. Note that you can achieve this at
any time from the admin center; just click Show more then find Setup > Domains.



https://demos.microsoft.com/
https://admin.microsoft.com/
https://admin.microsoft.com/

Step 1

Personalize sign-in

Setup

Microsoft 365 Business

Personahze your sigr

the part of your email address

(® Connect a domain you already own.

|tpromentor.corr4

Q What's a domain and why do you need one?

&2 Resources v itpromentor.com
= Billing - Domains
{3 Support A + Add domain + Buy domain
£03  Settings N Domain name
|ﬁ Setup s
itpromentor.com {Default)
Products
itpromentor.onmicrosoft.com
<
Data migration

In order to verify the domain, it will be necessary to deposit a small TXT record at your DNS
hosting provider. Microsoft will provide you with the necessary values here. Get this task done as
early as possible, before you start configuring a lot of users in your tenant.




Step 1 S
Setup’ PersonalizEsign—in A

Microsoft 365 Business

Verity domain

To verify that you own this domain, add this DNS record to your domain (only t
Don't worry, adding this record won't affect your existing email or other service

Follow these step-by-step instructions — to create a new DNS record using

TXT name: (01 @ or skip if not supported by provider.
TXT value: [0 MS=ms68393361
TTL: (™ 3600 or your provider default.

Step 2. Add Users
The next step just allows you to add users. If you are going to be importing users later from an
on-premises Active Directory using the Azure AD Connect tool, you can skip this step for now.

Step 1 Step 2
SEtu p Personalizgsign-in Add LEEFS

Microsoft 365 Business

Add new users

We'll assign a Microsoft 365 Business license to each user you add here. When you're done

Q What happens if you don't do this now?

You have 0 of 25 license(s) available. View all users.
First name Last name User name

John Smith J5mith

If you do choose to add some new users at this time, Microsoft will present you with a few
options to notify the user and get them started.




Step 1 Step 2 Ste

Setu p Personalize sign-in Add users Protect datd

Microsoft 365 Business

Share sign-in credentials

Give users their sign-in credentials so they can get started.

How do you want to tell them?

J Email ‘ ‘ Download ‘ ‘ Print

Enter an alternative email address for each user and we'll send them an email containing their sign-in information

Click Send email at the bottom of the list when you're finished adding addresses.

|:| Display Name Username Alternative email Status

John Smith JSmith@M365B304082.onmicrosoft.com jsmith8791@gmail.com Mot sent

Send emai

At this point in the wizard, you may be prompted to migrate email. | would recommend that you
skip this step for now. If you were to opt-in for migration at this point, you will exit the setup
wizard, and so would have to return to complete it later. ("SQUIRREL!" No. FOCUS!) Let's just
finish stepping through the initial setup screens instead. My website contains good walk-
throughs for completing hybrid (remote move) migrations to Exchange Online. But more on that

later.




Step 1 Step 2

Personalize sign-in Add users

Setup

Microsoft 365 Business

-

Migrate email messages

If you want to keep your email messages from your current email service, we'll help you move
them.

@} Don't migrate email messages

Select this option if you have no email, you don't want to migrate email, or you'd rather
migrate email later.

Q What will happen if you don't migrate now?

Step 3. Protect Data & Devices

This is where it gets way more interesting, as we will be applying some advanced device and
application management policies, through a very easy and intuitive Ul. You will have a choice to
enable or disable two options with a simple toggle switch:

e Protect work files when devices are lost or stolen
e Manage how users access Office files on mobile devices

These options correspond to Mobile Application Management (MAM) policies. Both of these
options can be expanded further to see more granular controls within each.

In the device management chapter, | will cover the differences between Mobile Device
Management (MDM) and Mobile Application Management (MAM). For now, just know that
MAM is most often used in Bring-Your-Own-Device or “BYOD" scenarios (which is most small
businesses).

~  Protect work files when devices are lost or stolen @ mmf o
Delete work files from an inactive device after 60 days
Force users to save all work files to OneDrive for Business -I On
Encrypt work files -I On

Restore default settings

~ Manage how users access Office files on mobile devices @ .l ..
Require a PIN or fingerprint to access Office apps -I On
Reset PIN when login fails this many times 5
Require users to sign in again after Office apps have been idle for 30 minutes
Deny access to work files on jailbroken or rooted devices mmj o
Don't allow users to copy content from Office apps into personal apps -I On




The next screen deals with Windows 10 device configuration policies. The toggles include:

e Secure Windows 10 devices
e [nstall Office on Windows 10 devices

Step 1 Step 2 Step 3

SetU p Personalize sign-in Add users Protect data & devices

Microsoft 365 Business

Set Windows 10 device configuration

When a user connects a Windows 10 device to your organization, they'll automatically receive the settings you configure below. You
can also make sure that users get the latest version of Office installed on their devices. We recommend that you start with the default
settings and adjust your configuration later. Learn more about configuring Windows 10

« Secure Windows 10 devices © |

Install Office on Windows 10 devices @ || .

That first option, to Secure Windows 10 devices, can be expanded to reveal several more
toggles, which you may also want to adjust. For example, perhaps you want to restrict access to
the Microsoft Store.

A~ Secure Windows 10 devices @ mml o
Help protect PCs from viruses and other threats using Windows Defender -I On
Antivirus
Help protect PCs from web-based threats in Microsoft Edge -I On
Use rules that reduce the attack surface of devices © -I On
Protect folders from threats such as ransomware © -I On
Prevent network access to potentially malicious content on the Internet © -I On

Help protect files and folders on PCs from unauthorized access with BitLocker -I On

Allow users to download apps from Microsoft Store I Off
Allow users to access Cortana I Off
Allow users to receive Windows tips and advertisements from Microsoft -I On
Keep Windows 10 devices up to date automatically -I On

Turn off device screen when idle for

15 minutes v




Let's pause for a moment. The policies we just configured correspond to those found in the
Microsoft 365 admin center under Devices > Policies. You can always come here later and
make changes, or, create additional policies and target different settings to various groups.

_ itpromentor.com
Policies
{1 Home
Add ? Edit & Change target grouy
8 Users a4 + A ¢ Eait S
Mame
|E| Devices o D I
AutoPilot
D Device policy for Windows 10
I Policies
Application policy for Android
o— (1 App policy
D Application policy for i0S
o Groups v
D Application policy for Windows 10
&= Billing 4

Now about that second option: Install Office on Windows 10 devices—automatic application
deployment—it's really cool. By default, if you choose to enable this policy, then new Windows
10 PCs which are joined up to Azure AD will have the Office 365 desktop apps (32-bit versions)
installed automatically over the Internet.

Unfortunately, the default app deployment here will not remove previous versions or perform
any in-place upgrades for you. Alternatively, if we wanted to enable a seamless upgrade
experience, or install 64-bit instead of 32, or make any other adjustments to the deployment,
then we can customize everything using the Intune/Device Management portal—I'll have more
on this subject in the Device Management section.

To manage the default app deployment policy later within the Microsoft 365 Business portal,
find the Device actions card on the home screen, and click Manage Office deployment (note:
this may appear slightly different with upcoming portal updates).




(] Device actions > =@ Windows 10 Upgrade
4+ Deploy Windows with AutoPilot 4 Install upgrade

2 Remove company data = Share the download link
() Factory reset 4 Create installation media
I[] Manage Office deploymentl 2 Troubleshoot installation

As you can see, we don't get many toggles here (Install or Uninstall only), targeting specific
groups of users; by default the setup wizard applies the settings to All users.

3 Manage Office deployment

You are installing or uninstalling Office on company owned Windows 10 devices for the group(s) belo
Group Deployment Action
All Users Install Office as soon as possible v X

Install Office as soon as possible
Uninstall Office

And that essentially concludes everything accomplished via the Setup wizard. As | mentioned, it
is pretty slick for deploying org-wide policies quickly. However, it does not really go far enough
in some cases, and you will almost certainly want to do further customization from here.

As we move through all of the sections on Identity Management, Device Management and
App and Data Management, | will highlight what | think are the most important customizations
for you to consider for your customers and/or end-users.




Part 1. Identity Management

Azure Active Directory is the mechanism used by Microsoft 365 to identify and manage users,
groups, and devices. Similar to how Active Directory provided the common security boundary
for users and computers in the past, you now have the ability to extend that same security
boundary into the cloud, or to replace your legacy Active Directory altogether.

Azure AD comes in a few different subscription levels—Basic, Premium P1, and Premium P2. In
the Enterprise subscriptions of Microsoft 365, E3 corresponds with Azure AD Premium P1, and
the E5 subscription includes Azure AD Premium P2.

However, Microsoft 365 Business is a unique subscription in that it opens up a little bit more
functionality than a typical Office 365 subscription, yet it does not quite have all the bells and
whistles that you see in Azure AD Premium P1. It stands apart uniquely, as something in

between.
Office 365 .
Identity management features Business MICI‘OS.Oft A AzuTe AD

Premium Business Premium P1
Manage users and groups Yes Yes Yes
99.9% uptime SLA Yes Yes Yes
Company branding for user sign-in Yes Yes Yes
Basic security logs Yes Yes Yes
Cloud Self-service password reset (SSPR) Yes Yes Yes
Conditional Access “Baseline” policies Yes Yes Yes
SSO for up to 10 gallery apps No Yes Yes
Multifactor authentication (MFA) No Yes Yes
Enterprise State Roaming No Yes Yes
Hybrid SSPR (password write-back) No Yes Yes
Administrative Units No No Yes
SSO for unlimited apps, + custom apps No No Yes
Custom conditional access policies No No Yes
Two-way device sync (device write-back) No No Yes
Detailed security reports including risk No No Yes

I am hopeful that Microsoft adds Azure AD Premium P1 to this plan eventually, but for now, it
would need to be picked up separately.

The one feature | would like the Microsoft 365 Business subscription to include (but which is still
only available via Azure AD Premium P1+) is custom conditional access policies. This allows you
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to enforce device compliance; for instance, devices must be compliant with Intune policies in
order to gain access to corporate resources. | highly recommend the add-on, and | will even
include steps to configure certain conditional access scenarios, as a bonus, in a special section at
the end of the chapter.

Most common administrative tasks such as adding/deleting users, managing groups and
assigning licenses can all be managed from within the Microsoft 365 Admin center:
https://admin.microsoft.com.

Nevertheless, it is important to remember that everything we see in this admin portal is being
“rolled up” from other individual admin centers within our bundle of software such as Azure AD,
Intune, SharePoint Online, and Exchange Online. That is why we sometimes find it necessary to
go look behind the scenes and figure out what is really going on under the hood, since we only
get “shorthand,” or an abbreviated view of options, presented to us through the primary admin
interface. In some cases, we will even venture into PowerShell to see or manipulate certain
values or settings. That usually provides the most complete view of options, anyway.

For now, let's just get a feel for the basic Microsoft 365 Admin Center Ul.

At the time of this writing, several updates to the portal are in preview, which should be made
Generally Available (GA) soon and will probably be more akin to the experience most readers
will encounter by the time they read this. But of course, things in the cloud change quickly—so
don't be surprised when some of the screens end up looking a little bit different in practice!

Managing user identities and assigning software licenses

Using the main admin portal, you can easily manage users and groups, and assign software
licenses. Go to Users > Active users.

HH Microsoft 365 admin center

itpromentor.com

tnr Home .
Active users
| R Users oy
| Active users ‘ () Refresh CY Reset password "2 Assignto group [- Manage product licenses
Contacts Display name | Username
Guest users
() Alex Fields Alex@itpromentor.com
Deleted users
O Devi " Azure Admin azureadmin@itpromentor.onmicrosoft.d
evices
David Davenport David@itpromentor.com
£ Groups s
- Elizabeth Van Valkenbu... Elizabeth@itpromentor.com
roups

The new portal updates are fantastic. A lot of things which used to be found in disparate screens
or portals are being pulled together under a single pane of glass here.

13


https://admin.microsoft.com/

Right above the top row we have very common operations such as Reset password, Assign to
group, Manage product licenses, etc. You can also select multiple users in order to make certain
edits in bulk.

If you click the name of an individual user you will find several tabs that allow us to cover a lot of
ground quickly, revealing almost anything tied to that user. For example, under Devices, we can
quickly identify devices associated with that user via Intune. From there, you can Remove
company data or perform Factory reset.

This is where you can edit application-specific settings also, such as those related to Exchange
Online and OneDrive. Click on Mail, for instance; many options can be configured here without
navigating to the Exchange Online admin center: aliases, delegation, forwarding, even Out-of-
Office messages, and more!

Certain links will still take you out to the appropriate management Ul in another browser tab,
but overall this is a major improvement from the old Admin center, which was quite a bit
clunkier. Feel free to explore all of the various options within the Active users area.

X
Alex Fields
4o A Alex Fields
Sign in allowed QA
Sign in allowed
Account Devices  Licenses  Apps  Mail OneDrive
Here are the devices Alex Fields has enrolled in Intune. Select a device name to remaove your Account Devices Licenses  Apps Mail OneDrive

organization's data from the device, or perform a factory reset to restore it to its original
settings.

Mailbox permissions Email apps
L5 corr-ws1

Compliant

Remove company data Factory reset

Show in global address list Email forwarding

Manage global address list visibility Manage email forwarding




Customize the theme
From the Microsoft 365 admin center’s left menu, click Show more, then scroll down to find

Settings > Organization profile. Locate Manage custom themes for your organization and click
Edit on the right.

Microsoft 365 admin center

itpromentor.com Preview on
{2 Support . - -
Organization profile
| ﬂé}s Settings N
=
S CeTihE Manage custom themes for your organization ’ & Edit
Security & privacy Customize Office 365 to reflect your organization's brand. -

| Organization profile ‘

Partner relationships

ﬂ Setup ~
' Reports 4

Add custom tiles for your organization
% Health hd Create custom tiles that will appear in the My apps list for each user.

From there you can upload your logo and further customize the theme. After you save changes,
you will see the new branding reflected whenever you sign in to 365 services, including the
Microsoft 365 admin center!

itpromentor.com

tm H .
o Active users

| 9 Users ot

| Active users A, Add auser R Add multi

Navigation bar customization

Image requirements: 200 x 30 pixels in JPG, PNG, or GIF format, and no larger than 10 KB

Remove custom logo image
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Enabling Multi-factor Authentication (MFA)
Multi-factor authentication (MFA) is any combination of two or more authentication
mechanisms:

e Something you know (e.g. PIN, password)
e Something you have (e.g. physical security key, device or token)
e Something you are (e.g. biometric such as fingerprint or facial recognition)

MFA is now considered non-negotiable by many researchers and security experts, and it is one
of the best security features available with your Microsoft 365 Business subscription, so you
should definitely take advantage of it. The problem is, passwords just aren’t that secure. And our
attempts to make them more secure by imposing complexity requirements—remembered
history and so on—have actually made matters worse. Therefore, the new wisdom says to
implement MFA.

From the Active users area within the Microsoft 365 Admin center, and without selecting any
users, click the ellipses at the top and then pick Setup multifactor authentication.

itpromentor.com

it Home .
Active users
| 9, Users ey
I Active users A, Add auser g Add multiple users () Refresh - Export Users
Contacts Display name 1 Username Reset a password L.
Guest users Delete a user
Deleted users Alex Fields »I @a Setup multifactor authentication I
Alex Fields Directory synchronization Ac|
i1 Devices v

W Amureadmin Fitnramanins anoicrasaf oo

You can see your users listed here, but before you enable MFA for anyone in particular, check out
the service settings area.

multi-factor authentication

users service settings

Here you can select various options surrounding the use of MFA, such as allowing certain types of MFA
challenges like phone calls, SMS, mobile app notifications, or hardware tokens. It is also where you allow
or disallow users to generate app passwords (for applications that do not support a second factor
prompt—e.g. older versions of Office apps, Apple Mail, etc.).



https://www.microsoft.com/en-us/research/publication/password-guidance/

Office 365

multi-factor authentication
users service settings

-

Ld = to phone

Cd through mobile app

¥l Verification cade from mobile app or hardware token

ememper multi-rTactor authentication
Allow users to remember multi-factor authentication on devices they trust
Days before a device must re-authenticate (1-60): | 60

Notes:

e App passwords—these are on their way out the door; your users should be getting the
latest applications and using Microsoft mobile apps such as Outlook for iOS and
Android, so you should not need to worry about this too much. | won't cover it here, but
you can find information about this online, if needed.

¢ Verification options—I find that the Notification and Verification code... options via the
mobile app usually provide the best end-user experience. They are also considered a bit
more secure than a phone call or text message by some security researchers.

¢ Remember multi-factor authentication—For what it's worth, allowing remembered
devices also presents risk of compromises in the event of loss/theft. Therefore, | usually
recommend against it.

e Trusted IP’s would be available here for Azure AD Premium users. This feature allows
users to bypass MFA from known/trusted IP addresses such as corporate offices.




Once you are all set, you can enable your accounts back on the Users page.

v P

MULTI-FACTOR AUTH
MSPLAY NAME = USER NAME
STATUS

L

8 selected

Simply select as many of the users as you like and choose Enable on the right. You also have the
option to use the bulk update button at the top of this page, providing a CSV file which is
formatted as follows:

A B
1 Username MFA Status
2 chris@contoso.com  Enabled
3 ben@contoso.com Disabled
4 kyle@contoso.com Disabled
5 kenny@contoso.com Enabled
6 eric@contoso.com Enabled

Notice that when you choose one or more of the users from this area, you also have an option
to Manage user settings. These are self-explanatory:

e Require selected users to provide contact methods again
o Delete all existing app passwords generated by the selected users

e Restore multi-factor authentication on all remembered devices

It is recommended to provide users some instructional links in advance, so they know what to
expect. For example:
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Setup 2-step verification for Office 365 (describes the classic MFA registration
experience)

https://aka.ms/authappstart (configure the Microsoft Authenticator app)

They should be prompted to setup MFA authentication mechanisms upon next login, but it is
also possible to visit the appropriate setup page manually with this link:

https://aka.ms/mfasetup (this is the classic MFA registration link)

Configure the password policy in the Microsoft 365 admin center

If you are successfully using MFA across the entire organization, then you should update your
password policy. Navigate to Settings > Security & Privacy from the left menu of the
Microsoft 365 admin center. In case it isn't already, you can set this policy to never expire
passwords by clicking the Edit button. This is per Microsoft's new password guidance. If at any
point you have reason to believe an account is at risk, then you can perform a password reset.
More on this later.

Microsoft 365 admin center

itpromentor.com Preview on

§ seeper 7 Security & privacy

| 82 Settings ot

Services & add-ins

| Security & privacy « Password policy £ cdit

Organization profile

[s]

Set the password policy for all users in your organization.
Partner relationships Days before passwords expire Never

ﬁ Setup N Days before a user is notified about Never
expiration

F  Reports AV

% Health ~
Privacy profile & Edit
Set the privacy statement of your organization.

Admin centers

Passwordless sign-in

Another new feature that is in preview at the time of this writing is Passwordless sign-in. Building
on the foundation of Multi-factor Authentication, Microsoft is hard at work to eliminate
passwords altogether. Passwordless sign-in makes it possible to use MFA mechanisms in place
of passwords, rather than in addition to them.

Right now, this method is only supported with the Microsoft Authenticator app for iOS and
Android. Soon, however, Microsoft will add support for FIDO2 hardware devices and Windows
Hello. This is already available with Microsoft accounts for the consumer (e.g Live ID’s, non-Work
or School accounts).

| wouldn't recommend jumping on board this bandwagon just yet. Give it time. For more
information on configuring this feature in a lab, visit Microsoft's documentation site.
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https://support.office.com/en-us/article/set-up-2-step-verification-for-office-365-ace1d096-61e5-449b-a875-58eb3d74de14?ui=en-US&rs=en-US&ad=US
https://aka.ms/authappstart
https://aka.ms/mfasetup
https://www.microsoft.com/en-us/microsoft-365/blog/2018/11/20/sign-in-to-your-microsoft-account-without-a-password-using-windows-hello-or-a-security-key/
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-authentication-phone-sign-in
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-authentication-phone-sign-in

[SSETCIVECl 5 Sign in to your accou X E-l- ~

< O £ https://login.microsoftonline.com/common/oauth2/authorize?client_id

B® Microsoft

& kima@adatumcorp.com

Approve sign in

© Tap the number you see below in your
Microsoft Authenticator app to sign in

83

Use your password instead

Approve sign-in?

Explore the Azure AD Admin Center

Microsoft 365 admin center

" Reports

% Health

Admin centers

) Security & Compliance
£ Azure Active Directory

B2 Exchange

Even though most of us will probably be managing
users and groups through the Microsoft 365 admin
portal (https://admin.microsoft.com), | will actually
ask you to poke around in the Azure Active
Directory admin center. There is much of
importance to see here—and we won't even be able
to cover it all in this guide, but | do want to
highlight a few things.

In the Microsoft 365 admin portal, from the left
navigation, you may have to click on Show more...
then scroll down to find Admin centers > Azure
Active Directory.

It is also possible to navigate to Azure AD from the
Azure portal itself: https://portal.azure.com.

Either way, you will be able to click on Azure Active
Directory, to see the various options that are
available to you. The first one we will look at is the
Users > All users blade.
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https://admin.microsoft.com/
https://portal.azure.com/

Managing Users in Azure AD

Dashboard * itpromentor.com > Users - All users

Users - All users

_____________________________________________________ + MNew user + MNew guest user Z Multi-Factor Authentication

Deleted users Search

3

All users ~

Password reset

MAME USER NAME
B User settings ° Alex Fields Alex@itpromentor.com
Activity ° Azure Admin azureadmin@itpromentor.onmicrosoft.com
:) Sign-ins ° Betty Johnsrood Betty@itpromentor.com
B Auditlogs
David Davenport David @itpromentor.com
Troubleshooti S rt
roubleshooting + suppof ° Elizabeth Van Valkenburgh Elizabeth@itpromentor.com
X Troubleshoot
Gabriel Augustine Gabriel @itpromentor.com
New support request
° Sylvia Inez Slyvia@itpromentor.com

From the All users blade, you can find a listing of all the users in your tenant, and it will also
indicate in one of the columns the source of the identity.

These are the possible identity sources:

Azure Active Directory - Users natively created in the Microsoft 365 or Azure AD admin
center for your individual tenant. You create these in Azure AD by clicking + New User.

Windows Server AD - Users who are synchronized from a traditional Windows Server-
based Active Directory environment. Create new users of this type from the on-premises
AD.

External Azure Active Directory - Users from other organizations that have Azure
Active Directory and have been invited to share resources with your organization in
some way (e.g. as an external user / guest participating in a Team or SharePoint library).

Microsoft account - External users without an Azure AD identity, but who nevertheless
use another external identity such as a Gmail or a Microsoft Live ID to sign-in.

Invited User — External users to whom invitations have already been sent, but the user
has not yet accepted the invitation. You can invite them using + New guest user or from
within apps such as Teams.

From the All users blade we can also find and restore Deleted users accounts, configure
Password reset as well as edit User settings. For the purposes of this guide, we will cover
Password reset in some detail, but | leave the other areas to your own exploration.

Password reset for cloud identities

Self-Service Password Reset (SSPR) is the ability for end-users to reset their own passwords in
the cloud, without help from IT, by proving their identity using another factor of authentication.
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A very important point here is that SSPR is only supported using “cloud” identities by default.
SSPR for hybrid identities would not be possible without the Azure AD Premium P1 add-on.

Dashboard » itpromentor.com * Users * Password reset - Properties

Password reset - Properties

chory

Manage

° Properties

Authentication methods

Registration Enabh:: SSPR

Maotifications
Customization

T On-premises integration

From the Azure AD Admin center, click on Password reset. The Properties blade is where you
enable or disable the ability for users to self-service reset. Most small businesses will want this
set to All so that every user can self-service reset. However, it is also possible to filter this using

a Security group.




Dashboard » itpromentor.com * Users * Password reset - Authentication methods

Password reset - Authentication methods

Upromentor.com - AZure Actve Lhrectory

« H Save ¥ Discard

Manage
Number of methods required to reset

' Properties 2

) Authentication methods

@

i ; Methods available to us
Registration available to users

|:| Maobile app notification (preview)

I

Motifications

Ml customization |:| Mabile app code (preview)
T On-premises integration | Ema

Activity | Mobile phone

B ~uditlogs

Office phone

Troubleshooti S rt
roubleshooting * Suppo | Security questions

K Troubleshoot

Mumber of questions required to register @
New support request 3 —

MNumber of questions required to reset @

You also need to configure Authentication methods. It is recommended that you select at least
two methods for enhanced security, e.g. mobile phone or app code, plus security questions.

Dashboard * itpromentor.com > Users » Password reset - Registration

Password reset - Registration

MNotifications

You can optionally force registration for self-service reset authentication on next logon from the
Registration blade. If you did not choose this option it would be necessary to send-users a link
to the registration portal (https://aka.ms/ssprsetup) where they would register at their own
leisure—which is often not at all—so | recommend that you just force the issue.

Next take a look at the Notifications blade. | recommend you turn both settings on, so that
users and admins are notified when password changes happen in their accounts (and other
admins get notified when any admin updates theirs). If the person in question did not initiate

the change, then we know that we have a problem with that account.

“
Manage T
Require users to register when signing in 7 @
[ Properties Yes No
J Authentication methods Number of days before users are asked to re-confirm their authentication information @
Registration ! 180
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https://aka.ms/ssprsetup

Dashboard » itpromentor.com * Users * Password reset - Notifications

Password reset - Notifications

fpromentor.co = AZure AcChve Lhreciory

<«
Manage o
| Motify users on password resets? @
Properties Yes Mo
J Authentication methods i Motify all admins when other admins reset their password? @
Registration 5 Yes Mo
Motifications

Customization

Finally check out the Customization blade. Here you can insert your own custom helpdesk link
so that in the event a user runs into an issue, a Contact your administrator link will lead them to
your official support email address or web link.

Dashboard > itpromentor.com » Users » Password reset - Customization

Password reset - Customization

Dpromentor.co = AZure Aclive Lhrectory

“
Manage o
| Customize helpdesk link @
Properties Yes Mo
) Authentication methods i Custom helpdesk email or URL @
Registration support@itpromentor.com

MNotifications

Customization

Later on in the hybrid section, | will also cover the On-premises integration blade, where we
can enable password write-back to an on-premises AD environment. This requires Azure AD
Connect and some custom permissions for the on-premises Active Directory.

NOTE: at the time of this writing, there is a newer feature still in preview which
allows us to offer a single experience for registration of self-service password
reset and multi-factor authentication in one fell swoop. I'll cover that here, but
the steps may change before it goes GA.




User enroliment in MFA and SSPR

Historically there have been two different registration experiences for multi-factor
authentication and self-service password reset. Now you can have users register against both
services at once.

Password reset

I Company branding Access panel

Manage settings for access panel preview features

£+ User settings

Properties

From Azure AD admin center scroll down to find User settings > Access panel > Manage
settings for access panel preview features. You can enable for All or a Selected group of users.

Dashboard > itpromentor.com - User settings >

|_:| save K Discard

Users can use preview features for registering and managing security info @

IrevIes

If you enable this feature, and a user has previously setup MFA and SSPR separately, they do not
need to register again. However, if they are required to update information for either, they may
be prompted to update their security information.

Alternately, you can send-users a link to self-register using the new method at this link:

https://aka.ms/setupsecurityinfo



https://aka.ms/setupsecurityinfo
https://aka.ms/setupsecurityinfo

Cc 8 https:;//account.activedirectory.windowsazure.com/

Keep your account secure

Authenticator App Alexander's iPhone

Add security info

Change default (Authenticator app notification)

Get help

Privacy 8 cookies

Terms of use

Alex

TPROMENTOR.COM

Help Feedback

R

©2018 Microsoft

Activity Logs

Go back to Users, then under Activity > Sign-ins you will find a log of activities specifically

having to do with authentication. It will tell you the user name, what application was accessed,
whether the sign-in required MFA or fell under the scope of a conditional access policy, and of
course whether the authentication attempt was successful or not.

Dashboard » itpromentor.com » Users - Sign-ins
Users - Sign-ins X
« 2 Columns O Refresh w Download & Script & Power BI *=* More
All users
Delsted users Search is case sensitive and supports 'starts with' operator
User
Password reset or applicatior
£ User settings - -
Show dates as
Activity - Local UTC
o) Sign-ins
E Audit logs
Troubleshooting + Support DATE L USER APPLICATION STATUS CONDITIONA... MEA REQUIRE...
K Troubleshoot 12/26/2018, 6:30... alexanderfields  Microsoft App ... Success Success Yes
MNew support request 12/26/2018, 6:30... alexanderfields Microsoft Invita... Success Success Yes
12/26/2018, 5:45... Alex Fields Azure Portal Success Success Yes
12/26/2018, 5:36... Alex Fields Office365 Shell ... Success Success Yes

Audit logs are differentiated from Sign-ins. Audit logs contain information related to any
changes going on within the tenant. Creation of new users, resetting of passwords, changing
policies or settings—it's all in there. This is a very useful trove of data, as we will see later.
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Users - Audit logs

All users
Deleted users
Password reset

L User settings

Activity
D sign-ins
H Audit logs

Troubleshooting + Support
5( Troubleshoot

New support request

From the Security & Compliance Center, it is possible to setup “activity alerts”

Dashboard > itpromentor.com > Users - Audit logs

£E Columns

Categon

All

O Refresh

+ Download

Date R
1 Mg

S S
DATE
12/26
12/26
12/26
12/26
12/26

12/24

12/26/2018, 5:48:14 PM

Remaove users strong authentication phone app detail
Request Stop Review

Request apply review result

Reset password (by admin)

Reset password (self-service)

Reset user password

Restore user

Review Rbac Role membership
Review app assignment
Review group membership
Review request approval request

Security info saved for self-service password reset
Self-serve password reset flow activity progress
Self-service password reset flow activity progress

Set force change user password

User : Gabriel@itproment... Alex@itpromentor.com

K Troubleshoot

2 X
-
ACTIVITY
co... Update user
il.c... Redeem external user inv...

. Update user
Invite external user
Wo... Add user

Add user

-

Add user

based on events

in the audit log. But for now, just know that all types of events are logged and available here in

Azure AD.

Groups

Go back to Azure Active Directory and click on Groups > All Groups. If you are synchronizing
security and distribution group objects from your on-premises AD, then those will show in here

as well.

Groups - All groups

€
All groups
Settings
£ General
£ Expiration
Activity
Access reviews
B Auditlogs
Troubleshooting + Support
¥ Troubleshoot

MNew support request

+ MNew group

Dashboard » itpromentor.com > Groups - All groups

Q) Refrash

Columns

Apply the MDM Policy

Enable SSPR

Il Finance Department
Management

SN Ops Department

Sales Department

IEl  Test Group

GROUP TYPE

Security

=)
Created in Teams .

Created in AAD

Security
Office
Office
Office

Office

Created in Exchange ’ Distribution

In the image above, you can see there are various Group Types—Security, Office and

Distribution.
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From within the Azure AD Admin center, you can create either Security or Office 365 groups.
Distribution and Mail enabled security groups will also show up in here, although you cannot
create them via the Azure AD admin center.

Office 365 Groups can be created from various places within Office 365 such as
Microsoft Teams, and these groups are generally used to provide access to content in
Office 365 apps.

Security Groups are typically generated by admins via the admin portal, or through
synchronization with on-premises AD. Security Groups can be used to assign apps, or
scope various policies such as device-based Intune policies, conditional access policies,
or ATP policies.

Distribution Groups are used for email distribution, and can be created from the
Exchange admin center, or the Microsoft 365 admin center.

Mail enabled security groups are distribution lists that can also be used to grant access,
like a security group. Usually these are synchronized Universal security groups from on-
premises.

It is also worth noting that the Membership Type can show up as either Assigned (created in
cloud) or Synced (from on-premises AD).

We will not cover the other Settings found under All groups at this time, but feel free to
explore these options at your own leisure.

Configure Company branding

Go back to Azure Active Directory and scroll down to find the blade for Company branding.
Click Configure. | won't go through all of the options here, but the first two are the most
common: background image and banner logo. By way of example, in the image below, | have
configured both. After making this change, the Azure AD sign-in page will feature the new
branding.




Dashboard » itpromentor.com - Company branding » Configure company branding

Configure company branding o X

igprom entor.com

Hsave X Discard [ Delete

Banner logo

File size: T0KE Remaove

File type: Transparent PNG or JPG @ | Select a file E

< alex@itpromentor.com

Enter password

Password

Forgot my password

The logo you upload here will flow through into some other areas (e.g. the access panel at
myapps.microsoft.com), but it is different than the logo we uploaded previously to the Microsoft
365 admin center, and which is used on that top navigation bar as part of your “theme.” And
neither of these logos will flow through to the branding for our encrypted emails—that is yet
another separate configuration we will be detailing later on. | hope that Microsoft collapses
these disparate areas into one single place someday.

Configure the Azure AD application portal

Another feature of Azure Active Directory which nobody seems to talk about in the SMB space,
is the ability to bring third-party SaaS applications under management, and assign them to end-
users so that they can be accessed via an application portal (myapps.microsoft.com).
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Dashboard » itpromentor.com » Enterprise applications - All applications

Enterprise applications - All applications

crory

4 — =
< +I\ewappllcat|on £E Columns

O Overview

Applhication lype Applhications status

Manage | Enterprise Applications ~ Any ~

2 all applications

i application proxy

MAME HOMEPAGE URL
L+ User settings
i05 Accounts
Security
Microsoft Intune http:/ fwww.micre
Conditional Access

Microsoft Intune Enrollment

IT ! Microsoft Teams

Activity

From Azure Active Directory, find Enterprise Applications > All applications. Click New
application. There a few thousand applications now available in the app gallery. You can search
or browse by many different categories. If an application is not found here in the portal, then
you can add custom (non-gallery) applications only with an Azure AD Premium P1 or P2
subscription.

By way of example only, | will search for and add an application from the Azure gallery—in this
case Evernote. Next, | can assign the application to individual users, or to a security group which
| have created for this purpose.




Dashboard > itpromentor.com »> Enterprise applications - All applications » Categories » Add an application > Evernote

Categories X Add an application =
Sl Add your own app
Busi t (346
usiness management (346) === Application BPN On-premises EmE Non-gallery
> R L T
Collaboration (422) [ you're Wiy application i application
developing
. Configure Azure AD Integrate any other
Construction (8) Register an app you're Application Proxy to application that you don't
working on to integrate it enable secure remote find in the gallery
Consumer (42) with Azure AD access
Content management (139)
CRM (150) Add from the gallery
Data services (145)
evernote v
Developer services (100)
E-commerce (75) 1 applications matched "evernote”.
Education (133) NAME CATEGORY
ERP (77) L] Evernote Collaboration

Finance (254)

Dashboard > itpromentor.com » Enterprise applications - All applications > Evernote - Users and groups

Evernote - Users and groups

Enterprise Applicatior

€ om add user |
B overview o )
’ The application will appear on the access panel for assigned users.

r: Getting started prevent this.

B8 Deployment Plan First 100 shown, to search all users & groups, enter a display name
M DISPLAY NAME OBJECT TYPE
anage
Properties n Apps-EvernoteAccess Group

)
= Owners
£ Users and groups

2 single sign-on

Once you have configured your apps and made your assignments, users will be able to access
the application via the Azure AD access panel located at: https://myapps.microsoft.com.



https://myapps.microsoft.com/
https://myapps.microsoft.com/

Alex
Q TPROMENTOR.COM p‘

Apps £
Groups Add-In

Azure porta

Calendar

Evernote g cxce

Bookings

b Dynamics 365

Configure SSO to third-party applications

Find the Single Sign-On blade within the application. Not all applications will support “true”
single sign-on (SSO), but almost any app will allow the user to store their credentials within the
Azure AD portal (similar to LastPass, if you are familiar with that concept). The various SSO
methods are depicted in the following screenshot.

Dashboard > itpromentor.com * Enterprise applications - All applications » Evernote - Single sign-on

Evernote - Single sign-on

- Select a single sign-on method  Help me decice
& Overview

i Getting started

Deployment Plan ® Disabled G SAML
User must manually enter their Rich and secure authentication to
Manage username and password. applications using the SAML (Security
Assertion Markup Language) protocol.
| Properties
ul Owners

£ Users and groups

3 Ssingle sign-on i
| & Password-based OC) Linked
@ Provisioning Password storage and replay using a Link to an application in the Azure
| web browser extension or mobile app. Active Directory Access Panel and/or

C self-service Office 365 application launcher.

Security

) Conditional Access

» Disabled - Just like it says, essentially this will just make the application tile available in
the app portal, but there is no SSO experience. The end-user would need to provide their
unique log-on ID and password for that app in order to log in, every time they click the
tile.

* SAML - If the app supports SAML (Security Assertion Markup Language), this is what
you want. SAML provides “true” SSO, where Azure AD becomes the app’s Identity
Provider, and all authentication requests are logged against Azure AD—whether they
come in via the app portal, or not. This is the most secure option and recommended
wherever possible.
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» Password-based - Otherwise, if the app does not support SAML but still uses some
type of username/password, then you can choose “password-based” SSO. This option
simply stores credentials in Azure AD, and replays them into the third-party app on
demand, to give the user an “SSO-like" experience (without being true single sign-on).
The user can input and update their own password, or it can be managed by an
administrator, and the user doesn't have to know the password at all.

» Linked - You would use this option if you already had an application linked via another
Identity Provider. You may choose this option if you are slowly migrating from another
identity service such as Okta or AD FS, for instance, and wanted to publish links via the
new portal before you switched them over to SAML.

Note: if you are able to implement SAML, that will also open up other options
within the Provisioning and Self-service blades, where users may be allowed
to request access and provision their own accounts, for example. Plus, you don't
have to use the app portal at all with SAML—Ilogging in at the third-party app
will automatically redirect the authentication to Azure AD.

I will not go into the full details of setting up a SAML-based SSO experience, but | do want to
give you some guidance to get started. The security benefits are just too great to ignore, since
you can reduce the number of identities you manage and centralize the security logs in Azure
AD. Plus, you can apply things like Conditional Access and MFA to the logon requests if you
have an Azure AD Premium subscription. None of this is that hard to do, so don’t be afraid of it.

Every app is a little bit different in terms of its deployment, although they all have similarities.
Here are some basic guidelines | can give you: Microsoft links to a configuration guide for
many common gallery applications.




Dashboard * itpromentor.com > Enterprise applications - All applications > Evernote - Single sign-on * SAML-based sign-on
Evernote - SAML-based sign-on
“ 9 Change single sign-on mode ¥ Switch to the ald experience *** Moré
i overview ) - )
’f' Welcome to the new experience for configuring SAML based S50. Please click here to
Getting started | ! P rw'de fEEdbad( ..................................................................................
Deployment Plan L _ _ ) )
| Set up Single Sign-On with SAML - Preview
Manage !
Read thel::-""igura: on guide & tar help integrating Evernote.
Properties | o
. . 5 Basic SAML Configuration /‘
oM Owners |
dentifier (Entity 1D Required
£ Users and groups entifier (Entity ID) A
Sign on URL (
23 Ssingle sign-on Reply URL (#ssertion Consumer Op
' Service URL)
= et - -
& Provisioning Relay State Optional
C  Self-service
Islegiisaversraan A e llear Attribuitas B Claims ra

In almost all cases where SAML is available, you will need to provide Azure AD and the third-
party application portal with some URLs, certificates and/or XML files, so that each side can
understand and talk with the other. Note that sometimes certain entries are optional. Microsoft
and/or third-party vendors will likely have support documentation available, as pictured here in
the case of Evernote.

Input the URLs and other details about your Evernote tenant into Azure AD.

* |dentifier @ | https://wiww.evernote.com,/saml2 5 I

In the Identifier textbox, type the URL: https://www.evernote. com/samlz

4. Check Show advanced URL settings and perform the following step if you wish to
configure the application in SP initiated mode:

Show advanced URL settings

Sign on URL® I https://www.evernote.com/Login.action I

In the Sigh on URL textbox, type the URL: https://www.evernote.com/Login.action

5. On the SAML Signing Certificate section, click Certificate(Base64) and then save the

It is difficult to express just how important this Enterprise Application feature could be for your
organization or practice. Even if you cannot configure true SSO with SAML to every one of your
applications, just the fact that you can track application assignments to users alone is huge.
Most small organizations have no software inventory to speak of. Which is too bad, because it is
often required to have an inventory for various compliance bodies out there.

34




Poor inventory means blind spots; blind spots mean weak protections. Weak protections are one
of the primary reasons why SME's are still the most vulnerable targets out there. From the point
of view of an attacker, the average security posture for small businesses out in the wild looks a
lot like Swiss cheese—and it has gotten worse with the addition of so many Saa$S products in the
last few years.

Bottom line: you cannot protect what you don't even know you have. Once you know what you
have, then you can start taking steps to better protect it—SAML, MFA, Conditional access,
limiting privilege, etc., etc. But it all begins with knowing, taking stock of what you've got.

Microsoft 365 can help you wrap your arms around this whole cloudy mess: identities,
applications, devices, and data. Additionally, with the option for SSO in many cases, this
corporate access panel solves a big piece of the puzzle—so make it a point to start bringing
your applications into the fold!

Ithough Microsoft 365 Business now officially supports a hybrid infrastructure, this was

not the case when the product first launched. Hybrid—the ability to work with the same

identities for both traditional on-premises servers and new cloud-based services—was a
feature initially reserved for the Enterprise SKUs.

Hybrid is enabled through a tool called Azure AD Connect, which establishes a relationship
between a traditional on-premises Active Directory and Azure Active Directory in the cloud,
including Single Sign-On (SSO) and password hash synchronization, among other things.

The idea here was that large enterprise organizations would need more time and tools to
transition into a cloud-based identity management platform, whereas small businesses would be
able to jump off more quickly, and would be more likely to choose mobile-first, cloud-first
solutions, ditching traditional Windows Server infrastructure altogether.

In practice, the initial limitations surrounding hybrid prevented widespread adoption of the
Business SKU, since the transition to a completely cloud-based environment does not happen
overnight—even for small-sized enterprises! Sure, it's okay for “born in the cloud” start-ups, but
for established businesses it can be much more difficult to leap into a completely untethered
environment, just like that.

However, in the spring of 2018 Microsoft finally announced official hybrid support for Microsoft
365 Business—and this made it much easier for SMB/SME customers to adopt the new SKU.
Nevertheless, it is important to remember that Microsoft's fundamental stance toward hybrid in
the small business space is this: Windows Server products are on their way out the door within
the next few years for the SME, and therefore you should leverage hybrid as a temporary
solution only, in your transition to a 100% cloud-based computing model.

This is to be contrasted with the Microsoft 365 Enterprise SKUs (E3 and E5), which are designed
to support hybrid infrastructures long-term. We will NOT be covering the Enterprise bundles
here—just know that many of the additional features are there to support hybrid, and to bring
the power of cloud computing into the Enterprise datacenter.
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Understanding User Sign-in options
Before you install Azure AD Connect you should gain an understanding of the various user sign-

in options that are available. There are three primary methods we can use to enable single sign-
in:

e Password Hash Synchronization (PHS) with Seamless SSO
e Pass-Through Authentication (PTA) with Seamless SSO
e Active Directory Federated Services (AD FS)

| am going to start with the last option, which was, in fact, the original. Many early adopters of
the Office 365 platform ended up with this type of configuration.

&* Microsoft Azure Active Directory Connect

. User sign-in Password Hash Sync
Express Settings

. (PHS)
Required Components Select the Sign On method. /
-

(® Password Synchronization e

Connect to Azure AD () Pass-through authentication @ h PaSS'ThFOUgh

Sync ) Federation with AD FS @ Authentication (PTA)

Connect Directories ) Do not configure [ 2] &
ADFS

Azure AD sign-in
Domain/OU Filtering Select this option to enable single sign on for your corporate desktop users:

Identifying users [ Enable single sign on @

Filtering
Optional Features \
Configure
Seamless SSO
(used with PHS or PTA)

Active Directory Federated Services (AD FS)

With AD FS, you need to deploy an on-premises service called Active Directory Federated
Services, and it's best if you make this service highly available. In this configuration, passwords
never leave the on-premises Active Directory. When someone attempts to sign in to the Azure
AD application, there is a configuration bit in the tenant that says, “I'm not in charge of
authentication, | have to go check in with <insert corporate AD FS web address here>."

This is super cool for security and compliance, because all authentication attempts are still
logged against the local Active Directory. But it is super un-cool for many small businesses,
because it requires setup and installation of AD FS, which also means that the cloud-based
applications are dependent on the local Active Directory.
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So, if the corporate internet connection is down, your email is down too. Wait a minute...why did
we move our email to the cloud again? To prevent this scenario, our design would need to
include:

e Properly configured AD FS infrastructure with SSL Certificates
e Atleast 2x AD FS web servers on separate links/ISP’s for HA
e Planned recovery from total loss of this site/infrastructure

AD FS is not a popular option for these reasons (complexity + dependency).

Pass-Through Authentication with Seamless SSO

Pass Through Authentication or PTA is the simplified cousin of AD FS. Like AD FS, it means that
all logins rely on the local Active Directory for authentication and sign-in—-we still have that same
annoying dependency. However, because the cloud authentication takes place via the local
Azure AD Connect service and does not require a complex AD FS server infrastructure or SSL
certificates, it might be preferred in some scenarios.

You would still want the redundancy/high availability, but there are no additional requirements.
Therefore, if you are faced with the challenge of keeping passwords and authentication events
on-premises, and the customer also wants to keep the complexity down with a lighter on-
premises footprint, then PTA is your best option (be sure to also enable SSO in the AAD Connect
configuration wizard when choosing this option).

Password Hash Sync with Seamless SSO

This last configuration is the most common, and the one | recommend for most small
businesses. In this model, there is no on-premises dependency. Via password hash
synchronization, the local AD passwords are salted, hashed, and synchronized to Azure AD.

Additionally, you can enable the Seamless Single Sign-On option, and corporate desktop will
have the same SSO benefits (there will not be further credential prompts to use Outlook, OWA,
other apps, etc.). The best part? If your local on-premises systems or internet connection is
down, users can continue working in their cloud apps, without noticing.

Prepare for Azure AD Connect

Let's say your on-premises domain name is companyname.local—that means users probably
sign in with something like username@companyname.local, or company.local\username.
Unfortunately, these identities are meaningless in Azure AD.

In the cloud, we have to ensure that your users can sign-in using their email address as the
username, e.g. username@companyname.com. To get these disparate identities matching one
another, we might have some adjustments to make. Don’t worry—most of the time they are
painless.

Microsoft's recommendation is to ensure that your entire UPN logon name (prefix and suffix) be
setup to match the email address before configuring hybrid identity via Azure AD Connect.

Adjusting the suffix from, say, a .local address to an internet-routable .com or .org address is very
easy, and has no impact on user sign-in experiences. So, we'll start there, and discuss the UPN
prefix afterward.
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Adjusting the UPN suffix

Be sure that you have already verified your custom or “vanity” domains in the Microsoft 365
admin portal, and that you have the UPN suffixes for these domains available and assigned to
your users on-premises. We have already covered adding custom domains in the introductory
section of this guide.

Now, to add UPN suffixes on-premises, open the AD Domains and Trusts Microsoft
management console, and then right-click Active Directory Domains and Trusts at the root of
the tree, and select Properties. If it isn't already listed in here, then enter your external

email domain name(s) and click Add. Click OK.

gs._ Active Directory Domains and Trusts o ] 4]
File Acton View Help
&8 || E o
=] Active Directory Domains anc E [ e I Type | | Actions
1) nhdomain.local DT E™™ /\ctive Directory Domains and Trusts [ SOURC | ﬂE
Change Active Directory Domain Controller. .. o
Operations Master... UPN Suffixes | »
Raise Forest Functional Level...
The names of the cument domain and the root domain are the default user
View 3 principal name (UPN) suffixes. Adding altemative domain names provides
additional logon security and simplifies user logon names.
Refresh F rt altemative UPN suffixes t duri ation, add
; you want altemative suffixes to appear during user creation, a
EETiiEE them to the following list.
I T Altemative UPN suffies:
Help northemhallow com| I Add I
Femaove |
[Toc 1 ool | coov | Heb |
KN — o |
|Opens the properties dialog box for the current selection.

The reason you do this is so that you can assign users the UPN suffix that matches their primary
email domain name. In Active Directory Users and Computers, check the Properties/Account
tab on your user objects. Note: It is possible to bulk-select users and edit the suffix field en
masse.




Dialin I Environment I Sessions | Remote control I |
~ Remote Desktop Services Profile |  Personal Vitual Desktop | COM+ | ||
General | Address Account | Profile | Telephones | Organization | Member Of | |

User logon name:
[PaulJ | @nhdomain Jocal
User logort name (ore- Wiridows 2000) @nhdomain Jocal
@northemhollow.com
[NHDOMAIN\ -
Logon Hours... | Log On To... |

Performing the UPN suffix switch will have no impact on end-user sign-in, except that they
could (if they wanted) start signing in with username@emaildomainname.com instead of
domain\username (though both will continue to work).

Adjusting the UPN prefix

Now, if your on-premises users have a sign-in name like: BobSmith@domain.com or
domain\BobSmith, but their email address looks more like: BSmith@domain.com, then you
should change the UPN attribute on-premises to match the email address. BobSmith should
become BSmith.

If the values already match, then you should be good to go without making any further changes.
But if they don't match, then this change is going to impact on-premises sign-in experiences,
obviously. Therefore, you will need to communicate this change in advance, so that users are
aware of when they need to start signing in to the domain using their email address instead of
the legacy format.

Again, it is possible to get around this using an “alternate ID"—something other than the UPN
attribute—but Microsoft recommends against it, and encourages us to make the UPN match
instead.

Glad that's out of the way! Now we should be ready to install Azure AD Connect.

Installing Azure AD Connect

You can install Azure AD Connect on either a Domain Controller, or a Member server within your
on-premises environment. Note that Windows Small Business Server (SBS) and Windows Server
Essentials (WSE) are not officially supported. Therefore, use a separate member server in these
environments.
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& Microsoft Azure Active Directory Connect

Express Settings
P 9

If you have a single Windows Server Active Directory forest, we will do the following:
= Configure synchronization of identities in the current AD forest of FABRIKAM

= Configure password hash synchronization from on-premises AD to Azure AD

» Start an initial synchronization

= Synchronize all attributes

» Enable Auto Upgrade

Learn more about express settings

If you would like different settings, click Customize.

In case it isn't obvious yet, | am about to cover a step-by-step, screen-by-screen setup of Azure
AD Connect. | waffled on whether or not to include this, or instead just slap down some links to
Microsoft's own documentation, but ultimately | decided that | should include it. So here’s the
thing:

1. If your UPNs already match the email addresses, you could just opt for the "Express
Settings" option, which takes out a lot of the guesswork and makes this process a bit
quicker. The express settings will just sync everything from the directory, with UPN as the
logon name, and password hash sync for sign-on. So very vanilla—nothing wrong with
that.

2. However, there is value in the option to “"Customize.” For example, | generally
recommend that you constrain the number of objects syncing to Azure AD; | sync only
active accounts for users and shared mailboxes, leaving any service accounts or disabled
users out of the mix. To do that, you need to pick Customize. If you could not (or would
not) setup the matching UPN as | described above, then you will have to go this route
anyway.

In the instructions that follow, | will keep it vanilla as possible, with Password Hash Sync, etc., but
I'll recommend that you use OU or group filtering to limit the synced objects. If you want
something different, such as PTA or otherwise, check out Microsoft's guidance on a Custom
install of Azure AD Connect instead.

To get started, Download the latest version of the Azure AD Connect tool from Microsoft and
launch the MSI. Accept the terms, and on the Express Settings screen, click Customize. You can
choose to change certain settings here, such as install location, SQL instance, and service
accounts, but | usually just pick Install, with the default selections.
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& Microsoft Azure Active Directory Connect

Express Settings
Required Components Mo existing synchronization service was found on this computer. The Azure AD Connect synchronization
N service will be installed. e
User Sign-in
Optional configuration:
[ Specify a custom installation location
[[] Use an existing SQL Server
[[] Use an existing service account
[[] specify custom sync groups
_
& Microsoft Azure Active Directory Connect -~ X

User sign-in

Express Settings

Required Components Select the Sign On method.
User Sign-in ® Password Hash Synchronization @ recommended
Connect to Azure AD " Pass-through authentication @
sync Federation with AD Fs @
Connect Directories _) Federation with PingFederate (2]

Azure AD sign-in _) Do not configure (7]

Domain/OU Filtering
: & Select this option to enable single sign-on for your corporate desktop users:
dentifying users

Filtenng ! Ign-i

Fil g 4 Enable single sign-on @ recommended
Optional Features

Configure

Previous

You are free to make your own decisions, of course, but | recommend Password Hash
Synchronization and Enable single sign-on (Seamless SSO). Click Next.




& Microsoft Azure Active Directory Connect

Connect to Azure AD

Express Settings

Required Companents Enter your Azure AD global administrator credentials. (2]
User Sign-in USERNAME
|.;;':' name@contoso.onmicrosoit.com ‘
Sync
PASSWORD

Connect Directories | ‘

Azure AD sign-in
Domain/QU Filtering
Identifying users
Filtering

Optional Features

Configure

Connect to your Azure AD tenant using a global admin account. Next, we will connect to your
local AD forest using an Enterprise admin account.

& Microsoft Azure Active Directory Connect

Connect your directories

Express Settings

Required Components Enter connection information for your on-premises directories or forests. [2]
User Sign-In DIRECTORY TYPE

Connect to Azure AD Active Directory .

sync FOREST @

SEEG B E T res.fabrikamonline.com M Add Directory

Azure AD sign-in

Domain/OU Filtering CONFIGURED DIRECTORIES
Identifying users fabrikamonline.com {Active Directory) (§
Filtering

Optional Features

Configure

pre",ious

After adding the forest name and clicking Add Directory, a pop-up dialog will appear. At this
stage, | typically choose to let Azure AD Connect Create new AD account, which will be used by
the service to read and synchronize data out of the local AD database. In order to create the
new account, you must provide credentials for a valid Enterprise admin, below.




osoft Azure Active Directory Connect

& AD forest account

Express Settings

requred comeenet. A forest account

User Sign-In
Connect to Azure A An AD account with sufficient permissions is required for periodic synchronization. Azure AD

Sync Connect can create the account for you. Alternatively, you may provide an existing account with the

. y required permissions. Learn more about managing account permissions.
Connect Directori

Azure AD sign-in The first option is recommended and requires you to enter Enterprise Admin credentials.

Domain/OU Filte  cajact sccount option.

Identifying users | @ Create new AD account
Filtering ) Use existing AD account
Optional Feature:

Configure ENTERPRISE ADMIN USERNAME

|;g..A,"r:~ SO.COM|username |

PASSWORD

This next screen is crucial. You will want to make sure to get your UPN attribute selection correct
here. First, you can review domain UPN suffixes that are available on-premises and in the
cloud—so hopefully you have already verified the domains you own via the Microsoft 365 admin
center.

& Microsoft Azure Active Directory Connect - X

Azure AD sign-in configuration

To sign-in to Azure with the same credentials as your on-premises directory, a matching Azure AD Domain is
required. The following table lists the UPN suffixes for your on-premises environment and the status of the

Express Settings

Required Components

User Sign-in associated Azure AD Domain.
Connect to Azure AD Active Directory UPN Suffix Azure AD Domain
Sync fabrikam.com Not Added @

Connect Directories i
& WELIOhES fabrikamonline.eu Not Verified @

Azure AD sign-in
fabrikamonline.com Verified

Domain/OU Filtering

O

Identifyl e 2 .
ifying usess Select the on-premises attribute to use as the Azure AD username

Rltering USER PRINCIPAL NAME @

Optional Features P
P userPrincipalName ¥

Configure

[¥] Continue without matching all UPN suffixes to verified domains

Users will not be able to sign-in to Azure AD with on-premises credentials if the UPN suffix does not
match a verified domain. Learn more

—

Now, we have to select the attribute to use for the Azure AD username. By default, it selects the
UPN (userPrincipalName) attribute. Leaving it set to the UPN is what Microsoft recommends,
however, be sure that your UPN on-premises is already setup to match the Internet-
routable email address, per our discussion above.

Otherwise, know that it is also possible to change the UPN setting to use the mail attribute
instead. This will force the user’'s email address to become the username in Azure AD. Going
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with the mail attribute is known as configuring an Alternate ID. Read up on the extra
considerations with this type of ID here.

If you are only using Azure AD Connect as a bridge, with the goal of eventually ditching on-
premises servers, then using an Alternate ID such as the mail attribute should not be a problem.

On the next screen, it is possible to filter out OUs that do not need to be synced. | recommend
constraining the objects that are synced from on-premises AD. After all, there are likely many
accounts that do not need to exist in the cloud. An easy way to do this is to pick specific OUs
that contain active user accounts and Exchange objects (e.g. Shared or Room mailboxes).

&» Microsoft Azure Active Directory Connect

Express Settings
Required Components
User Sign-In
Connect to Azure AD
Sync
Connect Directories
Azure AD sign-in
Identifying users
Filtering
Optional Features

Configure

Domain and OU filtering

Directary: ‘ fabrikamonline.com | '| 0

@ sync all domains and CUs
O Sync selected domains and OUs

¥| fabrikamanline.com

The next step about Uniquely identifying your users applies more to complicated Enterprise
environments where you could have multiple identities across different forests. You can leave
the defaults alone and click Next.
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&> Microsoft Azure Active Directory Connect

Express Settings
Required Components
User Sign-In
onnect to Azure AD
Sync
Connect Directories
Azure AD sign-in
Domain/OU Filtering
Filtering
Optional Features

Configure

Uniquely identifying your users

Select how users should be identified in your on-premises directories. @
® Users are represented only once across all directories.
) User identities exist across multiple directories. Match using:
& Mail attribute
ObjectSID and msExchMasterAccountsID/msRTCSIP-OriginatorsID attributes
SAMAccountName and MailNickName attributes
A specific attribute

Select how users should be identified with Azure AD. e
®) Let Azure manage the source anchor

_) Choose a specific attribute

Azure is currently synchronized using the value of the objectGUID attribute in your on-premises

directory. Learn more

You can also choose to filter users based on group membership. | would not recommend using
this option in conjunction with OU filtering. Just know that OU filtering is applied first, so the
group and all members of the group would need to be included in the OUs selected for sync—
just be careful. This is just one more option which can help us prevent syncing unnecessary

objects.

I never use group filtering, to be honest. Instead, | implement a radically simple OU structure
(synced vs. non-synced accounts). Any remaining GPOs in the organization are filtered by
security group, rather than OU. Perhaps you would find this setup a bit drab, but the way | see it,
this old domain is on its way out anyway.




&> Microsoft Azure Active Directory Connect

Filter users and devices

Express Settings

Required Components For a pilot deployment, specify a group containing your users and devices that will be synchronized. Nested
i groups are not supported and will be ignored.
User Sign-In
onnect to Azure AD (® synchronize all users and devices

Sync ) Synchronize selected @

Connect Directories

Azure AD sign-in fabrikamonline.com

Domain/OU Filtering
Identifying users
Optional Features

Configure

This next page is getting a bit gnarly with all the new Optional features that have been coming
out lately. If you have Exchange on-premises (or you had it at one point and the attributes still

exist), then you should select Exchange hybrid deployment. This sets you up nicely for hybrid
migration later on.

& Microsoft Azure Active Directory Connect

Optional features

Express Settings
Required Components Select enhanced functionality if required by your organization,

User Sign-In
>19 [[] Exchange hybrid deployment 9
Connect to Azure AD
< [ Exchange Mail Public Folders (Preview) @
YN

Connect Directories [ Azure AD app and attribute filtering @

Azure AD sign-in | Password hash synchronization @
Domain/OU Filtering [ Password writeback @
identifying users [ Group writeback (Preview) @
Filtering Device writeback €@
[ Directory extension attribute sync o
Configure

Learn more about optional features,

Previous

You might also configure Password write-back—but there is more required to set this up than
that checkbox lets on. We'll go over this option in more detail soon.

| will not cover the option to constrain attribute syncing, or any other optional features.
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On the Enable single sign-on screen you will need to provide a domain admin account in order
to create a computer object in AD that is used for SSO. The credentials are only used at this time
(not stored, not for ongoing services).

& Microsoft Azure Active Directory Connect

Enable single sign-on
Express Settings
Required Components Enter a domain administrator account to configure your on-premises forest for use with single sign-on. (2]
User Sign-In fabrikamonline.com (/]

Connect to Azure AD

Sync Windows Security X
Co t Directori .
onnect irectones Forest Credentials

Azure AD sign-in

Domain/OU Filtering Enter the credentials for the specified forest.

Identifying users
Filtering e |fabr|kam\administrator x |

Optional Features

Single sign-on

Configure Domain: fabrikam

OK Cancel

Previous

Click Next to review your settings—I usually allow the synchronization process to start when
configuration completes (I do not enable staging mode). Finally, hit Install to complete the
wizard. When the process is complete, you can review any messages and follow-up items it has

for you.




Configuration complete

Express Settings
Required Components Azure AD Connect configuration succeeded. The synchronization process has been initiated.
User Sign . gl . . .
o i The configuration is complete. You can now log in to the Azure or Office 365 portal to verify that
Connect to Azure AD user accounts from your local directory have been created. Then, do a test sign-on to the Azure

Sync portal. Learn more

Connect Directories Azure Active Directory is configured to use AD attribute m5-D5-ConsistencyGuid as the source ]

anchor attribute. Learn more e
Azure AD sign-in
Do) et s I Provide your users a single sign-on experience by configuring Seamless 550 through Group Policy.
- Learn more

Identifying users
Filtering
Optional Features

Single sign-on

You may notice a link to Learn more about configuring a Group Policy for Seamless SSO. Let's
do that. There are two options discussed in this link, but I'll demonstrate the one that does not
allow users to modify their Zone settings.

Deploy group policy for Seamless SSO
Go to your domain controller and open the Group Policy Management Microsoft Management
Console

1. Create and edit a new GPO that will be applied to all users. Name it AAD Seamless SSO
(or something similarly descriptive).

2. Navigate to User Configuration\Administrative Templates\Windows
Components\Internet Explorer\Internet Control Panel\Security Page and select Site
to Zone Assignment List.

3. Enable the policy and enter Value name: https://autologon.microsoftazuread-sso.com
and Value: 1 as depicted.

4. Click Ok twice to finish.



https://autologon.microsoftazuread-sso.com/

a

E‘ Site to Zone Assignment List Previous Setting Next Setting
) Mot Configured ~ COMMent:
(®)| Show Contents O b4
Enter the zone assignments here. Pack 2 or Windowrs
Value name Value
o 3 https://autologon microsoftazuread-sso com
P &
; pe a list of sites that you ~

rity zone, These zone
ngs that apply to all of the

urmbered 1-4, and these
ate sites to zones, They
one, (3} Internet zone, and
gs can be set for each of
gs, and their default
mplate), Intranet zone
(Medium template], and
Restricted Sites zone (Figh template]. [The Local Machine zone
and its locked down equivalent have special security settings that
protect your local computer.)

0K Cancel

If you enable this policy setting, you can enter a list of sites and
their related zone numbers, The association of a site with a zone
will ensure that the security settings for the specified zone are
applied to the site. For each entry that you add to the list, enter
the following information: o

QK Cancel Apply

5. Next browse to User Configuration > Administrative Templates > Windows
Components > Internet Explorer > Internet Control Panel > Security Page >
Intranet Zone. Then select Allow updates to status bar via script.

6. Enable the policy setting, and then select OK.

Whew. We are officially all done configuring Azure AD Connect with Seamless Single Sign-On.




A Allow updates to status bar via script I;li-

[E] Allow updates to status bar via script

Previous Setting Next Setting |

O Not Configured ~ Comment: A
®) Enabled
) Disabled -
Supported on: [ At |east Internet Explorer 7.0 -
Options: Help:

Status bar updates via script This policy setting allows you to manage whether script is

allowed to update the status bar within the zone.

If you enable this policy setting, script is allowed to update the
status bar.

If you disable or do not configure this policy setting, script is
allowed to update the status bar.

\ oK || e |

Understanding the Source of Authority and Hybrid management of
Exchange Online

Be sure to visit the Microsoft 365 admin portal also, to verify that your user accounts are
showing up in the cloud. You may have to add the Sync status column from Choose columns, to
view the source of each account; AD accounts synced to Azure AD are represented by a building
whereas accounts that are in Azure AD only are depicted as a cloud.

o8 2 @

Preview on
add sync status column
it Users  «+ 2 Search % Filter =
Licenses Sync status @ Choose columns
Unlicensed « synced from AD
Office 365 Enterprise E3
.com#E. Unlicensed ] « ClOUd-Oﬂ‘V

Once you are in a hybrid relationship with Azure AD Connect, you must keep in mind where the
Source of Authority lives: for synced accounts, it is still with your on-premises Active Directory
server.
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This means that new accounts will always be born here. Make sure they are created in an OU
that is setup to sync to Azure AD, so that the account gets created in the cloud appropriately
upon the next Azure AD Connect sync cycle. After the account is synced and setup correctly—
that is the appropriate time to assign licensing in the cloud.

Here is the complete (supported) procedure for creating new hybrid user accounts:

» Create the identity on-premises first, with matching UPN, etc., and let it sync to Azure
AD. You can force a sync from the Azure AD Connect PowerShell module if you are
impatient:

o Start-ADSyncSyncCycle -PolicyType Delta

* Make sure you enable the remote mailbox using the following Exchange cmdlet from
your on-premises Exchange Management Shell:

o Enable-RemoteMailbox username -RemoteRoutingAddress
username@tenantname.mail.onmicrosoft.com

= Assign licensing via the Microsoft 365 admin portal

= Confirm sign-in works for the user on-premises first, then in the cloud

An alternative to this that also works is to create the user and mailbox on-premises and then
migrate the mailbox to the cloud using the Remote Move method. | usually stick to the former
option.

Another important thing to understand is that editing certain user attributes, such as email
address aliases, must be performed on-premises and not in the cloud. If you attempt to change
some of these mail attributes in the cloud, Microsoft 365 and/or Exchange Online will bark at
you. Therefore, most changes and management must be done on-premises.

The big shocker for people is that in order to run in a supported configuration, you must keep
an on-premises Exchange sever around, even well after the last mailbox has been migrated to
Office 365 Exchange Online.

Why? Because Microsoft does not have any other supported mechanisms for supporting hybrid
co-existence of identities that maintain Exchange attributes. Therefore, to edit any mail-related
information within the on-premises user object, requires Microsoft Exchange Server. | know,
facepalm.

Enterprises generally will keep a “"Hybrid-only” management box around, and Microsoft even
gives them a free license to do it! But the Business SKU does not give us access to a free Hybrid
Exchange Server license, unlike the Enterprise SKUs. And most SMBs want to get rid of their
legacy Exchange boxes in the worst way. Here are your options:

1. Dismantle hybrid and remove Azure AD Connect (and then finish getting rid of your
Servers)

2. Add at least one E1 license to your tenant, then register for a free hybrid key at
https://aka.ms/hybridkey, and finally install a new hybrid Exchange Server to replace your
old one

3. Color outside the lines, be a rebel, and break the rules (as much fun as that sounds, this
is not an endorsement)
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If you decide to operate Office 365 Exchange Online with Azure AD Connect in place, and
without an on-premises Exchange server, which is possible, just know that it is also not
supported. This is what it looks like (again, at your own risk, and this is not supported).

1. Disable Outlook Anywhere, remove the on-premises SCP and all other references to the
Exchange server that you know about (MX, Autodiscover, etc. should match Office 365
settings).

2. Regarding the removal of Exchange server: if you uninstall the last Exchange server you
will lose your Exchange attributes which will break your Exchange online mailboxes—
because your Azure AD accounts rely on those attributes, which came from the on-
premises environment. Two options:

a. Do not remove the last server properly, just power it down permanently—this
gets dicey with SBS, but it is possible to whack references that are no longer
needed manually via DNS management and ADSI edit...OR

b. Export all of the Exchange attributes such as email addresses, etc. to a CSV file.
Disable and remove Azure AD Connect. Remove Exchange Server. Re-run the AD
schema extensions for Exchange Server from setup media. Reimport the exported
attributes. Finally, reinstall Azure AD Connect.

3. You can look up how to do that stuff on your own. Once you are all done carefully
sweeping up the environment using one of those methods described above, you will
need to be careful how you manage accounts moving forward.

I will illustrate some common management tasks and how to perform them in a hybrid
environment without an Exchange server (remember that none of this is in any way supported):

= New user accounts

= Adding new email aliases

* Hiding from address lists

= Enabling archive mailboxes

First, from Active Directory Users and Computers, you will want to enable View > Advanced
Features. This is necessary so that we can see the Attribute Editor tab on any given user
account. Another alternative is to find the user in ADSI edit and manipulate the attributes there.




= Active Directory Users and Computers [= [ o [Ea]
File Action Help
é = |5 Add/Remove Columns...
7: Active Diredi Large lcons h
b - Savedq Small lcons
4 54 ) :vﬂ List tore your favo..,
b 3l Accq .
b = Buil Detail
b L] Com Users, Contacts, Groups, and Computers as containers
b=l Dorrj‘[‘/l Advanced Features H
b | Fore = - :
. | Raise domain functional level...
p =] Groy
b Lost. Filter Options...
< |
p | Man Customize...
p | Prograrmuag
p 2 Servers
B System
b Users
b | NTDS Quotas
B | TPM Devices

New user accounts

Just create the user like normal. As always, be sure that the UPN suffix matches the email
domain, and that the email address attribute is properly filled out. But, you should also do the
following on the Attribute Editor tab in Active Directory.

I

Test User Properties
Fublished Certificates I Member Of | Fassword Replication I Dialin I Object
Security | Environment I Sessions I Remote control
General I Address | Account I Profile I Telephones | Orgarization
Remote Desktop Services Profile | COM=+ | Attribute: Editor
Atributes:
Attribute Value ~
profile Path <not set>
protocol Settings <not set>

proxiedObject Mame <not set>

publicDelegates <not set>
pwdlastSet {never)
registeredAddress <not set>

replicatedCObjectVersion <not set>
replication Sensttivity <not set>
replication Signature <not set>

replPropetyMetaData  AttlD Ver Loc. USN Crg.D5A
replUp ToDateVector <not set>

repsFrom <not set>

repsTo <not set> >
< 1] >

Find the proxyAddresses attribute and add both the primary SMTP address if it is not already
present, as well as a secondary “lowercase” smtp address. The entries should look as follows:

=  SMTP:username@domainname.com (this is the primary email address of the user)
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* smtp:username@tenantname.onmicrosoft.com (this is the alias for the Office 365
domain)

Once the account synchronizes to Exchange Online, assign your licensing, which will create the
mailbox in the cloud. Verify sign-in first on-premises, and then in-cloud.

Adding alias addresses

From the Attribute Editor tab, scroll to find the proxyAddresses attribute. Add the address as
follows:

*» smtp:aliasname@domainname.com

Attnbute Edtor | \y 14 valued String Editor X

Attributes
Agtribute: proxyAddresses
Attribute

Value to add:
primaryintema

primary Telex {snﬁp'allastest@northemhollow com| J l Add I
profilePath

proxiedObject|
proxyAddress¢
pwi Set

Values:
| SMTP: TUser@northemholiow.com Renave

d
repl yM
replUpToDate
repsFrom
repsTo
revision

nd

roomNumber
<

s

0K Cancel pply Help

Hide a mailbox from the GAL

Find the attribute called msExchHideFromAddressLists. If you wanted to hide this user from
the Exchange Global Address List (GAL), you would need to update the value to True.




o | X
Boolean Attribute Editor i
Attribut
U Attrbute: msExchHideFromAddressLists
Attrbul| Value:
o ,\
msEX| (O False
Bl © Not set
msEy
msEy I 0K I Cancel
msEy
msEx g s
msBxchBdemalO0FOptions <not set>
msBxch Bxtemal Sync State <not set>
msExchFBURL <not set>
msExchForeignGroupSID <not set>
msExchGenericForwardingAddress <not set>
msExchHABShowlInDepartments <not set>
msExchHide From AddressLists <not set>
msBxchHome ServerN <not set> v
£ m >
[ ok ][ cance

Enable an online archive mailbox
Find and modify these attributes in the attribute editor:

= msExchArchiveName = (give this any name like “Personal Archive — Username”)
* msExchRemoteRecipientType = (change the value to 3)

21 x
T Aibute Editor | Secuity |
it
5 Abtribates:
Atibute | value ]
msE wehPreviousdccount3id dnot selx
e R o Lt = = L NN
Large Integer Attribute Editor I x|
Athibute: msExchiRemateR ecipient Type
WVahie:
|3
Claar [1]4 | Cancal
[
risE wehFeciplinit <Rt sel
mzE xchRiemaoteR ecipientT ype 4
msE xchRequretuthTaSendTo £nok get>
msE xchFiesourceCapacity <not sety
0 [lEs B LI_‘
Edi Filter
0K | Cacel | Appb | Hep |
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Hybrid SSPR with password write-back

To enable Self-Service Password Reset with password-writeback for hybrid identities, you will
need to make some configuration changes in three different places:

1. Azure AD Connect - to enable password write-back
2. On-premises AD - to delegate permissions for password changes to the service account
3. Azure AD admin center — to enable the functionality online

Step 1. Enable password write-back

You may have already enabled the password write-back bit in Azure AD Connect during
installation. If not, you can launch the tool again. From Additional tasks, choose Customize
synchronization options then Next. You can just step past the next few screens, providing an
Azure AD admin credential, etc. You want to find your way to Optional features, and select the
checkmark box for Password writeback, then finish out the wizard to apply the setting change.

& Microsoft Azure Active Directory Connect

Optional features

Tasks

Connect to Azure AD Select enhanced functionality if required by your organization.

Svr
o Exchange hybrid deployment @
Connect Directories O o
Azure AD app and attribute filterin
Domain/OU Filtering PR 9

Optional Features [+#] Password synchronization [7]

Configure I [ Password writeback @ I
Group writeback (Preview) @

Device writeback @

[ birectory extension attribute sync @)

Learn more about optional features,

Step 2. Delegate permissions

Launch Azure AD Connect again. From Additional tasks, choose the option to View current
configuration and click Next. Find the account that is being used by Azure AD Connect. You
need to delegate permissions to this account.




& Microsoft Azure Active Directory Connect

Review Your Solution
Tasks

Review your solution Settings from Azure AD Connect are listed below.

Azure Active Directory

== _m

IIW

Synchronized Directories

ECTORY ACCOUNT

s rd’ = -fMsoL_385adcacacst <:|

Synchronization Settings

SOURCE ANCHO USER PRINCIPAL NAME

objectGUID userPrincipalName

SYNC CRITERIA FILTER OBJECTS TO SYNCHRONIZE B GRO
AlwaysProvision Disabled

AZURE AD APP AND ATTRIBUTE FILTERING DEVICE WRITEBACK

Disabled Disabled

DIRECTORY EXTENSION ATTRIBUTE SYNC EXCHANGE HYBRID DEPLOYMENT

Enabled

Previous

Disabled

From AD Users and Computers, ensure you have Advanced features enabled from the View
menu. Then right-click the root of the domain and go to Properties. From the Security tab, click
Advanced.




B Active Directory Users and Computers
File Action View Help I_?_-
N EEIEEEEEY M hovediss
| ] Active Directory Users and Ci A || Name AG}J’JE' ﬂa_flag';dﬁy_l Qb”,d, S lRtri:l.!e e
b E Saved Qruieries ) Builtin Group or user names:
4 Delegate Control... 2, Everyone A
! Find... atroller 82 SELF
i 2 o rityPri $2, Authenticated Users
i ange Domain... s %, SYSTEM
i Change Domain Controller... Lrvice A #2, NETWORK SERVICE
I Raise domain functional level... ichang 82, Exchange Entemrise Servers (SCC\Exchanae Enterprise Servers) | ¥ |
: Operations Masters... ta I Add... ] | Remove
b New ¢ Pefrmanns for Everyone Allow Deny
4 AlTasks » Full control O Ll =
View * ichang Read J —
Refresh I e = M
L Create all chid objects O ]
Export List... le Delete all child objects O i
I Properties I <: For special permissions or advanced settings.
Help Advanced.
P OE viEmoer oerver
= PC's
b &l ?ecurlty.Group v oK ‘ T ‘.
< m > <

Er
pd
(SI

CC

ou

v

Opens the properties dialog box for the current selection.

From the Permissions tab, select Add. Select the username (principal) you identified above via

Azure AD Connect. In the Applies to drop-down list, select Descendant User objects.
Under Permissions, select the boxes for Change password and Reset password.

Principal:  MSOL_385adc9c4c5f Select a principal

Type: ‘Allow

Permission Entry for "= & [ = [ o [

Applies to: I‘ Descendant User objects

Permissions:
[C]Full control
[w] List contents
[w] Read all properties
[ Write all properties
["] Delete
[[] Delete subtree
[w] Read permissions
[[]Modify permissions
[[]Modify owner
[C] All validated writes
[T All extended rights
[[] Create all child objects

Properties:

Read all properties

[ ] Write all properties

["] Delete all child objects

[] Create msExchActiveSyncDevices objects

["] Delete msExchActiveSyncDevices objects

[T] Create ms-net-ieee-80211-GroupPolicy objects
["] Delete ms-net-ieee-80211-GroupPolicy objects
[] Create ms-net-ieee-8023-GroupPolicy objects

[T] Delete ms-net-ieee-8023-GroupPolicy objects
[] Allowed to authenticate

[¥] Change password

[ Receive as

[ Reset password

| Send as

[ Read msExchLitigationHoldOwner

[] Write msExchLitigationHoldOwner

oK | Cancel 7J

A

v

Scroll down further, and under Properties, select the boxes for Write lockoutTime and Write

pwdLastSet. Finally, you can Apply the changes and OK to exit.
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Step 3. Configure Azure AD SSPR settings

From the Azure AD Admin center, go to the Users blade, and find Password reset > On-
premises integration. From here you can customize the settings—granting or denying the
ability for users to perform self-service “unlock” in addition to self-service reset. (By default a
password reset also unlocks the account).

Dashboard > “derrs 1 oempiner s aesdilileeg, e > Users > Password reset - On-premises integration

Password reset - On-premises integration

€«

Manage
! Properties Write back passwords to your on-premises directory? @
Yes No
0 Authentication methods
Allow users to unlock accounts without resetting their password
Registration Vas No

Notifications

Customization

T On-premises integration

Activity

In case you have trouble getting this feature to work, check out Microsoft’s article titled “Troubleshoot
password writeback.” If it is working, however, then you should be able to verify by visiting any

Microsoft 365 sign-in page and clicking the link: Can’t access your account?, then following the steps to
perform a reset from there.

BT Microsoft

Sign in

someone@example.com

Can't access your account?



https://docs.microsoft.com/en-us/azure/active-directory/authentication/active-directory-passwords-troubleshoot#troubleshoot-password-writeback
https://docs.microsoft.com/en-us/azure/active-directory/authentication/active-directory-passwords-troubleshoot#troubleshoot-password-writeback

The reason | include this section is because Conditional Access, a feature of Azure AD Premium,
is so important in my mind, that | have become accustomed to simply recommending the add-

on to all Microsoft 365 Business customers. | am still hopeful that these features filter down into
the subscription, removing the need for an additional SKU.

| will provide a couple of use cases here as an overview, but later when we get to device
management, this concept will come back again—we can use Conditional Access to require that
devices become compliant with policies set by our organization before they are granted access.

Conditional Access

Conditional Access is a feature available with Azure AD Premium subscriptions, which allows
administrators to create policies based on various conditions, and then apply access controls
based on those conditions. If you are managing additional enterprise applications, you can also
design conditional access polices which apply to them. This provides us a whole new level of
security, which is hard to understate.

Specify Conditions: Specify Access Controls:
. Conditional Access - Policies * New > Conditions » Conditional Access - Policies » New * Grant
Conditions X Grant Hox
0 inic Select the controls to be enforced.

Device platforms @ 3
Mot configured

Locations @ >
Mot configured

Mot configured )
i client app @

=d client apps

Device state (preview) @
b

Mot configured )
For multiple controls

. Require all the selected controls
) ) Require ane of the selected contrals

The policies can also be targeted or scoped to specific users, groups, applications, etc. Examples
of Conditional Access policies in action include:

e Require devices to be compliant with Intune policies before granting access

e Require Windows 10 devices to be joined to the corporate domain

e Require MFA under certain conditions (e.g. untrusted devices or locations)

e Deny access from Web browsers, legacy apps, untrusted locations or devices, etc.
e And many more
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With a well-designed set of Conditional Access policies, you also gain a very important foothold
in terms of security: an inventory of devices connecting to your cloud-based applications and
data, automatically registered in Azure AD. This goes back to the point | made before about
knowing what you have in your environment—it's often more than half the battle.

Baseline Protection

In 2018 Microsoft introduced a special Conditional Access policy that applies to all tenants, not
only those with Azure AD Premium—these are called Conditional Access baseline protection
policies. Find the baseline policy from the Azure Active Directory admin center > Security >
Conditional Access.

Azure Active Directory admin center

Dashboard > Contoso > Conditional Acce

I®| Dashboard Contoso pld

Azure Active Directory

All services
* FAVORITES

& Azure Active Directory . Motifications settings

2
pa Users

Security
@ Enterprise applications . Identity Secure Score (Previe...
o) Conditional Access

6 MFA

Users flagged for risk

rs P

At the time of this writing the only policy available for preview is called Baseline policy: Require
MFA for admins. Selecting the policy, we find that there aren't many choices for customizing it.
We can opt in, or opt out, and exclude users. By default, it is set to Automatically enable policy in
the future.



https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/baseline-protection

Dashboard * Contoso » Conditional Access - Policie

Baseline policy: Require... O X

Policies

0 This policy will automatically be enabled =
in the future, Click here to learn more.

This policy reguires multi-factor authentication
for the following directory roles:

+ Global administrators

+ SharePoint administrators

» Exchange administrators

+ Conditional Access administrators
» Security administrators

Enable policy
l- Automatically enable policy in the future
Use peolicy immediately

) Do not use policy

Bxclude users @ >
0 users selected

Although | typically recommend enabling MFA across the board for all users (admins or not),
you still might want to consider having a single admin excluded from this requirement—often
referred to as a "break glass” or “emergency access” account. After all, the MFA service
experienced more than one outage in 2018 (hopefully we see improvements in 2019 and 2020).
See Microsoft's guidelines on this type of account here. This type of account is usually left
excluded from all conditional access policies.

Rumor has it that there will be an additional baseline protection policy introduced later this year
(2019) for standard users. This is supposed to include blocking legacy clients and enforcing MFA
registration, as well risk-based MFA challenges (this feature is trickling down all the way from
E5/AAD P2).

Again, since | recommend enabling MFA across all users, this policy should end up being
redundant anyway. Nevertheless, it is interesting to see Microsoft step up the baseline/defaults
within their 365 SaaS products using some of these formerly “Premium” features born in the
Enterprise Mobility + Security suites.

Block legacy client applications

| recommend a policy that blocks access to legacy client applications to all my customers, in
conjunction with policies that require MAM (or MDM), which we will cover in the section on
device management. If you have deployed the newest Office 365 apps, then we can safely block
older versions of Microsoft Office, or third-party IMAP/POP/SMTP based clients.

Create a new policy called Block legacy client apps, assigned to All users, and excluding at least
one emergency admin account. Scope to All cloud apps.
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https://docs.microsoft.com/en-us/azure/active-directory/users-groups-roles/directory-emergency-access

Under Conditions, pick only Other clients. You do not need to configure other conditions.

Under Access controls, you just need to pick Block access, and then save the policy.

Home > itpromentor.com > Conditional Access - Policies > Mew > Conditions > Client apps (preview)

New X Conditions X Client apps (preview) 0 X
@ info @ info Configure @
:
* Name Devi " °
evice platforms . . . .
I Block legacy client apps \,-I Not configured > Select the client apps this palicy will apply
to
. Locati B =
Assgnments ocations @ > rowser
Mot configured . -
Users and groups @ N Moaobile apps and desktop clients
All users included and specific... Client apps (preview) @ o .
> Modern authentication clients
Not configured
Cloud apps @ > Exchange ActiveSync clients
All cloud apps Device state (preview) @ 5
Not configured Other clients @
Conditions @
>

0 conditions selected

Home > itpromentor.com > Conditional Access - Policies > New » Grant

New * Grant X
O inio Select the controls to be enforced.

* Name ®) Block access |

| Block legacy client apps v () Grant access

Require multi-factor authentication @
Assignments

Require device to be marked as
Users and groups @ compliant @

All users included and specific...
Require Hybrid Azure AD joined device

Li}
Cloud apps @ >
All cloud apps Require approved client app @
See list of approved client apps
Conditions @
1 diti lected ’
condition selecte For multiple controls

) Require all the selected controls

Access controls () Require one of the selected controls

Grant @ >
Block access

Conditional access and geographical locations
One more policy type that | will show you here is the ability to control access requests coming
from certain geographical locations. For example:

1. Whitelist countries — this means that access is blocked by default, unless you fall into
one of the geographical areas specified
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2. Blacklist countries — this means the opposite—access is blocked only if you fall into one
of the geographical areas specified

3. Trusted IPs — You can specify trusted IPs, which are often used to bypass logon
restrictions such as MFA challenges, thereby reducing “sign-on friction” for users when
they work from trusted connections (e.g. corporate headquarters).

To begin, you need to specify certain named locations in the Azure AD admin portal.

Home » itpromentor.com > Conditional Access - Named locations

Conditional Access - Named locations

Azure Active Directory

« + Mew location | [£ Configure MFA trusted IPs

= Ppolicies
Mamed locations are used by Azure AD security reports to
reduce false positives and Azure AD conditional access

Manage policies. Learn more

Mamed locations P
earcn oCarions.

LA

o
.

Custom controls (preview) NAME TRUSTED

Torweor of sieo

Find Conditional Access > Named locations. Choose the option for New location.

New 0o X Home » itpromentor.com > Conditional Access -
New O x
* Mame
Blacklisted locations v
* Mame
Define the location using: I Whitelisted locations "'I
(P ranges Define the | . )
- tl 1 E
I (@) Countries/Regions I ,'_E\ ne the location using
= () IP ranges
0 selected A Il!l Countries/Regions I
| Ner | 0 selected ~
Norfolk Isiand | unit
MNorth Korea

United Arab Emirates

Northern Mariana Islands United Kingdom

Norway United States
U5 Minor Qutlying Islands

You can name the location something descriptive such as Whitelisted or Blacklisted locations,
and choose by IP range, or countries/regions. You may consider adding a named location for
the corporate offices, by IP range. When you use IP range, you get the option to mark it as a
trusted location.
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Home > itpromentor.com > Conditional Access -

Main Office O x

T Upload 4 Download

* Mame

I Main Office I

Define the location using:

F ranges

) Countries/Regions

Iv’ Mark as trusted location @ I

IP ranges

| 1234556.78/30 v ..

Once you have your named locations setup, you can use them in Conditional Access policies.

Home » itpromentor.com > Conditional Access - Policies > New » Conditions > Locations
New x Conditions X Locations 0o X
O info O info Control user access based on their physical
location. Learmn maore
* Name .
. - Device platforms @ > Configure @
| Block access from blacklisted locations v | Not configured Ves
Assignments SR > Include | Exclude
Mot configured
Users and groups @ 5 - Any location
All users Client apps (preview) @ > Al trusted locations
Not configured Selected locations
Cloud apps @ S
All cloud apps Device state (preview) @ > Select i
| eled |
Not configured ; ) ) >
» 9 i Blacklisted locations i
Conditions @ S |
0 conditions selected
Blacklisted locations

For example, choosing Block as the access control, you can choose Conditions > Locations >
Include “Blacklisted locations,” or alternatively including All locations, then excluding whitelisted
ones: Conditions > Locations > Exclude “"Whitelisted locations.”




Home > itpromentor.com > Conditional Access - Policies > Mew > Conditions > Locations

New X Conditions X Locations o X
® info ® info Control user access based on their physical
location, Learn more

* Mame .
I I Device platforms @ > Configure @

Allow access only from whitelisted locations

ol Not configured Yes
Assignments lesies ) > Include | Exclude
Any location and 1 excluded
Users and groups @

Select the locations to exempt from the policy

All users included and specific us... Client apps (preview) @ >

Not configured () Al trusted locations
- — _
Cloud apps @ > (®) Selected locations
All cloud apps Device state (preview) @

>

Mot configured Select

P
nditions i A >

= d""f”_* o > Whitelisted locations
1 condition selected

Whitelisted locations

Access controls

Grant @

Block access

Bypassing MFA challenges can be achieved two ways. First, using a policy where you exclude the
named location for your corporate offices, and then requiring the access control for MFA.
Otherwise, you can just enforce MFA for all users, and from the Named locations blade, click
the link to Configure MFA trusted IPs.

Home > itpromentor.com > Conditional Access - Named locations

Conditional Access - Named locations

Azure Active Directory

“ o= New location I [4] Configure MFA trusted IPs I
“= policies
Mamed locations are used by Azure AD security reports to
reduce false positives and Azure AD conditional access
Manage

policies. Learn more

Mamed locations 0 oo
A= AEarch {oCations.

1 -
Custom controls {preview) NAME TRUSTED

Tarme of nca

This will link out to the MFA service settings page, where you can add your trusted IP addresses.

More Conditional Access Policies

We are only scratching the surface here—Conditional Access has many applications and is very
versatile. | just wanted to highlight a few use cases here that are common in the SMB space. In
the next chapter, we will describe using Conditional Access to enforce different types of device
management, which gives you, the administrator, more visibility and control over the devices
accessing your cloud-based corporate resources.
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Part 2. Device Management

| will cover Windows 10 devices first, separately from mobile devices. In small and mid-sized
business, Windows 10 devices are most often corporate-owned, whereas mobile devices tend to
be personal "BYOD" devices. This usually leads us to some distinctions in management
approach, which we will cover as we describe the differences between MDM (Mobile Device
Management) and MAM (Mobile Application Management).

Windows 10 is the preferred operating system to use in conjunction with Microsoft 365
Business. Not that other operating systems are unsupported—they are, in fact (even macOS is
supported)—but you get the best overall experience when you leverage Windows 10.

Windows 10 device configuration policies

When we initially set up the Microsoft 365 Business subscription, the wizard automatically
created a Windows 10 device configuration profile. You can see this profile from Devices >
Policies in the Microsoft 365 Admin center.

itpromentor.com

| - =
Policies
it Home
2 Users Y & Edit & Change target group ] Delete
|t;l Devices A D Name Policy type

AutoPilot
D Device policy for Windows 10 Windows 10 device configuration

D Application policy for Android Application management for Android
Manage
D Application policy for i0OS Application management for i0S
£ Groups ~
|:| Application policy for Windows 10 Application management on Windows 10
52 Resources 0

To see the same settings in Microsoft Intune, navigate to
https://devicemanagement.microsoft.com and go to Device configuration > Profiles. The

policy from the screenshot above is actually representing two policies, Device policy for Windows
10, and Endpoint Protection policy for Windows 10 Devices.



https://devicemanagement.microsoft.com/

Microsoft 365 Device Management

Dashboard > Device configuration - Profiles

1% Dashboard Device configuration - Profiles
All services
Search (Cirl+/) « o Create profile. 52 columns Y Filter € Refresh & Export
% FAVORITES - -
B Device enrollment & Overview |/") Search by name
E Device compliance Manage PROFILE NAME T PLATEORM
' Device configuration [E] Pprofiles Device policy for Windows 10 Windows 10 and later
q Devices B8 Powershell scripts Endpoint Protection policy for Windows 10 devices Windows 10 and later
B3 software updates Y= eSIM cellular profiles (Preview)

Now if you did decide to browse all of the various options inside of these policies, you would
find that a laughably small subset of controls are exposed and enabled via the Microsoft 365
admin center. Just be aware, however, that it is not recommended to edit the default policies
directly. Instead, it is better to create new profiles and new assignments, and to make
customizations from there.

Note: The Business subscription may not support all of the features and
settings that you see listed in these policies. For example, Windows
Defender ATP would require Windows 10 E5.

Go ahead and create a new configuration profile by clicking on Create profile. Just so that you
can see what other types of configuration profiles are available for Windows 10, pick Windows
10 and later as your platform, then see a list of the Profile types available. The Administrative
Templates (Preview) option is worth mentioning, as they allow you to control settings similar
to what you have seen in group policy, in the past.

* Platform

Windows 10 and later v

* Profile type

Select a configuration type o H

Select a configuration type

Device restrictions

Device restrictions (Windows 10 Team)
Delivery optimization

Domain Join (Preview)

Edition upgrade and mode switch

Emai
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You can filter the giant list using search. Some of my favorite settings here includes the ability to
configure the OneDrive client. For example, | can enable Files On-Demand (so that | don't have
to touch every PC to configure this setting on the OneDrive client). | won't recommend a lot of
specific settings here—design your own policies as you would have previously with GPOs. This is
just an example of what you can find and do with the Administrative templates, which we
certainly expect to see expanded over time.

Dashboard » Device configuration - Profiles > Windows 10 OneDrive settings - Settings
Windows 10 OneDrive settings - Settings
Search (Ctri+ « O Refrash
@ Overview 9 Onedrive
SETTING NAME * STATE * PATH
Manage
Properties Allow syncing OneDrive accounts for only specific organizations Not configured \System\OneDrive
Settings Block syncing OneDrive accounts for specific organizations Not configured \System\OneDrive
) Assignments Coauthoring and in-app sharing for Office files Not configured \System\OneDrive
Monitor Delay updating OneDrive.exe until the second release wave Not configured \System\OneDrive
8 Device stotus | Enable OneDrive Files On-Demand abled Systemonedive
8 Userstatus Migrote Pre-xisting TemSies it OneDrve Fles On Demond. Notconfigred  \ystem\Onere
B Per-setting status Prevent OneDrive from generating network traffic until the user signs in to One... Not configured \System\OneDrive
Dravent ucare from chanaing the location of thair Onalriva foldar Rt confinurad \SuctamOnalriva

Device Settings and Enterprise State Roaming

Make your way back to the Azure AD admin center. Find the Devices blade from the left menu,
and select Device Settings. These settings apply specifically to Windows 10 devices. |
recommend doing a few things in here:

e Users may join devices to Azure AD — All; In most SMB environments, anyone should
be allowed to join a device, and this is the default setting. Still, it may not suit you; in
some corporate environments this is sometimes restricted to IT admins.

e Additional local administrators on Azure AD joined devices — By default, only the
user joining the device to Azure AD will be made an admin on the device. If you have
another admin account you want to include, specify that here.

¢ Require MFA to join a device to Azure AD — Turn this on.

¢ Maximum number of devices per user — | recommend setting this very low, at 5
devices. The reason being: it keeps you on top of pruning stale devices, and it is easier to
identify when there may be an issue/unauthorized device out there.




Dashboard > itpromentor.com > Devices - Device settings

Devices - Device settings
itpromentor.com - Azure Active Directory

@

Manage
Users may join devices to Azure AD @

£ Device settings

£} Enterprise State Roaming No member selected

Activity

B Audit logs Additional local administrators on Azure AD joined devices @
Ca -

Troubleshooting + Support e

K Troubleshoot Selected

1 b lected
New support request member selecte

6 Learn more on how this setting works

Require Multi-Factor Auth to join devices @
Il‘v'lax mum number of devices per user @

5

Also click to open the Enterprise State Roaming blade. | enable this for all users. It allows
certain personalization and remembered settings to follow the user around to each device they
register.

Dashboard » itpromentor.com > Devices - Enterprise State Roaming

Devices - Enterprise State Roaming
itpromentor.com - Azure Active Directory

«

Manage

Users may sync settings and app data across devices @ | All | Selected

O all devices

'ﬂ Device settings

£} Enterprise State Roaming

Understanding the device's relationship to Azure AD

Before we go further, | want to quickly make some distinctions for the reader, with regard to
devices that we find in Azure AD. Depending on how it was configured, a Windows 10 device
can show up as:

= Azure AD Registered
= Azure AD Joined
* Hybrid Azure AD Joined
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And furthermore, any of the above device types could be managed by Intune device polices, or
not! This is a confusing mess to some people, and we need to unravel it before we go any
further.

Azure AD Registered

This is a weak association (but an association nonetheless), and basically it just means that the
device exists, and is accessing Azure AD-based resources (such as Office 365). This join type can
apply to any device-Windows, macOS, or mobile devices such as iOS or Android.

Registering is meant for “BYOD" scenarios and does not give admins much control over the
devices themselves. We do however have the ability to report on these devices for inventory
purposes, and to Disable or Delete the devices from Azure AD. If you care about security at all,
then you should regularly prune inactive devices as a best practice.

Home > itpromentor.com > Devices - All devices > Device

Device 0 X

® Disable @ Delete

D T T T |E

BITLOCKER KEY ID BITLOCKER RECOVERY KEY DRIVE TYPE

Ne BitLocker key found for this device

Notice in the screenshot above that the device Join Type is listed as Azure AD registered, and our
available controls for this device are just Disable and Delete. Additionally, there is no MDM enrollment
for this device, and no BitLocker keys. Know that it is also possible to have the device

registered and enrolled in MDM, but in this case the device is not enrolled for MDM.

Azure AD Joined

Joining is just an extension of registering the device. They are nearly the same thing, except that in
addition to receiving an identity in Azure that can be disabled/deleted, joining also changes the local
state of the device, such that it is possible to sign-in to Windows 10 using Azure AD credentials. This join
type only applies to Windows devices—it is possible for them to join Azure AD instead of joining a local
Active Directory. This can be accomplished in several ways.
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https://docs.microsoft.com/en-us/azure/active-directory/devices/manage-stale-devices

From the OOBE or “first run” experience in Windows 10, a user can choose to sign-in using their Work or
School account, and when they do, the device is thereby joined to Azure AD. Or, you can configure this
option from another, local admin account on the device if it’s set up at a later time, after OOBE.
Navigate to Settings > Accounts > Access work or school. Click on Connect.

& Home Access work or school

Find a setting P i )
Get access to resources like email, apps, and the network.

Connecting means your work or school might control some things
on this device, such as which settings you can change. For specific

Accounts info about this, ask them.

A= Your info
Connect
_ +
E Email & app accounts

@ Sign-in options
E=A

I Access work or school
Connect with work and school
&, Other people Select Manage or disconnect from work or school, and then select Connect to access resources
on your work or school netwark. The Connect option will also let you set up a work or schoo
3 Sync your settings account if you don't have one already.

Get more tips

Related settings

Do NOT simply fill in your work identity and click Next on this screen. That would have the effect

of registering the device against Azure AD, only. Instead, you will choose Join this device to Azure Active
Directory under Alternate actions. If you don’t see this option, make sure you are fully up to date, and
that you are not already joined to an on-premises Active Directory.




Microsoft account X

Set up a work or school account

You'll get access to resources like email, apps, and the network. Connecting means your
work or school might control some things on this device, such as which settings you can

[

change, For specific info about this, ask them.

= =

Alternate actions:

These actions will set up the device as your organization’s and give your organization
full control over this device.

loin this device to Azure Active Directory

The benefits of joining Azure AD are that you will be able to sign into the device directly using your
Azure AD / Office 365 credentials, and thereby enjoy Single Sign-On to all of your cloud-based resources.
Additionally, with Windows 10 you get access to Enterprise State Roaming (meaning you can sync user
settings across devices), Windows Hello support, and other enhancements. For example, it is also
possible to store your BitLocker keys in Azure AD, and later retrieve them online using your account, if
needed. Otherwise, the main administrative controls pretty much remain Disable or Delete the device.




Home > Success Computer Consulting, Inc. » Devices - All devices » Device
Device O X
© Diszble @ Delete
D TSk ARall 423 b A% PR D
BITLOCKER KEY ID BITLOCKER RECOVERY KEY DRIVE TYPE
PR AN AU Kl STy i A ' Operating system drive E

In the above screenshot, we see that the Join Type is Azure AD joined. We can still Disable or Delete this
device, but notice how we can also store and retrieve our BitLocker Key. In this case, also, we are not
enrolled in MDM.

It is possible to layer MDM on top of this, as always. When we do, the Manage option will light up for us,
as we will see in the next example. Now in Microsoft 365 Business, if you have already configured a
Windows 10 Device configuration policy via the admin portal, then any device subsequently joined to
Azure AD will automatically become enrolled in Intune, saving us a step. More on this later.

Remember that a device that is Azure AD Joined is one which is “cloud-first” or “cloud-only—meaning
that these users would primarily do their transacting on cloud-based applications such as Office 365 and
other SaaS apps.

However, it is also supported to have purely Azure AD Joined devices in a hybrid environment—for
example, for users who are hardly ever in the corporate offices, and rarely connect to the premises-
based corporate infrastructure—this is a fantastic option. And when they do have line of sight to a local
DC, they can still enjoy single sign-in to the corporate domain and access shared resources (I know—a
bit of black magic if you ask me)!

Hybrid Azure AD Joined

Microsoft 365 Business and Enterprise editions all support the ability to “Hybrid Join” devices, meaning
that Windows 10 PCs can join a traditional Active Directory, as well as Azure AD. This can be
accomplished individually on each PC, in a manual fashion, or by using Azure AD Connect to sync your
on-premises Active Directory-joined devices to Azure AD, which we will cover in the next section. You
will enjoy the same SSO benefits with this setup. Although the end-users are still signing into the local
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AD domain on their device, having it Hybrid-Joined will also sign them into Azure AD simultaneously—
thereby granting all the benefits listed above.

The way this happens manually is the same steps you would take to register a device against Azure AD. If
the local domain user account is synced to Azure AD, then registering the device with Azure AD can be
accomplished easily on top of this—and that makes it “Hybrid Azure AD-joined.”

Take a look at the device in the below screenshot. Here, the Join Type is Hybrid Azure AD joined, and in
addition to that, we are managing the device with Microsoft Intune. Note that it is also possible to have
a hybrid-joined device that is not managed via MDM. This one happens to be. You will notice also that
we have the Manage option in this case (this is because the device is managed by Intune—and that
happens to be a link out to the Intune portal). And of course, we have the BitLocker keys available again,
as we did above.

Home > Success Computer Consulting, Inc. * Devices - All devices » Device
Device O X
& Manage Q© Disable @ Delete
D PR PO S Ty P I
BITLOCKER KEY ID BITLOCKER RECOVERY KEY DRIVE TYPE
by o LA QU X Sy AT T Operating system drive E
Microsoft Intune MDM

The ideal scenario for maximum security and leverage over your Windows 10 devices is to register or
join Azure AD and to have the device enrolled for MDM via Intune. An important point here is that any
type of device listed above—whether registered, joined or hybrid-joined—will receive additional
attributes within Azure AD once they are enrolled with Intune, and you will gain capabilities to boot!

In that example above, when we follow the link to Manage, we are brought over to the Intune console
to manage the device. Just look at all the new options we have available! Perhaps most notably: Wipe.
Since this is a Windows 10 device, there are also Windows Defender controls and some other goodies
under the ellipses (More) —so don’t miss those, either!
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FIELDS-LTO02

FIELDS-LT02 O x

« I K Retire 9 wipe @ Delete CD Sync O Restart '9 Fresh Start *** More
- Device name Associated user
Overview EIELDS-LT02 Alex Fields
@&
@
Manage Management name . Quick scan
9 alexf_ Windows_11/5/2018_9:01 PM @ rul
& Full scan
 Properties Ownership
Personal Le? Update Windows Defender si...
Monitor Serial number Device model
- a PCOBG/TE 20F8006LUS
Hardware
Phone number Last check-in time
:® Discovered apps 11/19/2018, 9:33:13 AM
Device compliance See more

[
B Device configuration
]

™ App configuration Device actions status
I\a‘anagec AppS - Preview ACTION STATUS DATE/TIME

No results

The primary benefits to enrolling in Intune are that you will gain much greater control over the device.
With Intune, it’s possible to:

e Wipe the device remotely (most commonly requested feature)
e Push certain policies, profiles and controls to the device

e Manage and push applications

e Enforce Conditional Access (with Azure AD Premium/EMS)
...and more

If you already setup your device policies when establishing your Microsoft 365 subscription, then any
Windows 10 device that subsequently joins Azure AD will also become enrolled into Intune MDM
automatically. The Windows 10 device policies you define should be applied upon joining.

Windows 10 Device management only (BYOD)

It is also possible for devices to become MDM enrolled, without joining Azure AD. This would be
more intended for a BYOD scenario where a personal Windows 10 device is being brought into
the corporate environment.

For example, if you were to require, via Conditional Access, that devices be compliant with
Intune MDM npolicies, then even a personal device would need to become enrolled to gain
access to work resources. This would also force a registration against Azure AD (so it will show
up in inventory, which, as you'll recall, is an important best practice in your overall security
management protocols).

To manually enroll a Windows 10 device in MDM, go to Settings > Accounts > Access work or
school. Find the link for Enroll only in device management.




Settings

® Home Access work or school
Find a setting el
Related settings
Secadits Add or remove a provisioning package
A= Your info Export your management log files

= Email & app accounts Set up an account for taking tests

Enroll only in device management

@, Sign-in options
I B3 Access work or school . ‘
Have a question?
MDM for Win10
R, Other people Get help

Enabling Hybrid Join for Windows 10 devices

In order to ensure that your Windows 10 devices that are joined to the local domain also
become registered against Azure AD (“Hybrid-Joined”), you should check that the OUs
containing the computer objects are syncing to Azure AD, and that the devices are all up-to-
date.

Then, launch Azure AD Connect and pick the option to Configure device options from the
Additional tasks screen.

& Microsoft Azure Active Directory Connect

Additional tasks

Overview The required tasks for the scenario have been completed. Choose from the list below to perform additional
tasks.

Connect to Azure AD

Device options Privacy settings

View current configuration
Customize synchronization options
I Configure device options €
Refresh directory schema
Configure staging mode (current state: disabled)
Change user sign-in
Reset Azure AD and AD FS trust

Federate an Azure AD domain

Deploy an additional AD FS server

Go past the Overview screen and choose the option to Configure Hybrid Azure AD join.




& Microsoft Azure Active Directory Connect

Device options

Tasks

Qverview Select the device option to configure.

Connect to Azure AD

5 5 ® Configure Hybrid Azure AD join

Configure device writeback
Hybrid Azure AD join

scp Disable device writeback

Device systems
Federation

Configure

& Microsoft Azure Active Directory Connect

SCP configuration

Tasks
Overview The service connection point (SCP) is used by your devices to discover your Azure AD tenant information. If
Connect to Azure AD your devices are in different forests, each forest needs an SCP. Azure AD Connect can configure the SCP for

N N you and also provide a script for you to configure the SCP.
Device options

Hybrid Azure AD join Select forests where you want Azure AD Connect to configure the SCP.
SCP — = 2 5
Forest & Authentication Service €  Enterprise Admin €
Device systems O R »
Configure

COptionally, if you don't have Enterprise Admin credentials for a forest, download this PowerShell script to
configure the SCP offline.

Download ConfigureSCP.ps1

Pick the forest, use the drop down to choose the Authentication Service and define an admin
account with permissions to set the SCP. Otherwise, you can just download and run the
PowerShell script on this page, which will configure the SCP. Click Next.

We aren’t going to configure down-level devices—just Windows 10 (you get free upgrades, and
there is no reason NOT to move to Windows 10, for 99% of SMB organizations). Next and
Configure to finish.




& Microsoft Azure Active Directory Connect

Device operating systems

Tasks

Overview Select the operating systems usad by devices in your Active Directory environment.
Connect to Azure AD

Device options Windows 10 or later domain-joined devices. o

Hybrid Azure AD join [] Supported Windows downlevel domain-joined devices. 2]
SCP

Configure

Also configure this GPO setting for your domain:

e Create a new group policy object in your Active Directory linked to your Windows 10
Computer objects OU, or the root of the domain
e Name it (e.g. Hybrid Azure AD join)
e Editand go to:
o Computer Configuration > Policies > Administrative Templates > Windows
Components > Device Registration
* Enable: Register domain-joined computers as devices
o For 2012R2: Computer Configuration > Policies > Administrative Templates
> Windows Components > Workplace Join

* Enable: Automatically workplace join client computers
e Apply and click OK

Now you should be good to go. You can confirm in the Azure AD portal > Devices > All

devices that your local domain-joined Windows 10 devices are beginning to show up as “Hybrid
Azure AD Joined.”




Home > itpromentorcom > Devices - All devices

Devices - All devices ‘

* EE Columns ‘.._J Rafrech
Manage
B Al devices Al w Al W
£ Device settings Apply
¥ Enterprise State Roaming
Activity 4 items (4 Devices)
B sudit logs MAME ENABLED a5 VERSION JOIN TYPE
Troubleshooting + Support VM- Winl0 9 Yes Windows IGN» Hylbrid Azure AD joined
A Troubleshoat Alexander&apos:s iPhone 2 Yes W05 121 Azure AD registered
New suppart request CORP-WS © Ves Windaws 10.0.16299.431 Azure AD joined

In case this isn't working for you, make sure you followed all the steps. Otherwise, you might try
consulting this troubleshooting guide for hybrid join.

Windows 10 Deployment Options

Upgrade: Obtain Windows 10 installation media

Microsoft has made it very easy for you to upgrade from earlier versions of Windows Pro. Since
official support for Windows 7 ends in 2020, 2019 will prove to be a big year for Microsoft 365
Business indeed; the subscription entitles you to a free upgrade from 7, 8, or 8.1 Pro.

However, if any machines in your environment are 3 to 4 years old or more, just skip the
upgrade—go right out and buy new Windows 10 hardware. Trust me, it's just better and you'll
thank me—newer hardware from the last couple of years runs Windows 10 better than hardware
that is older than that.

In broad strokes, the small business will usually perform a manual in-pace upgrade to Windows
10, or, for new or reimaged devices, deploy Windows 10 using Autopilot, which is a new low-
touch deployment method. Other classic deployment methods are also still available such as the
MDT, WDS and so forth, but we won't cover those here.

You can create Windows 10 installation media from Microsoft's Media Creation tool found at
this link.

Once you install the new OS onto your device, and join the device to Azure AD, the Windows 10
upgrade rights will be applied. At this point the branding will change from Windows 10 Pro to
Windows 10 Business. See this change under Settings > System > About.



https://docs.microsoft.com/en-us/azure/active-directory/devices/troubleshoot-hybrid-join-windows-current
https://www.microsoft.com/en-us/software-download/windows10

Settings - u] X

& Home About
ind a setting Penandtouch  No pen or touch input is available for this display
Rename this PC
yster
&= Display

Windows specifications
[ Notifications & actions

Edition Windows 10 Business

O Power & sleep Versian 7
05 Build 16299.300

= Storage Change product key or upgrade your edition of Windows

8 Tablet mode Read the Microsoft Services Agreement that applies to our services
Read the Microsoft Software License Terms

I Multitasking

&1 Projecting to this PC Have a question?
Get help

% Shared experiences

< .
2 Remate Desktop Make Windows better
I ~ Give us feedback
(L) About

Windows 10 Autopilot: Azure AD-Join

This is the easiest deployment method available to us, but it really applies only to newer
hardware, or hardware that has been cleaned and repurposed. The goal is to get the device
loaded with Windows 10 Pro, and sitting unconfigured at the OOBE setup screens. If you can
make that happen, the end-user and Windows 10 Autopilot can do the rest, and all the user has
to provide is their corporate credentials.

Quick aside: Using "Autopilot” with profiles and assigning devices in the portal—that's all
optional, technically speaking. The full Autopilot experience will mean that your device IDs will
need to be provisioned in the portal before being sent out to end-users. This prevents the
device from getting registered against any other tenant, and allows the user to get a “corporate-
branded” OOBE (Out-Of-Box Experience).

But, even without all this fanciness in place, the end-user could join any new device to Azure AD
by specifying a work account during their OOBE setup, and still receive the necessary policies
and enrollment, etc—even the app deployments that you have configured. Nevertheless,
Autopilot is recommended for a couple of reasons we will cover here, and it will probably get
even cooler over time.

Create an autopilot profile from the Microsoft 365 Business admin portal. Navigate to Devices >
Autopilot. Choose the Profiles tab and then + Create profile.




itpromentor.com

AutoPilot
i Home
& Users A * Mot sure what to do here? This step-by-step guide will walk
. §
| &= Devices e g

| AutoPilot ‘
Devices
Policies
Manage I -+ Create profile I_ pe

& el e l:‘ Profile

Date added

& Biling v

We don't have that many options at this subscription level, but they are the ones we want the
most—Skip privacy settings and Don’t allow the user to become the local admin. |
recommend enabling both for most “Standard” user accounts.

Create profile

A profile is a collection of settings that can be applied to a single device or a device group.

Name your new profile

Standard User

Skip privacy settings mj o

Don't allow the user to become the local admin o

AutoPilot defaults include device registration with your tenant, company-branded
sign-in, and skipping the consumer-based Windows installation steps.

Want to learn more about what these settings do?
Here's an article with more detailed explanation.

Il

Without Windows 10 autopilot configured, it is important to recognize that the default behavior
will be to place the user who joined the machine to Azure AD automatically into the local
administrator group. One of the primary benefits of getting Windows 10 autopilot going, then,
is to prevent this from happening, and limiting privileged access on workstations.

Optionally, you can also create an Admin User profile, with the option Don’t allow the user to
become a local admin left set to Off. Then you can assign the different profiles to devices
based on your requirements.

82



Today, there is no automatic way to get the necessary device ID information into Azure AD /
Microsoft 365 Business. In the future, Microsoft promises to have some means of achieving this
through hardware vendors (sounds like it will mostly apply to Enterprises—at least at first).
Therefore, in order get the device ID manually exported from a device today, we need the help
of PowerShell. Use this:

Install-Script -Name Get-WindowsAutoPilotInfo

yet, which me Vo only run a script
ipt into the

=
t to add the script

ing th ripts from an untru V. tr £ =i change its
licy by running the Se y dle 3 3 £ install the scripts from

[N] Mo [L] No to A1l [S] Suspend [2] Help (default is “N"): y

The script will be installed to this location:
C:\Program Files\WindowsPowerShell\Scripts\
To run the script, first enable unrestricted execution policy:

Set-ExecutionPolicy unrestricted
Policy Change

do not trust. Changing the execution policy might ex

'-_Pnlicies help topic at
nt to change th
end [?] Help (

Finally, the command to execute the script is:

\Get-WindowsAutoPilotinfo.ps1 -OutputFile \MyDevicelD.csv

Once you have the csv file, you can upload this file into the Microsoft 365 Business admin portal.
Go back to Devices > Autopilot and click on + Add devices.




itpromentor.com

AutoPilot
i Home
8 Users ' + Mot sure what to do|
) i’ Start guide
| &1 Devices N Lh
| AutoPilot
J Devices Profiles

Policies

Manage <+ Add devices Search
&£ Groups N

l:‘ Serial number

Browse to your csv file and upload it to the portal.

Add devices

Upload .csv file with list of devices
To add devices, upload a .csv file that lists each device.

1 Download a CSV file with headers and sample device information

R ‘

Once it is available, select your device and assign a profile to it. Save.

Device PCO5ZQ0N

| fi] Delete device

Assigned profile

I Standard User vI ‘

The result of this work, is that when a user identifies themselves to the device as belonging to
the organization (signing in with their work/school account), then Azure AD will recognize the
device and give the user a “low-touch” deployment experience, joining the device to Azure AD
and enrolling it with the Intune service for MDM in the process.
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6 Welcome to Contoso MN!

Enter your Contoso MN email.

Need help?

Contoso MN

Change account Privacy & cookies Terms of use

If you remember the initial policies we configured via the Microsoft 365 Business setup,
including the Windows 10 device configuration policies as well as the option to install the
Microsoft 365 Business software, and manage the applications—all of that will also take place as
part of the Autopilot deployment.

In case you need to do any troubleshooting with the enrollment process, check out this
Microsoft TechNet article.

Windows 10 Autopilot: Hybrid-Join

Autopilot was initially only possible for Azure-AD Joined devices (non-Hybrid). If you use the
default method which is exposed via the Microsoft 365 Business admin center, then the device
state of the local computer will be Azure AD-Joined at the end of the process.

However, using an on-premises Intune connector service, it is now possible to enable a Hybrid-
Join experience with Windows 10 Autopilot. This feature is still in preview at the time of this
writing, and is available only via the Intune portal (the option does not appear in the Microsoft
365 admin portal yet).

The major pre-requisites here are:

e You must already have Hybrid Join enabled and working via Azure AD Connect

e Elect a Windows Server 2016 server for the Intune connector service

e Delegate permissions to create computer objects to an Intune service account

e Autopilot devices must be on-site with the local Active Directory (VPN is not supported)

| am not going to cover this process—as | mentioned this feature is still in preview, and is
targeted more at Enterprise environments with long-term hybrid coexistence needs. You may
refer to the full article at Microsoft which describes the process in detail if it suits your needs.

Application Deployment
As we mentioned in the beginning of this guide, Microsoft 365 Business includes the ability to
deploy the Microsoft Office applications automatically to Windows 10 machines over the air.
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https://blogs.technet.microsoft.com/mniehaus/2017/12/13/troubleshooting-windows-autopilot-level-100200/
https://blogs.technet.microsoft.com/mniehaus/2017/12/13/troubleshooting-windows-autopilot-level-100200/
https://docs.microsoft.com/en-us/intune/windows-autopilot-hybrid

However, the default options for application deployment, via the 365 admin portal, leave
something to be desired. Therefore, we can look under the hood at Microsoft Intune for ways to
fine tune the deployment, and as a bonus, you will find that it is possible to perform many other
types of over-the-air application deployments, and on multiple device platforms.

To create customized app deployments, we can navigate our way to the Intune Device
Management portal. Go to Client apps > Apps.

Home > Microsoft Intune > Client apps - Apps » Office Desktop Suite

Microsoft Intune X Client apps - Apps
Microsoft Intune
&« L4
0 Overview ) Overview
Quick start Manage
Manage EEE Apps
_
B Device enroliment 5 App protection policies
[ Device compliance $# App configuration policies
I, Device configuration B: App selective wipe
B} Devices ®, i0S app provisioning profiles
iai Client apps Monitor
&2 eBooks B App licenses
o) Conditional access 1 Nicrruarad anme

Edit the Office Desktop Suite policy. You can ignore the references to ProPlus in here, since you do in
fact have a Business subscription with Microsoft 365 Business. When your users sign into the
applications only the bits for the Business edition will light up.

Here you can see some interesting additional settings. Check out Properties > App Suite Settings and
find the option to Remove other versions of Office (MSI) from end-user devices.




Office Desktop Suite - Properties X App Suite Settings o X

« ® These settings apply to all apps you have selected
. in the suite. Learm more
Overview "
Use this type to 1 Office 365 ProPlus apps to
Wini vith Intune. This suite of
Manage applications will appear as cne app in your apps
list * Update channe
Properties earn marn
P Leam more Maonthly w
Assignments
* Configure App Suite @ 5 Version to install on end user devices. Learn more
Manitar B apps selected m Specific
B Device install status * App Suite Information @
App suite information is configur... e
o User install status
* App Suite Settings @ > "'.f-'"" .I.I |;::.;Ir|:.:.:r:r Office (MS from end
App suite installation options co... r N .N“ 1 ‘

Automatically accept the app end user license
agresment

Mo
Use shared computer activation

Languages @

05§ Languages

You will notice that this default policy is configured to deploy 32-bit versions of the Office apps,
but if 64-bit is a requirement in your environment, it would also be possible to configure
another policy to deploy 64-bit, instead.

In general, | do not recommend modifying the policies which are created through the Microsoft
365 admin center. Instead, always be building your own custom policies.

Now, as you're building: you can also choose to assign apps from the Android, iOS and
Windows Stores. You can configure Office 365 software assignments to both Windows 10 and
macOS. You can also deploy Line of business applications and Win32 apps (MSI) as well. So as
you can see, there's plenty to explore beyond what Microsoft provides via the 365 Admin center.

Just click on Add to add a new app. Let me create a policy that will deploy C2R versions that are
64-bit instead of 32-bit, and I'll include Visio, since | have a

subscription for that software also. In this example | © Addapp o X
chose Office 365 Suite > Windows 10.

* App type

‘ ~

Store app
Android

Then under Configure App Suite, choose the applications you ios
want to deploy; | do not include OneDrive (Groove) or Skype preovspenest

for Business. But | will add Visio Pro—since several workers in Office 365 Suite
. . o . . Wind 10
my organization utilize this app heavily.

macOS

Other
Web link

Built-In app
Line-of-business app

Windows app (Win32) - preview
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Office Desktop Suite - Properties »  Configure App Suite [

Client Apps
&« . install as part of the suite. @
W | Access
Overview
| Excel
Manage applications w
) list. OneDrive (Groove)
Properties Learn mare.
| OneDrive Desktop
Assignments
* Configure App Suite @ )
| OneNote
Monitor 8 apps selected '
| Outlook
& Device install status * App Suite Information @ S !
App suite information is configur... , .
o User install status V| PowerPoint
* App Suite Settings @ hlichor
1 > +'| Publishe

App suite installation options co...

Skype for Business

v Word

Additional Office apps

If you own licenses for these additional Office
apps you can alsc assign them with Intune. @
Learn more

Project Online Desktop Client

+| Visio Pro for Office 365

Then under App Suite Information | just have to fill in a name and description for this App

suite.




Add app X App Suite Information o X

* App type * Suite Mame

Windows 10 w Office 365 64-bit v
Use this type to assign Office 365 ProPlus apps to * Suite Description
‘."‘."m:.Ic:'\«-.s 10 dn_awces with Intune, Th!s suite of Office 365 G4-bit v
applications will appear as one app in your apps I
list.
Learn maore.

L3

* Configure App Suite @ S

9 apps selected Category

Productivi v

* App Suite Information @ S roductiity

Configure the app suite informati... Display this as a featured app in the Company

Partal @

* App Suite Settings @
. ) ) . >
Configure installation options for... No

Information URL

Privacy URL

Click OK and switch to App Suite Settings to choose your options: 64-bit, the Monthly
update, and Latest version. Since my users already have 32-bit MSI Office installs, | want
to Remove other versions of Office (MSI) from end-user devices. | will also choose

to Automatically accept... for the EULA. Click OK.

Note: The option to Use shared computer activation is not available with the
Business edition of the Office 365 apps, this feature is only available for ProPlus /
Enterprise SKU'’s.




Add app X App Suite Settings b X
-~
* App type These settings apply to all apps you have
Windows 10 -~ selected in the suite. Learn more
Use thi ign Office 365 ProPl eyl
se this type to assign Office 365 ProPlus apps to - -
Windows 10 devices with Intune. This suite of 64-bit
applications will appear as one app in your apps
list. * Update channel
Learn maore. I Monthiy ~ I
* Configure App Suite @ S Version to install on end user devices. Learmn
9 apps selected TI0TE
Latest
* App Suite Information @ S
App suite information is configur...
~
* App Suite Settings @ Remove other versions of Office (M51) from
Configure installation options for... end user devices. Learn more
= YS!
Automatically accept the app end user license
agreement
Use shared computer activation
Not available (Business edition) -—>
>

Finally, we just have to assign this application suite. Click on Assignments, then Add group.

Home > Microsoft Intune > Client apps - Apps > Office 365 64-bit - Assignments

Office 365 64-bit - Assignments

Client Apps

« Hsave X Discard

Overview

Manage

Properties GROUP ASSIGNMENT TYPE

Assignments

Mo assignments, select 'Add group' to add a group

Monitor
b Device install status

o User install status

For Assignment type, you would choose Required. Notice that one of the other assignment
types available is Uninstall, so keep in mind that you can use this option, too, if you ever need
to remove a previously assigned version, such as a 32-bit assignment.
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X Add group 0 X

. A
When excluding groups, you 4
cannot mix user and device

" groups across include and

exclude. Click here to learn
more.

Select groups where you want to assign this app.

Assignment type

Available for enrclled devices

Required
Uninstall

Excluded Groups

To select a group, pick Yes for Make this app required for all users, or Select groups to include (I chose
the All Users group in this simple example—but you can create groups to assign apps).

Office 365 64-bit - Assignments > Add group » Assign

Add group X Assign o X
When excluding grougs, you d J Groups that have already been assigned or selected are disabled. To select a disabled
cannot mix user and device group, remove it from this app's assigned list

(. groups across include and

exchude. Click here to learn
more, Select the groups whiere you want to make this app required

Select groups where you want to assign this app. All users and devices

Assignment type Make this app required for all users I Yes ! Na
Required R

Make this app required on all devices

Yes No
No groups selected 3
Included Groups Selacted groups
Mo groups selected 5 5
Excluded Groups Select groups to include

GROUF

All Users

This app deployment stuff is a pretty magical experience for an IT admin, since it saves what
would otherwise be manual installation steps (either for you or your users). Especially when you
have to provision a few dozen new machines, that can add up to a lot of time.

We are getting to the point now where | can explain where all of this is leading. If you can

gather a complete inventory of users, devices and their software applications, by leveraging
Microsoft 365 you can:

1. Manage and protect the user identities using strong, modern authentication

2. Manage and protect the devices, forcing them to become registered and managed (and
know which are assigned to whom)
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3. Manage and protect your applications (and know which are assigned to whom)

And what this all means is...can you guess? Answer: You can limit privilege. The ideal scenario,
then, is if you're able to assign a full inventory of applications, then you don’t need to allow
users to become local administrators (enforced via Autopilot). As soon as they pick up a new
device, their apps and data will come to them, simply because they are able to provide their
identity and a second factor of authentication.

Therefore, | recommend you spend a fair amount of time getting to know these capabilities, and
learn how to deploy the apps that are used most frequently in your own organization or
customer base.

Microsoft Intune has two different built-in mobility management solutions: Mobile Device
Management (MDM), and Mobile Application Management (MAM).

MDM, or device-based management, is often leveraged when you have corporate-owned and
managed devices. Intune’s MDM can manipulate every conceivable lever on a device and
control a great many settings. For example:

»  Push Wi-Fi and VPN profiles to the device

= Push business applications to devices

* Manage updates to devices

» Use corporate PKI and certificates

= Control use of apps, and access to the app store
* Lock down the use of certain device functionality

I normally only see larger-sized organizations entertaining these types of options, or generally
situations where corporate-owned devices are being strictly controlled and “made the same” for
various groups of users. In an Enterprise, you would likely configure different profiles and device
rules for different kinds of users in various roles and locations.

Mobility Concerns MDM (corporate-issued) MAM (BYOD)
Unauthorized access Require device enrollment Require protected app
Compromised account Require device PIN Require app PIN
Compromised device Encrypt device data Encrypt app data
Jailbroken device Require compliant device Check for jailbreak on launch
Lost or theft Wipe device data Wipe app data
Termination Wipe account data Wipe app data
Prevent data leakage Manage device apps Restrict copy/paste/save
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Mobile Application Management (MAM) is an alternative, which allows for BYOD scenarios. In
the small to mid-sized business, almost all users are "BYOD"” —using their own mobile devices to
access corporate email and other digital resources. Thus, it makes sense to start with MAM,
usually, in the SMB.

Notice too, that the Microsoft 365 Business device policies we deployed via the admin portal are
really application policies (MAM). This follows the traditional setup where the business issues its
users corporate-owned Windows 10 devices, but it's assumed BYOD for mobile phones and/or
tablets.

The best part about MAM: end-users have no enrollment process to speak of. Instead, they just
get a one-time prompt that their application settings are being managed (and they have to
restart the app). Therefore, MAM is a very attractive alternative to MDM, with many of the same
benefits while being minimally invasive to users.

Configuring MAM for iOS and Android
Navigate back to the Microsoft 365 admin center, and go to Devices > Policies. Review the
application policies that we created when the subscription was first set up.

— itpromentor.com
| - =
Policies
it Home
| = Devices A D Name Policy type
AutoPilot
D Device policy for Windows 10 Windows 10 device configuration
Paolicies
- D Application policy for Android Application management for Android
anage
D Application policy for i0OS Application management for i0S
£ Groups ~ —
|:| Application policy for Windows 10 Application management on Windows 10
52 Resources 0

Or, if they are not set up yet, you can Add them now. The selections are very simple to make.
Note that you can also scope different policies to different user groups.




~+ Add policy

Policy name *

MAM policy for iOS

Policy type

Application management for Android v

Application management for Android
Application management for 10S
Application management for Windows 10
Windows 10 device configuration

~ Manage how users access Office files on mobile devices ©

Files in these apps will be protected:

< Word < g Excel "4 PowerFoi

Business

< f OneDrive L4 4 ii Teams

Who will get these settin

All Users

Again, you can find the same policies from the Device management portal, at

Each policy that you add targets a specific type
of device and a particular group of users.
Select an Application management policy
type to determine what happens automatically
to protect a device that is lost or stolen and to
protect access to Office apps.

Select the Windows 10 device configuration
policy type to push security settings, like virus
protection, to Windows 10 mobile devices and
PCs.

The group you select to get these settings
must be a security group. If a user is a member
of more than one group to which a policy is
applied, the more restrictive settings take
effect.

https://devicemanagement.microsoft.com > Client apps > App protection policies.

‘ Microsoft 365 Device Management o
| Dashboard > Client apps - App protection policies
i%] Dashboard Client apps - App protection policies
Microsoft Intune
All services
) Search (Cirl+/) « == create policy () Refresh =2 Columns & Export
% FAVORITES -
] . & O Fitter by Policy Name...
B Device enrollment Overview - : !
i 5 POLICY DEPLOY... PLATFORM
B Device compliance Manage
I, Device configuration = Application policy for Android Yes Android
= L1} pps
q Devices Hi App protection policies Application policy for i0S Yes i0s
Client apps ¥5 App configuration policies Application policy for Windows 10 Yes Windows 10

The same rules apply here as | described with the Windows 10 policies—if you make any

modifications to these default policies, be sure to make them via the Microsoft 365 admin
center. If you want customizations not covered here, create new policies and re-assign them,

completely outside of the Microsoft 365 admin center.

Use Conditional Access to require MAM for BYOD devices

At this stage, if your users were to download the Outlook app for iOS or Android, they would be

protected by the settings that you specified in your app policies. But, without Conditional
Access, there is no means of “enforcing” the use of Outlook for email.

Note: Conditional access requires Azure AD Premium P1
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Therefore, if your intention is to protect corporate data on mobile devices using MAM, then you
are going to want a Conditional Access policy which requires the use of “managed” (read:
Microsoft) apps, and those apps alone. This is one of the major oversights, in my opinion, within
the Microsoft 365 Business subscription. Why give us MAM and then leave out the one tool that
would allow us to enforce the use of the supported apps?

The experience we want for end-users is this: adding an email profile to the native mail app on a
mobile device will result in the access being blocked, with a message about using a supported

app.

< Mail 9:28PM Thu Jan 24 = 67% M

Cancel < & login.microsoftonline.com ¢ [0 @

alex@itpromentor.com

You can't get there from here

It looks like you're trying to open this resource with
an app that hasn't been approved by your IT
department. Ask them for a list of approved
applications.

Sign out and sign in with a different account

More details

This will require two policies: one that targets modern authentication clients, and one that
targets Exchange ActiveSync clients.

Warning: If the user has an existing native mail profile, then enabling this
policy means they will get a password prompt—it just stops working. However, if
you attempt to add the account as a new profile to the native app, it will display
a message to the end-user after sign-in, explaining that the app is unsupported.
Therefore, instruct users to move to the Outlook app in advance, if possible, and
warn them they should expect to lose access to email on the old app.




Select Policies > + New policy.

Conditional Access - Policies

# + New policy :. What If

7= Policies

o Interested in understanding the impact of the polici

If* tool.
Manage
Named locations POLICY NAME
& Custom controls (preview) Baseline policy: Require MFA for admins (Preview)

| will name my policy “Require managed mobile apps (MAM)" and pick my assignments. |
want this policy to apply to All users, but you can (and probably should) scope it to a group,
and/or exclude at least one admin account. Otherwise, you can also constrain the assignment to
a security group such as BYOD Users, populated with individuals who will bring their own mobile
devices.

Home > itpromentorcom > Conditional Access - Policies » Require managed mobile apps (MAM) > - Policies > Require managed mobile apps (MAM) > |

Require managed mobile app... X Users and groups [0 X Users and groups X

Inf T Delet:
@ info T Delete Exclude Include Exclude

* Name
All guest users (preview) @
I Require managed mobile apps (MAM) I J P
elect users and groups Directory roles (preview) @
Assignments .
9 All guest users (preview) @ | Users and groups

Users and groups @

: - Directory roles (preview)
All users included and specific us... irectory roles (preview) @

Select excluded users >

Users and groups

Cloud apps @ N

Choose All cloud apps. For Conditions, under Device platforms, select only Android and iOS
(these are the only platforms that support the access control “Require approved client app”).

Home > itpromentor.com > Conditional Access - Policies > Require managed mobile apps (MAM) > Conditions > Device platforms
Require managed mobile app... X Conditions X Device platforms 0o X
© nfo @ Delete @ info Configure @
Yes
* Mame .
Device platforms @
Require managed mobile apps (MAM) % Frlliilzs >
Include Exclude
. Locations @ -

Asmgnments Not configured > () Al platforms (including unsupported)
Users and groups @ N (@) Select dev.ice platforms
All users included and specific us... Client apps (preview) @ ¥| Android

: >
1 included .
| i0s

Cloud apps @ 5
All cloud apps Device state (preview) @ S Windows Phone

Mot configured
Conditions @ > Windows
2 conditions selected

macOs

96




The only other condition you need to specify is Client apps; select Mobile apps and desktop
clients and the option for Modern authentication clients only.

Conditions X Client apps (preview) 0 X
(i Configure @
zei:zru?:laet;mm o > tSoeIect the client apps this policy will apply
Locations @ N Browser

Mot configured
+'| Maobile apps and desktop clients

Client apps (preview) @ 5

1 included +' | Modern authentication clients

Exchange ActiveSync clients

Device state (preview) @ >
Mot configured

Other clients @

Now, under Access Controls, pick Grant and make the selections pictured—Require approved
client app and Require all of the selected controls.

Home > itpromentor.com > Conditional Access - Policies > Require managed mobile apps (MAM) > @

Require managed mobile app... X  Grant 0 X
O nfc T Delete Select the controls to be enforced.
All cloud apps () Block access

| ®) Grant access
Conditions @ 5
2 conditions selected Require multi-factor authentication @

Require device to be marked as
compliant @
Access controls

Require Hybrid Azure AD joined device
Grant @ S i}

1 control selected i .
+'| Require approved client app @

See list of approved dient apps

Session @ 5
0 controls selected

For multiple controls

Require all the selected controls

Enable policy

o K

) Require one of the selected controls




Microsoft does not support mixing Exchange ActiveSync (EAS) client targeting with any other
conditions or client types. Therefore, we need a second policy to protect EAS clients, or those
which do not support modern authentication.

Create a new policy. Name it something descriptive like Require managed EAS clients (MAM). |
will again assign the policy to All users, excluding an emergency admin account. Or, again, an
alternative group such as BYOD Users.

Under Cloud apps, select only Office 365 Exchange Online.

Home > itpromentor.com > Conditional Access - Policies » Require managed EAS clients (MAM) > Clo

Require managed EAS clients... X Cloud apps 0 X

® info 0 Delete Include Exclude

* Name

IZ:-_-:ZI Maone
I Require managed EAS clients (MAM) o .":::". All cloud apps
i:!:] Select apps
Assignments
Select >
Users and groups @ > Office 365 Exchange Online
All users included and specific...
Cloud
- a.pps o > Office 365 Exchange Online
1 app included

Microsoft does not support mixing EAS-targeted policies with any other conditions, or any other
client types. Therefore, under Conditions, you will need to make the selections as pictured, for
Client apps only, Mobile apps and desktop clients > Exchange ActiveSync clients.




Conditions X Client apps (preview) 0 X

O nfo Configure @

Device platforms @
>

Select the client apps this policy will

Mot configured apply to

Locations @ > Browser
Mot configured

+'| Maobile apps and desktop clients

Client apps (preview) @ >
1 included

Modern authentication clients

+'| Exchange ActiveSync clients

Device state (preview) @ >
Mot configured

I:' Apply policy only to supported
platforms
Other clients @&

Finally, based on the Access controls, go ahead and Grant access with Require approved
client app as pictured.

Home > itpromentor.com > Conditional Access - Policies > Require managed EAS clients (MAM) > Grs

Require managed EAS clients... X  Grant 0 X
@ info T Delete Select the controls to be enforced.

Cloud apps @ 5 1 'Z:---:ZI Block access

1 app included (®) Grant access

Conditions @ 5 Require multi-factor authentication @

1 condition selected Require device to be marked as

compliant @

Access controls Require Hybrid Azure AD joined device

Li]
Grant @ b3 +| Require approved client app @
1 control selected See list of approved client apps

Session @ 5

Far multiple controls
0 controls selected P

O] Require all the selected controls

| Require one of the selected controls

Configure MDM for iOS and Android

As previously mentioned, full MDM is sometimes required by organizations, especially where
corporate-owned devices are being issued to individuals, or where very strict compliance rules

require it—in these situations, the company typically prefers to maintain a lot more control over

their property. To get a basic MDM deployment up and running, we will need to complete five

steps:
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e Configure Apple MDM Push certificate

e Configure Device compliance policies

e Configure Device configuration profiles

e Setup Conditional Access (optional - requires Azure AD Premium)
e Enroll the mobile devices

There are many other things that Intune can do—but completing these items are generally
where you would start. The scenario that | will cover here describes a very basic MDM
deployment:

e Managed email profile (this means email auto-deployed to the native mail app)
e Enforce passcode / device encryption
e Prevent jailbroken devices

Configure iOS Enrollment

Before you can enroll Apple devices for full MDM, you need to obtain an Apple Push
Notification Certificate. This is pretty easy to do. From the Device management portal, go to
Device enrollment > Apple enrollment > Apple MDM Push certificate.

Microsoft 365 Device Management ? Ale
Dashboard > Device enrollment - Apple enrollment
B Dashboard Device enrollment - Apple enrollment I

Microsoft Intuns

All services

- et A «
* FAVORITES searen (L Intune requires an Apple MOM Push certificate to manage Apple devices, and supports multiple

enrollment methods, Set up the MDM push certificate to begin. Learn More,
’.i Device enroliment Overview

Quick start Prerequisites

‘ Device compliance

. Device configuration Manage @ ApplE MDM Push certificate ‘

Certificate required to manage Apple devices

Bf pevicas I|§| Apple enrollment I

B3 software updates B Android enrollment

Bulk enrollment methods

Client apps B windows enroliment
F N W TS S

Simply follow the process laid out on this page—basically you just need to download the CSR
(Certificate Signing Request) from Microsoft, then hop over to the Apple portal, logging in with
an Apple ID that is registered to an admin account at your organization. If you need to register a
corporate email account with Apple and create a new ID, see this article from Apple.
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iPhone iTunes Support

Apple Push Certificates Portal siexcitpromentor com (EEXTR

Confirmation o

You have successfully created a new push certificate with the following information:
Service Mabile Device Management

Vendor Microsoft Corporation

Expiration Date Aug 15, 2019

Upload the CSR to Apple, and then download the certificate that Apple provides you with. You
will return to the Microsoft 365 Device management portal and upload the certificate here.

Microsoft 365 Device Management

Dashboard > Device enrollment - Apple enrollment > Configure MDM Push Certificate

I=] Dashboard Configure MDM Push Certificate
All services .
O Delete
% FAVORITES
la oo el 4 Enter the Apple ID used to create your Apple MOM push certificate.
_ _ * Apple ID
& Device compliance |—_ = T ——— =
B, Device configuration
q Devices
B3 software updates 5. Erowse to your Apple MDM push certificate to upload
Client apps * Apple MDM push certificate

~ . "MDM_ Microsoft Corporation_Certificate (1),pem"”
@ conditional Access

& -
sh Groups

o R

Device compliance policy settings

A device compliance policy ensures that your organization’s devices maintain a minimum
baseline that you, the administrator, have intended for them. For example, you can require
passcode and device encryption, as well as minimum acceptable OS versions. Device compliance
flows through to Conditional Access policies (meaning that non-compliant devices can be
blocked from access).

Before we configure a device compliance policy, look at the settings which govern device
compliance generally, from Device compliance > Compliance policy settings.
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Microsoft 365 Device Management Q b
Dashboard > Device compliance - Compliance policy settings

1% Dashboard Device compliance - Compliance policy settings

All services
«

Search (Cirl+/)

% FAVORITES

~ These settings configure the way the compliance service treats devices, Each device

H Audit logs Compliance Policy”, which is reflected in device monitoring.

F.i Device enrollment

B Device compliance & Windows health attestation r...

Compliant

) ~ ) Mark devices with no compliance policy assigned as @
. Device configuration H Threat agent status
li Devices Setup Enabled
Enhanced jailbreak detection @ N
B3 software updates & Compliance policy settings Disabled
Client apps W Windows Defender ATP Compliance status validity period (days) @ 30

@ conditional Access [ Mobile Threat Defense

L ] "o .

The first option is very important: Mark devices with no compliance policy assigned as:
Compliant or Not Compliant. Please be careful with this—obviously it is better from a security
standpoint to treat devices without a policy as Not Compliant, however if you have previously
configured a Conditional Access policy which grants access based on the conditions of device
compliance, then this could impact users and devices which do not yet fall under the scope of a
compliance policy. At the time of this writing the default is still Compliant, but Not Compliant is
on the horizon to become the default soon, according to Microsoft—so be aware of this setting.
Ideally you will onboard your devices first, then change this setting second.

Enhanced jailbreak detection will require the device to check in with Intune more frequently,
and has an impact on battery life due to location services. It is off by default and | don’t know
many admins who prefer to turn it on. Here is a list of what it does, from Microsoft:

Enabling this setting requires devices to:

e Enable location services at the OS level

e Allow the company portal to use location services

e Evaluate and report its jailbreak status to Intune at least once every 72 hours. Otherwise,
the device is marked not compliant. Evaluation is triggered by either opening the Company
Portal app or physically moving the device 500 meters or more. If the device doesn't move
500 meters in 72 hours, the user needs to open the Company Portal app for enhanced jail
break evaluation.

The default value for Compliance status validity is 30 days. It is like a timeout value: if no status
update from the device is received within this timeframe, then the device will be marked non-
compliant. | usually dial this down to a more moderate 15 days.

Configure a device compliance policy
You should configure at least one compliance policy for each platform. Go to Device
compliance > Policies > Create Policy.
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Home * Microsoft Intune * Device compliance - Policies * Create Policy * 105 compliance policy
Microsoft Intune X Device compliance - Policies
Search (Ctrl+ « Search (Cirl+ « o= Create Policy | ES ¢
O Overview & Overview £ Search by name
Quick start Manage POLICY NAME
Manage Policies Default compliance policy
B Device enrollment B Notifications
I Device compliance & Locations
B Device configuration Monitar
m Devices B Mevire compliance

You can only select a single platform for any given policy. You will notice that Windows, iOS,
Android, and even macOS have support in Microsoft Intune/Device management. You would
want to create policies for each type of device that you expect to have in the organization.

In this example | have selected iOS, but they are all very similar in how they work.

Create Policy X i0S compliance policy O X

* Name Select a category to configure settings.

Email @ >
1 setting available i

Device Health @ S
2 settings available

105 hd Device Propertiez @ 5
4 zettings available

Settings S

Configure System Security @ 5
10 settings available

Actiens for nencompliance

>

1 configured

Scope (Tags) S
0 scope(s) selected

Check out Settings > Email. From here, you can tell Intune that it is necessary to require a
managed email profile. Note: this means the native mail app on the device; manually added
accounts do not count. Do not enable this setting if you want users to install Outlook for iOS
and Android, for instance (it is possible to require both MDM and MAM for example). In this
example, we will Require the managed email profile.
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i0OS compliance policy P Email O x

Select a categol

If you set this to Require, then devices that don’t have an email profile managed by Intune will

be considered as not-compliant. A device may not have a managed email profile when it is not

Ema 0 correctly targeted or if the user has manually setup the email account on the device.
1 setting awv.
D Require mobile devices to have a managed email a'of'leiﬁ Not configured
Jevice Health @
>

2 settings available

Under Device Health, we can choose Block for Jailbroken devices.

Alex@itpromentor.com

[
ITPROMENTORCOM G

i0S compliance policy x Device Health O X

Select a category to configure settings.

Email @ > |

Jailb devic
1 setting available : roken devices @

H Require the device to be at or under the Device Threat Level @ Mot configured i
Device Health @ > =
2 settings available i

Device properties allows you to set minimum and maximum OS and build versions. We won't
in this example.

iOS compliance policy pat Device Properties o x

Select a category to configure settings.

Email @ > |

1 setting available Operating System Version

Minimum OS5 version @ Mot configured
Device Health @ > =
1 of 2 settings configured | Maximum OS version @ Not comfared
Device Properties @ > . Minimum OS5 build versicn @ Mot configured
4 settings available i
i Mazximum OS build version @ Not configured

System Security @ > |
10 settings available

System Security is where you can set a passcode requirement and associated parameters.
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iOS compliance policy X System Security O X

Select a categery to configure settings.

Email @ >

. ) P rord
1 setting available asswor

Require a password to unlock mobile devices, @

Device Health @ 5

1 of 2 settings configured Simple passwords @

> Minimum password length @ | g |
4 settings available
Required password type @ | Mumeric W |
System Security @ S
10 settings available Mumber of non-alphanumeric characters in password @ Mot confiqured “
Maximum minutes after screen lock before password is | 1 Minute W |
required @
Maximum minutes of inactivity until screen locks @ | 1 Minute v |
Password expiration (days) @ Enter number of days (1-65535
Mumber of previous passwords to prevent reuse @ | 10 |

[OPTIONAL] On the Actions for noncompliance blade, one default action will be present (Mark
device noncompliant), but you can also specify other actions such as Send email to end-user, and
Remotely lock the noncompliant device. You can also have multiple actions, so you might have
the default action, and then add email notifications after 5 or 7 days, etc., and finally, at some
point, Remotely lock the device.

Actions et Action parameters O x
+ Add Action
| Send email to end user s
ACTION SCHEDULE MESSAGE TEMPLATE Send email to end user

Remaotely lock the noncompliant device
Mark device noncompliant Immediately er Mot selected

Additional recipients (via email)
>

Mone selected

i

e
T

&

e (days after noncompliance) @

For a basic compliance policy, Mark device noncompliant is all that you really need. If you pair
this with a Conditional Access policy that requires device compliance, then any device that is
noncompliant with the policy would be blocked from access anyway.

Android policies (or any other platform) basically work the same way as what we're depicting
here with an iOS-targeted policy. But, you will find differences in the settings available because
different platforms will provide different options. For instance, you may see references to
Google Play and other Android-specific settings.
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Android compliance policy X Device Health O x

Select a category to configure settings.

Device Health @

) ) Rooted devices @

1 of & settings configured > soted devie O
Require the device to be at or under the Device Threat Level @ Mot configured W

Device Properties @ =

2 settings available ?

- I Google Play Protect

Systern Security @ >

1 of 12 settings configured Google Play Services is configured @ Not configured
Up-to-date security provider @ Not configured
Threat scan on apps @ Mot configured
SafetyMet device attestation @ Mot configured ~

Once you have your policies all configured, you will need to scope them to specific groups. This
is done under Assignments. Don't skip this step or your users will not fall under the
requirements of the policy! After you have assigned it either to All users or Selected groups, such
as MDM Users, Save the selection.

Dashboard » Device compliance - Policies » i0S Compliance Policy MDM - Assignments

iOS Compliance Policy MDM - Assignments

ceorch (Cirls « & Evaluate
& Overview | Include Exclude
Manage | Assignto
Properties Selected Groups b

;.'. Assignments

LA
m
i
Il

u
0
5
T
5
Fs
o

Maonitor

B Device status Require MDM

™

Configure device configuration profiles

If you are going down the MDM path (rather than MAM-only for BYOD devices) then you will
likely want to create device configuration profiles as well. These provide much more granular
control over various device options, and allow you to push things like Wi-Fi, email, and VPN
settings. If you are requiring a managed email profile in your compliance policy, this is where
you would tell devices to install said profile.

These are not the same as compliance policies, which can only evaluate the devices against the
conditions that you set in the policy. In the case of device configuration profiles, the settings will
be administratively set and are not capable of being changed or altered by the end-user; they
are also not evaluated as part of a compliance check.

106




To create a new device policy, navigate within the device management portal to: Device
configuration > Profiles > Create profile.

Microsoft 365 Device Management

Dashboard > Device configuration - Profiles

1= Dashboard Device configuration - Profiles

All services
« )
Search (Ctri+/) + Create pI"DfI|E 5
% FAVORITES

B Device enroliment & Overview O Search by name

‘ Device compliance Manage PROFILE NAME

' Device configuration E] profiles Device policy for Windows 10

Give it a descriptive Name such as iOS Managed Email profile. Choose iOS as the Platform and
Email as the Profile Type. For mailboxes hosted in Office 365, the Email server name is
outlook.office365.com. You can use the User Principal Name for both Username and Email
address. Specify Username and password as the Authentication method.

* Email server, @ o ice3b5o
i05 Managed Email profile : o eutleckoffice36scom
* Account name @ [TProMentor Corp
" * Usemame attribute from AAD @ User Principal Name ~
. * Email address attribute from AAD @ User Principal Name ~
hd * Authentication method @ Username and password v
SSsLe
N

Optionally, it is possible to create an additional iOS policy that pushes a Wi-Fi profile to the
device, if you have a corporate Wi-Fi that you wanted to pre-configure for auto-connection, for
example.

107




ard > Device configuration - Profiles » Create profile > Wi-Fi

Create profile xX Wi-Fi 0O X
i0s H
* Mame H
| i0s wi-Fi profile | i
o * Wi-Fi type @ Basic ~ H
Description I
Enter a description... v * Network name @ Not configured I

* Platform ssib e e.g. AcmeCorp

I i0s ~ I Connect automatically @ m Disable
* Profile ty,
| wi-Fi v

* Security type @ Select security type e
Settings >
Configure Praxy settings @ None v
Scope (Tags) >

0 scope(s) selected

Optionally, you can also create another policy selecting Device restrictions as the Profile type.
This allows you to control a great many other settings.

» profile > Device restrictions

Create profile * Device restrictions o ox
i0s
* Name Select a category to configure settings.
| 05 Device Policy |
General @ >
Description 23 settings available
Enter a description... v |
Password @ >
16 settings available
* Platform ]
I 0% bt I Locked Screen Experience @
; . - >
4 settings available
* Profile type
I Device restrictions ™ I App Store, Doc Viewing, Gaming @ 5
16 settings available
Settings > |
Configure Built-in Apps @ 5
| 15 settings available
Scope (Tags)
e > v v

A remnadel calactad | -

Again, the specific options will look different depending on the platform you select.

Once you have made all your selections for any given policy, under Assignments, you can
assign the policy to either Selected Groups or alternately, All Users and/or All Devices.
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iOS Device Policy - Assignments O X
Device configuration profile H

<«

Search (Cirl+/)

O Overview Include Exclude
Manage Assign to
Properties All Users & All Devices ~
. i Selected Groups

aM  Assignments -
All Users & All Devices

Monitor All Devices

. All Users
& Device status

This makes it possible to configure multiple policies, scoped to different groups, or even have
more than one policy scoped to the same groups.

Note: When two policies are in conflict, the more restrictive setting wins.

Enrolling a mobile device

If you have in place a proper Conditional Access policy (again: requires Azure AD Premium), then
users will receive a prompt as they attempt to add an email profile to the device, which will in
turn direct them to download the Intune Company Portal app from the app store, to complete
the enrollment.
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wll AT&T & 8:14 PM 70% @) bl ATRT T 8:14 PM 70% (@)

Cancel @& login.microsoftonline (¢, Cancel @& portal.manage.microc

BS Microsoft

alex@itpromentor.com

Help us keep your
device secure

Your sign-in was successful but your

admin requires your device to be To enroll your device, install the free
managed by itpromentor.com to access Microsoft Intune Company Portal
this resource. app from the iTunes store.
Sign out and sign in with a different

Ll GET THE APP

More details

Cancel Enroll now ‘

Note: If multi-factor is enabled, then the end-user will also need to have
the Microsoft authenticator app handly.

Of course, even without Conditional Access, you can also manually enroll each device through
the same steps—obtaining the Intune Company Portal app via the app store and going from
there on your own.

A fair warning: there are a good number of screens that the user must step through to enroll the
device, selecting options in the affirmative such as Continue, Trust, Enroll, Accept, Check
compliance, blah, blah, blah...they seems to go on forever. | won't cover them here. In fact, the
enrollment hassle associated with MDM is one reason why many small businesses choose to
stick with MAM.

Use Conditional Access to require MDM instead of MAM (or in addition to it)

Similar to how we enforce MAM using Conditional Access for BYOD devices, you can design a
policy that enforces MDM instead, if that is your requirement. And you have a lot of options
here, too. Some organizations prefer to enforce both MDM and MAM with a single set of
policies. Or, a policy set that supports either option.

I will cover three policy sets (for each, note that you will still need one targeted to EAS clients
and another to modern clients).

e Configure a policy set that requires MDM only
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e Configure a policy set that requires MDM or MAM
e Configure a policy set that requires MDM and MAM

To require MDM enrollment, create a new Conditional Access policy from the device
management portal > Conditional access. Name the policy something descriptive such as
Require MDM — Modern clients.

Require MDM - Modern clients X Conditions X Client apps (preview) o X
@ infc @ Delete O nfo Configure @
Yes No
* MName Device platforms @
Require MDM - Modern clients | Anyéeuce ’ > f;'ed the client apps this policy will apply
Assignments Locations @ >

Mot configured

Users and groups @ s | Mab pps and desktop clie
Specific users included Client apps (preview) @ S 7 Mod
1 included s eeeeen e
Cloud app: @ Exchange ActiveSync clients
> N . . g y
All cloud apps Device state (preview) @ >
Mot configured Other clients @
Conditions @
>

2 conditions selected

Under Assignments, select the Users and groups to whom the policy will be applied.

For Cloud apps, you can certainly choose All cloud apps to protect apps across the board,
including Exchange Online, SharePoint/OneDrive, Teams, etc., or, select specific cloud apps such
as Exchange Online, if, for instance, you only want to require MDM for access to email.

Under Conditions > Device platforms, select Any device to apply the policy as widely as
possible (remember—unlike MAM, which only supports iOS and Android, you can manage
Windows and even macOS clients at the device level). Otherwise you can scope this down to iOS
and Android specifically, if you're only interested in applying this requirement to mobile devices.

Finally, under Client apps select only Mobile apps and desktop clients > Modern
authentication clients.

Saving all those selections, scroll down to the Access controls blade and pick Grant access with
the option: Require device to marked as compliant.
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Grant O X

Select the controls to be enforced.

i ) Block access

Save all your selections and Enable the policy. Now you need to create the same policy again,
but for EAS clients. The only difference with targeting EAS clients, is that you cannot choose any
other conditions besides the Client apps condition, and you may specify no other cloud
applications besides Office 365 Exchange Online (so All cloud apps doesn’'t mean anything to

EAS).
Require MDM for email - EAS X Conditions X Client apps (preview) o x
O nfo @ Delete 0 info Canfigure @
Yes Neo
* Name .
| Require MDM - EAS | ‘;\;y“c;;ucé "0 > 1Seled the client apps this policy will apply
(0]
Assignments Locations @ S Browser

Not configured

Users and groups @ +| Mobile apps and desktop clie
Specific users included ? Client apps (preview) @ > odem authentication clie

1 included
Cloud apps @ > nc clie
1 app included Device state (preview) @

Not configured 2 " =
Conditions @ >

2 conditions selected

Just target Mobile apps and desktop clients > Exchange ActiveSync clients. Require the
same access control as before to enforce compliance with Intune, then save and Enable the

policy.

This is my favorite option to implement for customers, because it gives them both options.
Some end-users just cannot give up their native iOS mail app, and refuse to use Outlook. And,
some organizations prefer to issue mobile devices to groups with special needs such as Sales,
but not others, e.g. in Admin or otherwise. Therefore, there is often a split between the groups’
needs.
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One way to accomplish this bifurcation in management approach is simply to use security
groups to scope the two different policy sets to either group of users—making some MAM
users and some MDM users. However, you can also create a set of policies that defines both
access controls at once, with the requirement to meet only one of them. This is the most flexible,
since some users may have a managed phone and personal tablet, for example, that can be
treated differently but with just one policy set.

Home > itpromentor.com > Conditional Access - Policies > Require MAM or MDM > Grant

Require MAM or MDM X Grant o X
© nfo T Delete Select the controls to be enforced.

* Name - () Block access

[ Require MAM or MDM |®) Grant access

Require multi-factor authentication @

Assignments

+| Require device to be marked as [M DM)

Users and groups @ compliant @
All included and ifi >
users includec and specitic... Require Hybrid Azure AD joined device
Li]
Cloud apps @ S
+'| Require approved client app @
All cloud apps
PP See list of approved dient apps (MAM)
Conditions @ >
2 conditions selected For multiple controls

(") Require all the selected contrals

. Require one of the selected controls
Access controls

require MDM or MAM

Grant @

2 controls selected

On the very last Access Controls page, simply use the selection to Require device to be
marked as compliant as well as Require approved client app. Then only Require one of the
selected controls.

Don't forget to create the EAS version of this policy also.

As you can probably guess, the way to require both MAM and MDM s to Require all the
selected controls, rather than just one, as we saw above. And you would be correct.

But since you are enrolling the devices for full MDM, and will have additional management
capabilities at your fingertips, you should know that it is also possible to “go the extra mile” for
your users, and assign the supported apps for automatic installation on their devices.
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Microsoft 365 Device Management

Dashboard * Client apps - Apps

I=| pashboard Client apps - Apps
All services
Search (Cirl+d) « = sdd | Q) Refresh 4
+ FAVORITES ' -
lﬁ Device enrollment Overview | ;7 SEdreh By e o pubes
) ) MAME
B Device compliance Manage
i nmn Office Desktop Suite
I Device configuration t§ App protection policies
q Devices %5 App configuration policies

Go to Client apps > Apps and click Add. Select iOS. Search the App Store and find Outlook.
Pick the Microsoft Outlook tile.

Dashboard » Client apps - Apps * Add app * Search the App Store

Add app « X Search the App Store
* App type
s w | outlook

Showing top 15 apps

* Search the App Store 5 NAME

Select app

Microsoft Outlook

g Yahoo Mail - Stay Organized

YA

Under Configure, you can optionally specify a Category and choose to Display this app as a
featured app in the Company Portal.
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Add app « X App information O x
App type

05 ~ Microsoft Outlook v

- o * Description
Search the App Store

a X - e N ",
Microsoft Outlook Outlock lets you bring a.II your email
accounts and calendars in one -
* App informaticn > * publisher
Configure i .
g Microsaft Corporation v
Scope (Tags) S *
0 scope(s) selected
* Minimum cperating systemn
0580 ~

* Applicable device type

2 selected ~
Categor
Productivity i

Display this as a featured app in the Company
Portal @

Click OK then Add.

As always, we need to assign the app to a group. Click Assignments > Add group. From the
Assignment type drop down, if you want to have the app automatically deployed to the device
upon enrollment, click Required.

Microsoft Outlook - Assignments « X Add group O X

«

When excluding groups, you 4
cannot mix user and device

Overview }
groups across include and
exclude. Click here to learn
Manage maore.
! Properties GROUP  ASSIG.. MODE VPN
Select groups where you want to assign this app.
Assignments No assignments, select 'Add group' to add a ...

Meonitor

D& Device install status Available for enrclled devices
Available with or without enrollment
o Userinstall status .
Required

Uninstall
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You can make the app required for a specific group or target all users or all devices.

Add group X Assign O X
When excluding groups, you @ Groups that have already been assigned or selected are disabled. To select a disabled
cannot mix user and device group, remave it from this app's assigned list

o groups across include and
exclude. Click here to learn
more. Select the groups where you want to make this app required. If you select a VPN profile, you need to

assign it to the same groups as this app.

Select groups where you want to assign this app.

All users and devices

ﬁ:::::t = v | Make this app required for all users Vs No
Make this app required on all devices Yes No
Nao groups selected
Included Groups %
Selected groups
Mo groups selected >

Excluded Groups

Select groups to include

After you save all your selections, you can repeat this process for any other platforms and apps

that you want, including non-Microsoft apps, if you like. I'll just add Teams as well as Outlook for
Now.

Enroll a device to see the result.

App Installation
“i.manage.microsoft.com” is about to

install and manage the app “Microsoft
Teams” from the App Store.
Your iTunes account will not be
charged for this app.

Cancel Install
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Outlook

Installing...

Manage devices in the Microsoft 365 admin center

You can, of course, use the Intune Device management portal to manage the devices and
perform certain actions against them, but you will find that the inventory of devices also shows
up right in the Microsoft 365 admin center, as well. Go to Devices > Manage.

— itpromentor.com
Manage
it Home g
Q Users v ‘ Mg v ||Search
Devices: 4 User evice type Stat
| O Davices ~ l:‘ Devices: S Device typ ate
AutoPilot
] core-ws1 Alex@itpromentor.com Windows Managed
Policies
|:| Elizabeth's iPad Alex@itpromentor.com i0sS Managed
| Manage
I:‘ Alexander’s iPhone Alex@itpromentor.com i0s App management only
£ Groups v
Resources ' .
B @ Manage protected devices

If you are using Conditional Access to require devices to become protected by your MDM
and/or MAM policies, then you should see a complete list of corporate-issued and BYOD
devices here. You can see the device name, the User it is associated with, as well as the Device
type. Under the State column, you can see that it will tell you at what level you are managing
the device:

e Managed = MDM (enrolled and managed at the device level)
e App management only = MAM (managed at the application level, device is not
enrolled)

In either case, we can remotely wipe the corporate data.
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] CORP-WS1

L] Alexander's iPhone

User Alex@itpromentor.com

State Managed
OS version 10.0.16299.431

Windows Device typ

Alex@itpromentor.com
i0s
App management only

12.1

Fully managed devices can also be factory reset. You can find additional controls and levers over
the managed devices from Devices in the Device management portal.

This concludes the chapter on device management.

Part 3. App & Data Protections

FIELDS-LT0D2
FIELDS-LT02 O x
« I ¥ Retire z} Wipe O Delete ﬂ Remote loc CD Sync , Res O Restart '9 Fresh Start =** More
. Device name Associated user (O AutoPilot Reset
CUEE FIELDS-LTO2 Alex Fields
& Ouick sca

Manage Management name Compliance € Quick scan

alexf Windows_11/5/2018_9:01 PM Compliant

B - - Pl @/ Full scan
' Properties Ownership Operating system

Persanal Windows Lot Update Windows Defender si...
Manitor Serial number Device model N

PCOB6ITE 20FB00GLUS @ New Remote Assistance Sess
B Hardware

Phone number Last check-in time
:® Discovered apps 11/19/2018, 9:33:13 AM
B Device compliance See more

A

B Device configuration
B ;pp configuration Device actions status
£+ Managed Apps - Preview ACTION STATUS DATE/TIME

No results

The features we will discuss in this next chapter are meant to be distinguished from the
management of identities and devices, which we covered in previous chapters. But it's important
to realize that all these technologies are working together to provide layers that were just not
previously available to us back in the on-premises days of yore.

The Microsoft 365 bundle includes several subscriptions which are considered “add-ons” to
Office 365 Business Premium or to any other standalone Office 365 product. The benefits
afforded by these add-ons are generally applied at the application layer, and their purpose is to
provide certain protections for every user, on any device: whether company-owned or not, and

whether behind a company firewall or not.

¢ Azure Information Protection (AIP) — Provides us with the ability to label (classify) and
encrypt sensitive email messages and Office documents, wherever they travel
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¢ Exchange Online Archiving — Add an online archive mailbox for long-term storage of
important emails; deploy retention tags and policies that preserve and/or expire data

e Data Loss Prevention (DLP) — Enable rules to detect when sensitive information is being
shared externally, and take automatic action to block, encrypt or notify users

e Advanced Threat Protection (ATP) — Suite of tools to help protect users from malicious
threats, including zero-day malware, compromised websites or bad hyperlinks, and
phishing, whaling or spear-phishing emails

At the time of this writing, the Security & Compliance Center (https://protection.office.com) is
the admin portal through which we will configure many of these add-on products. However, the
Security & Compliance center will be broken apart into the Compliance admin center
(https://compliance.microsoft.com), and the Security admin center
(https://security.microsoft.com), respectively.

Be aware that changes like this are not unusual in the cloud—but the core products and feature
sets should basically remain intact, even if they morph and the feature-set is expanded over
time.

Azure Information Protection serves two important functions that we will discuss in turn:

1. Encrypting outgoing email messages (called Office Message Encryption or OME)
2. Labeling or classifying documents, applying encryption, watermarks, restrictions, etc. (e.g.
Personal, Public, General, Confidential, Highly Confidential)

Enabling email encryption (OME)

In the olden days, a lot of PowerShell was required to get the Email encryption features enabled
within the tenant. These days, most of it is already enabled for us, right out of the box. However,
there may be additional customization that you want to make before configuring your mail flow
rules, and this will still require the use of PowerShell.

To begin, connect to Exchange Online using PowerShell:

$UsercCredential Get-Credential

$Session = New-PSSession -ConfigurationName Microsoft.Exchange -Connectionuri
https://outlook.office365.com/powershell-1liveid/ -Credential $UsercCredential -
Authentication Basic -AllowRedirection

Import-PSSession $Session

The first option that you will probably want to configure, is the option to display a "Protect”
button in Outlook Web Access. By default, this value is set to $false, and we just need to flip it to

$true.

Set-IRMConfiguration -SimplifiedClientAccessEnabled $true
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https://protection.office.com/
https://compliance.microsoft.com/
https://security.microsoft.com/

Once a user clicks on Protect, the default template that is applied is Do Not Forward. To change
this to another template, such as Encrypt, click Change Permissions.

= Send U Attach v | Protect . 1

Do Not Forward: Recipients can read this message, but they can't forward, print, or copy content§C

From ¥ Alex@itpromentor.com
To

ce Change Permissions

Choose how recipients can interact with this message

Do Not Forward -

Encrypt ‘ 3

Do Mot Forward

Confidential \ All Employees

hiv Co ntial % All Emplovees
Highly Confidential ' All Employees

We find four default permissions templates available for sending email messages. They are:

e Encrypt - Use this template only to encrypt; no other special restrictions will be applied.
This is the most popular template for sending encrypted email messages. External
recipients are allowed with this template.

o Do Not Forward - Recipients of a message marked with Do Not Forward permissions
will not be able to share, print or copy the message or document. External recipients are
allowed with this template.

¢ Confidential\All Employees — Recipients of a message marked with Confidential\All
Employees permissions can reply to and forward the content within the organization
only. It is not possible to share with external users.

¢ Highly Confidential\All Employees — Similar to the above, Highly Confidential
messages can only be shared within an organization, however, the content is accessible
only to the specific individuals with whom the content has been shared. Forwarding to
other users either internally or externally is not possible.

Configure branding for encrypted email messages

Second, you may want to customize the recipient experience by applying your logo to the
default encryption messages and portal. You will need a copy of your company’s logo in .png,
Jpg, .bmp, or .tiff format. It should be less than 40 KB, with an optimal size of 170x70 pixels (but
it doesn’t have to be exactly that ratio).
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J Office 365

Alex Fi (Alex@itpromentor.com) has sent you a prote message.

logo image background

color
Read the message «

Learn about messages protected by Office 365

Microsoft respects your privacy. To leam more, please read our Privacy Statement.
Microsoft Corporation, One Microsoft Way, Redmond, WA 98052

Still connected via PowerShell to Exchange Online? Good. Then you can customize both the logo

image, as well as the background color (which is blue by default). In my example, the color is set
to black.

Set-OMEConfiguration -Identity "OME configuration" -Image (Get-Content
"Cc:\Temp\logo.png" -Encoding byte) -BackgroundcColor "#000000"
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ITProMentor.com

Alex Fields (Alex@itpromentor.com) has sent you a protected message.

Read the message

Learn about messages protected by Office 365

)

After the customization is applied, we can see the result in a test message sent to an external
user (e.g. a Gmail account). There are also other parameters you can customize, such as the
default text displayed on the message, and in the online portal. To see them, simply run:

Get-OMEConfiguration | f1

PS C:%WINDOWShYsystem32> Get-OMEConfiguration | 1

RunspaceId * ag lC™y ph we ke sw g Cnllm e Waa ik ek
TemplateName : OME configuration

Image : {137, 80, 78, 71...}

Tmanslir] : https://e4eomevZbranding. blob. core.windows. net/
Emai 1Text 2

PortalText

DisclaimerText 2

BackgroundColor : #000000

IntroductionText 2

ReadButtonText

UIFENAD | ea : True

5o0cialIdsignIn : True

ClientEncryptionEnabled : True

ExpirationOptionEnabled : True

Identity : OME configuration

IsVvalid : True

DObjectstate : Unchanged
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Configure how downloaded attachments are treated

Next, most users who receive an encrypted email are not expecting the attachments to be
“"locked down” with encryption themselves. However, that is in fact the default behavior of Office
Message Encryption. If that's what you want, great—feel free to skip this section.

File Home Insert Design Layout References Mailings Review View Help £ Tell me what you wan

PROTECTED VIEW Be careful—files from the Internet can contain viruses. Unless you need to edit, it's safer to stay in Protected View.
RESTRICTED ACCESS This message is encrypted. Recipients can't remove encryption. View Permission...

However, it is also possible to automatically decrypt any attached documents when they are
downloaded from the portal. Many organizations opt to have this setting enabled:

Set-IRMConfiguration -DecryptAttachmentForEncryptonly S$true

Configure mail flow rules to encrypt emails

The Protect button is only available in Outlook on the Web at the time of this writing. Use of
Outlook will most likely trigger encryption using a subject line or body tag in the email message
itself. Therefore, you need to set up a transport rule to allow for this. The easiest way to
accomplish this is in PowerShell.

New-TransportRule -Name "Allow users to encrypt messages" -SubjectContainswords
“SecureMail" -Priority 0 -ApplyRightsProtectionTemplate Encrypt

In this example, the transport rule will apply OME encryption to any message with a subject line
that contains the text SecureMail. You can customize this to your own liking. The transport rule
also can be edited via the Exchange Online admin center GUI, by navigating to mail flow >
rules.
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Exchange admin center

dashboard rules message race url trace accepted ao mains remote domains connectors

% Rule - Google Chrome

& htips://outlook.office365.com/ecp/RulesEditor/EditTransportRule.aspx?ActivityCorrelationlD=5e7d9eef-...

o
=

nrate r Narme:

Allow users to encrypt messagesl

advanced threats *Apply this rule if...
The subject includes... - ‘encrypt’ or ‘encrypted’ or
mail flow ‘SecureMail'

add condition
*Do the following...

Apply Office 365 Message Encryption and rights protection to the message with.., = Encrypt

add action

You can create mail flow rules which take advantage of any of the other default templates, as
well.

Azure Information Protection labels

Azure Information Protection (AIP) uses “labels” to classify and protect data. Labels are
published to end-users for eventual consumption and use through a “policy.”

In the olden days, applying permissions and restricting access to files was more rudimentary—
again, it was based on the concept of the “four walls.” We would erect digital boundaries that
simply mimicked familiar physical boundaries. The idea, which seems silly now, is that you could
protect your files inside a file server much in the same way you would protect physical files that
were locked up in a file cabinet somewhere, inside an office building. A file server is a container,
protected by an access control list (ACL), exactly like a building or cabinet is protected by lock
and key. With the right credentials (or the right key) you get to enter the server (or
building/cabinet).

But these sloppy old structures are just no longer adequate in a world where so much of our
data has become mobile and slippery—moving easily from one device to another, one file
system to another, one cloud to another.

Therefore, Azure Information Protection (built on its predecessor Azure AD RMS), allows us to
stamp permissions and encryption onto individual files themselves—an ACL is applied, and the
access is controlled no matter where that file travels during its lifetime.
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For the purposes of covering basics here, we are just going to work mostly within the default
labels and the Global policy that is provided with AIP out of the box. But you must understand
that preceding any actual implementation of AIP labels and policies is data classification.

Planning for data classification

Data classification is a formal exercise that must be completed with the key decision-makers and
stakeholders in the business. Before you can begin to actually classify and protect data, you
must first define what your “labels” or “classifications” are going to be:

e  What will they be called?
e How will they be described to end-users?
e What will they do to a document?
o Label it with header, footer, watermark?
o Protect and apply encryption?
o Apply specific permissions or restrictions?
e Who has access to apply which labels?

It will be easier for you to complete this planning exercise if you first understand what your
capabilities are. To that end, we will review the basics of both labels and policies, and finally
move onto Office 365 “Sensitivity labels,” a similar technology which you can now use in
conjunction with AIP labels, so that you do not have to re-create any labels moving between the
two.

Note: Office 365 Sensitivity labels are in fact a distinct and separate technology, even though
you can now “marry” your labels; there remain some crucial differences, and we'll be sure to
cover them.

AIP Client and basic end-user experience

Today, if you want users to be able to access and apply labels from AIP, they will need to have
the AIP client installed on their devices, so that the labels are available via the various
applications. When you install the client, it shows up on the Office ribbon (it says Protect and
looks like a blue lock—see the image below).

@ H ©- 0 = Document? - Word T H - O X

HOME INSERT DESIGN PAGE LAYOUT REFERENCES MAILINGS REVIEW VIEW
= o PO A a— e — — =— | A -
3 Calibri (Body) |11 ~| A" A7 Aa- f¢ Z-i=-%- &3= 2| T AaBbCcDc AaBbCeDe AaBbhCi H
Paste ¢ B I U -abex x° & - 3. A == == Iév L s Protect TMNormal  TMNoSpac.. Headingl |+ EdiEing
Clipboard Font [F] Paragraph ra | Protection Styles [F] ~
o Sensitivity: M General # Personal Public General Confidential  »  Highly Confidential - [ %

From the end-user perspective they are just classifying documents according to these labels, but
behind the scenes there is quite a bit of technological magic happening, in some cases applying
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https://www.microsoft.com/en-us/download/details.aspx?id=53018

encryption to the document with embedded permissions—think of it as an access control list
(ACL) that travels with the file, wherever it goes.

Whenever this protection is enabled, a yellow bar with the label’s description and permissions is
displayed above the document, and the user will also have the ability to track and revoke any
access that has previously been granted.

Engineer Job Description - Word able 5 Alex Fields =
Mailings Review View Foxit PDF Design Layout Q Tell me
T Lz ,4%, (e=a3= | A . £ Find ~
-l EE Y #aBbCcDdE  AsBbCcDofe  AmBbCcDE .
Protect sac Replace
=== =. = rote s =
= = == = : T Mormal TlLabels T MNoSpac.. = L\_.,* Select -
Paragraph PRl Personal yles [P Editing -~
This content is proprietary information Public 7. This content can - -
x
FIAL be modified but cannot be copied and View Permission
L . . General
o Sensitivity: Confidential \ All Em ®
" Confidential 4
Highly Confidential »
~" Show Bar
ﬂ' Track and Revoke
3
- = @ Help and Feedback
Position Accouhtawmues

Users with the AIP client installed will also get the ability to classify and protect documents right
within the native File Explorer for Windows.

Ee

Marme Date Type
Period 5 2019 Op Stmt 12/12/2018 418 PM Adohe Acr
Period 4 2019 Op Stmt 121779010 410 DA Ry
Period 3 2019 Op Stmt Open with Adobe Acrobat Reader DC |
Period 2 2019 Op Stmt Open |
Period 12019 Op Stmt Print i

Period 13 2018 Op Stm! £ Classify and protect I , :
Period 122018 Op Stmi 32 \jove to Dropbax .

Period 62019 Op Stmt |

Period 11 2018 Op Sttt Ea Scan with Windows Defender... !

A simple but powerful tool. However, before you throw it out there to users, you should work on
your data classification and building your labels, and then publishing them with a policy.
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Configure AIP labels

Labels are managed and accessed via the Azure Portal, on the Azure Information Protection >
Labels blade. To begin exploring, check out the already existing Confidential/All Employees sub-

label.

Home > Azure Information Protection - Labels

Azure Information Protection - Labels

Search (Cirl+/) “ = Columns
General LABEL DISPLAY NAME
[3 Quick start B Ppersonal
Dashboards M public
[l Usage report (Preview) W General

&, Activity logs (Preview)
v confidential

& Data discovery (Preview)

Recipients Only
Classifications

All Employees.
W Labels

Anyone (not protected)
[ Policies

i~ Highly Confidential

Scanner

Recipients Only
[ medes

All Employees
Manage

Anyone (not protected)
i Configure analytics (Preview)

POLICY

Global

Global

Global

Global

Global

Global

Global

Global

Global

Global

Global

MARKING PROTECTION

You will notice that all labels allow you to display the label in the AIP client, or not. This one is
set to Enabled > On. Therefore, we expect to see it in the AIP client (and we do).

Home > Azure Information Protection - Labels > Label: All Employees

Label: All Employees

itpromentor.com - Azure Information Protection

I Delete this label
Specify how this label is displayed in the Information Protection client on user
devices

Enabled

o

* Label display name

All Employees

* Description

Confidential data that requires protection, which allows all employees full permissicns, Data
owners can track and revoke content.
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The name and description of the label shows up in a yellow bar at the top of the content, when
end-users open a classified document. The bar also gives them the option to View Permission
where they can look at any restrictions imposed for them.

T S o (—~— [ . £ Find -
= Y E= e £= 3= Zl T 4aBhCcDdf  AsBbCcDdFe  AaBbCcDdE ab
“ac Replace
= = = = I§ ST T F‘ru:.EECt T Mormal Tlabels THMoSpac.. = [+ Select =
Paragraph fa Protection Styles P Editing -
AL This cur?t.ent Is proprietary infu:ur.rnatinn in1.:ended for internal users only. This content can I View Permission... I »
be modified but cannot be copied and printed.

o Sensitivity: Confidential \ All Employees # b

Scrolling down further on the Label: All Employees blade, we find the settings for Protection (that
is, encryption). Confidential / All employees are indeed encrypted documents by default. Click
the Protection button to open a new blade, which allows us to review the access list and the
permissions assigned.

Home » Azure Information Protection - Labels > Label: All Employees > Protection

Label: All Employees X

tpromerntor.com - Azure Information Protection

M Delete this label

Set permissions for documents and emails containing this label

Mot configured JENGI==dl Remove Protection

Protection S
Azure (cloud key)

Focusing just on the first section here, we have controls for adding groups of users and
assigning permissions. We can see that all users of my tenant are given Co-Owner permissions,
using the default Azure (cloud key)—as opposed to using a key that you bring from an on-
premises deployment of AD RMS. Using the Microsoft 365 Business SKU, we will always just use
the Azure cloud key. Hold your own key (HYOK) requires Azure Info Protection P2, which is
bundled in the E5 subscription.
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Protection X

itpromentor.com - Azure Information Protection

Protection settings o

Azure (cloud key) [BMOISCELUE)

Select the protection action type @
(@) Set permissions

.:_:n Set user-defined permissions (Preview)

USERS FERMISSIONS

itpromentor.onmicrosoft.com Co-Owner e

+ Add permissions

Notice the toggle to either Set permissions explicitly, or to Set user-defined permissions.

Selecting the Set user-defined permissions radio button exposes two more options—the first
one specific to sending email messages in Outlook—and it will apply the Do Not Forward
permissions, which | previously described. The second option allows the user to apply their own
permissions ad-hoc in Word, Excel, PowerPoint, and File Explorer.

Protection X

itpromentor.com - Azure Information Protection

Protection settings o

Azure (cloud key) RS 4LOENE)

Select the protection action type @
|:_:| Set permissions

-:3:- Set user-defined permissions (Preview)

In Outlock apply Do Not Forward

+'| In Word, Excel, PowerPoint and File Explorer prompt user for custom permissions

Back to assigning explicit permissions in Set permissions; let's take a closer look at the options
there. When you select the option to Add permissions, you have a few options:

e Add <tenantname> - All members — Adds everyone in the organization to the access
control list. This is the default selection for the All employees sub-label

e Add any authenticated users — This option does not specify anyone in particular, and
so allows you to share the content with anyone (who has a Microsoft account) to access
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the content, while still giving you the option to restrict permission (and revoke access if
needed). Microsoft has some additional notes about this option, which we will discuss
later.

e Browse directory — Here you can enter your own selection of individuals or security
groups from your organization to the ACL

e Enter details tab — Go here to add external email addresses or domain names to the
ACL

Add permissions 0 X

itpromentor.com - Azure Information Protection

Specify users and groups

Select from the list Enter details

+ Add itpromentor.com - All members @
+ Add any authenticated users @

+ Browse directory

USERS

itpromentor.onmicrosoft.com

Choose permissions from preset or set custom g

Co-Author | Reviewer | Viewer | Custom |

Once you have specified a user or group, you can then assign a permission from: Co-Owner, Co-
Author, Reviewer, Viewer, or Custom. Each selection will display for you below which permissions
are granted on the content. Custom, of course, means you can make your own selections.

Permission Co-Author Reviewer

View, open, read Yes Yes Yes Yes
View rights Yes Yes Yes Yes
Edit content Yes Yes Yes No
Save Yes Yes Yes No
Print Yes Yes No No
Copy Yes Yes No No
Reply Yes Yes Yes No
Reply All Yes Yes Yes No
Forward Yes Yes Yes No
Change rights Yes No No No
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Save As/Export Yes No No No
Allow Macros Yes Yes Yes Yes
Full Control Yes No No No

You can exit the blade without saving your changes. Back on the Protection blade, you can also
find Content expiration and Allow offline access. What is pictured are the defaults for the All
employees sub-label.

Content expiration

m By date | By days

Allow offline access

Balance security requirements (includes access after revocation) with the flexibility to open protected
content without an Internet connection. More information and recommended settings

| Abways | Mewver

Mumber of days the content is available without an Internet connection
30

In the case of Content expiration, this just means that access can be scheduled to expire. Either
on a specific date, or a certain number of days after the content is initially shared.

Allow offline access is a setting which enables a recipient to authenticate to gain their access and
unlock the encrypted file, but then be able to continue opening the file without re-
authenticating again for a certain number of days (or indefinitely). Obviously you would want to
use this option with caution—especially for content that is able to be shared externally.

Exit this blade without saving any changes. On the label blade, scrolling down further we see
that it is possible to configure headers, footers, and watermarks—all pretty self-explanatory.
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Home > Azure Information Protection - Labels > Label: All Employees

Label: All Employees S

ftpromentor.com - Azure Information Protection

I Delete this label

Set visual marking (such as header or footer)

Documents with this label have a header

Off

Documents with this label have a footer

Off On

* Footer text

Classified as Confidential

* Footer font size

8

Footer font name @
Default

Footer color

Select from list

Black ~

Footer alignment
Lei Right

Documents with this label have a watermark

Off

And last, we find an option to classify documents based on conditions. Click Add a new
condition.

Configure conditions for automatically applying this label o
If any of these conditions are met, this label is applied

CONDITION NAME OCCURRENCES

no condition set

+ Add a new condition

Add notes for administrator use

Enter notes for internal housekeeping
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This option allows you to give the user a prompt in the AIP client, to recommend this label for
classifying the document, if a specific type of information is detected within the document (e.g.
a credit card number or similar). This would require the P2 subscription (found in E5), and is
therefore not applicable to the Microsoft 365 Business subscription.

Condition 0o X
itpromentor.com - Azure Information Protection
Hsave X Discard @ Delete

Choose the type of condition @
Information Types

Choose an industry

JXB Fivancial | Medical and Health | Privacy |

Select infermation types

3 Search to filter items...

NAME
ABA Routing Mumber
Argentina Mational Identity (DNI) Mumber

Awstralia Bank Account Mumber

Exit the Condition blade. Exit the All Employees label blade.

Default label templates in AIP

Below is a summary of the default labels that are included with AIP out of the box. Most of them
are not applying any kind of encryption or marking, and therefore are not distinguishable except
by label name (honor system). Anything with protection applied is enforcing a permissions list

(ACL).
Label Encryption Settings Content Marking

Personal None None

Public None None

General None None

Confidential None None
User defined permissions

Recipi I F

ecipients Only In Outlook apply Do Not Forward ooter

Set permissions

All Employees Add all tenant members, Co-Owner rights Footer
Offline access = 30 days

Anyone (no protection) None Footer

Highly Confidential None None

Recipients Only User defined permissions Footer
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In Outlook apply Do Not Forward

Set permissions

All Employees Add all tenant members, Co-Author rights Footer
Offline access = 30 days
Anyone (no protection) None Footer

Perhaps you would want to modify these defaults, for example it would be possible to add
encryption even to General documents. Or add a watermark and tighten the permissions on
Confidential and Highly Confidential a bit further. Or, you may want to abandon the defaults and
create completely different labels depending on the environment and requirements.

When planning your own classifications, content markings are usually easy decisions to make,
but people tend to have trouble with protection. Think of the protection features this way:

e Some content is okay to share freely outside the organization with no encryption (e.g.
Public)
o No need to enable protection
e Some content is okay to share outside the organization, but you still want the ability to
restrict permissions or revoke access to the content (e.g. Private, Privileged or Restricted)
o Use either: User-defined permissions (custom/ad-hoc) or
o Add any authenticated user (to define the permissions globally) or
o Add specific outside email addresses and domains with permissions selections for

each
e Some content should not leave the organization (e.g. Confidential, Highly Confidential)
o Add all tenant members and choose permission levels
e Some content may not even leave a specific department or group (e.g. Finance or

Management)
o These can be sub-labels under something like Confidential or Highly Confidential
o Add specific groups or individuals and apply permissions to each accordingly

This can be a good kick-start to thinking through the data classification exercise, but there are
SO many iterations/variations to this, it would be impossible to cover them all—every
organization is different, and some will surely surprise you with their requests.

Default global policy
All the default labels are published via a default label policy called Global. Find it on the Policies
blade.
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Home > Azure Information Protection - Policies

Azure Information Protection - Policies

P «
Search (Ctri+/)
Configure administrative name and descript
General
L& quick start FoLICY
Dashboards Global
late Usage report (Preview) + Add a new policy @

&y Activity logs (Preview)

£ Data discovery (Preview)

Classifications

The purpose of a policy is basically to assign a certain set of labels to a certain group of users.
So beyond a name and description, that's the majority of what you see in the first section of this
blade. At the bottom, we have options which can customize the experience of end-users who
interface with the AIP client in the Office apps, and Windows Explorer.

Select the default label

Mane

All documents and emails must have a label (applied automatically or by users)

Off n

H

Users must provide justification to set a lower classification label, remove a label, or remove protection

Off n

H

For email messages with attachments, apply a label that matches the highest classification of those attachments

Off Automatic | Recommended

Display the Information Protection bar in Office apps

Off On

Add the Do Not Forward button to the Outlook ribbon
Off n

H

Make the custom permissions option available for users

Off n

H

Provide a custom URL for the Azure Information Protection client "Tell me more®™ web page (optional; otherwise keep blank)

Enter a custom URL or keep blank
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Most of these are unconfigured, or “off,” by default. But it is common for SMBs to want to
require users to provide justifications for “downgrading” or removing a label, as well as the
option to enable the Do Not Forward button in Outlook (which we previously covered), if
nothing else.

a8 Microsoft Azure Information Protection

To set a lower classification label, you must provide an explanation:
() The previous label no longer applies
® Other, as explained

Cancel

The other settings—like whether users MUST classify a document, or whether there is a “default”
classification on new documents, etc.—those selections can be all over the place, and should
also be discussed with the business stakeholders when implementing document classification.

Office 365 Sensitivity labels
It is now possible to migrate AIP labels over to Office 365's new Sensitivity Labels which are
managed through the Office 365 Security & Compliance Center (SCC). Then, moving forward,

you can manage labels via the 365 admin centers, and have any changes and additions reflected
in AIP.

Note: If you make this move to "Unified labeling,” you still need to use the AIP client for the time
being. But soon, it's been promised that the Office applications will have native support for
Sensitivity Labels, so that they will show up and be available without needing to install a
separate client plugin (the button will say Sensitivity rather than Protect).
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5} s B Book1 - Excel

File Home Insert Draw Page Layout Formulas Data Review View Developer Help
< : = N3 5eneral
B & Calibri A A = =9 B &J\ Osasre
E - $ - % 1
Paste : — o e - Sensitivi 1
e B I U-H-0-A- = = = 2 E 8- Y
Y ( »
Chpboard . Fomt . Alignment
AS - Jx
Y General / Non-Business Public )
Confidential »
AR e c D E F G H i o
- o
2 v
3 @ e
4
E—

The label migration feature is still in preview at the time of this writing, but know that this
process is also optional; there is no rush to move away from AIP, especially since the Sensitivity
button is not available everywhere just yet. If you have configured no labels in either portal, then
completing this migration process is painless, and involves literally one button (see below).
Otherwise, see Microsoft's article describing how to migrate existing labels from AIP to the SCC,
for some other guidance and caveats.
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Home » Azure Information Protection - Unified labeling (Preview)

Azure Information Protection - Unified labeling (Preview)

Search (Cirl+/) « I | 4 Activatel ‘

-~ Unified labeling status

W Labels
o Unified labeling (Preview): Mot activated.

Q? Policies Unified labeling is not activated for this tenant. In this state, your £
the Azure Information Protection client. To make your labels availz

Scanner clients that support unified labeling, select Activate.

[ Nodes Befare you activate unified labeling, check that you don't have lab
have the same name or display name as your labels in Azure Infor

Manage unified labeling, your Azure Information Protection labels will be a

Then, to aveid confusion for your end users, you will have to chans
f’ Configura analytics (Preview)

Languages

Protection activation

Learn more about the migration process,

Note: you cannot deactivate unified labeling for your tenant.

@ Unified labeling (Preview)

With that in mind, once you complete the migration to “Unified labeling” you are free to create
your own labels in the Security & Compliance Center, and access them using the AIP client. To
get started, navigate to: Classifications > Labels.

Home > Labels

stivi ; manage both types

@ Ll Sensitivity Retention « g yp
Sensitivity labels are used to classify email messages, documents, sites, and more. When

A Alerts add content marking, and control user access to specific sites. Learn more about sensitiy

Search

‘ O Refresh ‘

o Permissions _ ]
+ Create a label = Publish labels

= Classifications

[:| } Display name

Labels

D Personal
] Public

Label policies

Sensitive info types

Through this new Ul, you can manage both Sensitivity and Retention labels.
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Sensitivity labels are used to apply encryption and protect content from being overshared. For
example, you may want to label an email or document as Confidential and prevent accidental
sharing with recipients external to the organization.

Retention labels by contrast are used in situations where you want to preserve and/or delete
content after a certain amount of time has passed (e.g. content expires and is removed after 7
years).

Planning data classification

Similar to what we talked about with AIP labels, planning your data classification with the
stakeholders in the business is a crucial step, but often neglected. As an IT professional you
should be transparent with the business owners and decision makers about your capabilities
with this tool, and clearly define the meaning of each data classification label.

You have these options with Office 365 Sensitivity labels:

e Encryption — With the encryption option enabled, you can automatically expire access to
shared content, allow or disallow offline access, and assign different permission levels to
separate groups of users. Templates include Co-Owner, Co-Author, Reviewer, Viewer, or,
create Custom permissions.

e Content marking — Apply headers and footers, and/or watermarks that clearly label the
nature of the content on the document.

¢ Endpoint Data Loss Prevention — As of today, you would need a higher subscription
level such as E5 to take advantage of this feature; see pre-reqgs here. We won't describe
this in much detail except to say that when enabled, it signals to Windows endpoints that
this data is extra sensitive, and cannot be copied or moved to, say, a USB device or other
unsanctioned location.

In planning your labels, you may for example choose to enable only a footer on labels such as
General. No other protections would be necessary, most likely.
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Edit a label to help users classify General
their content.

Editing Content marking

Add custom headers, footers, and watermarks to email messages or documents that have this label applied. Learn more about
content marking

Encryption Content marking

@ o

Content marking L1 Add a watermark

Customize text

Endpoint data loss prevention [ Add a header

Customize text

B Add afooter

Customize text This document is classified as: General - External sharing is allowed for business purposes.

Save Cancel

However, for more sensitive content, such as Confidential, you may choose to use a watermark,

and require encryption, limiting the permissions so that recipients cannot modify or redistribute

content outside the organization. Note: the data owner always maintains full control
permissions.
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Confidential

Edit a label to help users classify

their content.

Editing Encryption

Control who can access files and email messages that have this label applied. Learn mo

Certain features (co-authoring, eDiscovery, and more) won't function correctly fo
OneDrive. Which features are impacted?

Encryption

Encryption

@ on

Content marking

Endpoint data loss prevention Choose options that apply to

| Email messages and files v |

User access to content expires

| MNewver ~ |

Allow offline access

| Always ~ |

Grant permissions to specific users and groups *

Assign permissions

Users and groups Permissions

itpromentor.onmicrosoft.com Viewer

Last note: the order in which these labels appear in the admin portal does matter (just like with
AIP). Why they don't show some sort of sensitivity scale or something along the side is odd, but
in fact, the top-most label on the list is the meant to be the least sensitive, while the labels down
at the bottom of the list contain the most protection and the most restrictive settings.
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Home > Labels

Sensitivity Retention

Sensitivity labels are used to classify email messages, documents, sites, and more. When a label is applied (automatically or by the user
the content or site is protected based on the settings you choose. For example, you can create labels that encrypt files, add content
marking, and control user access to specific sites. Learn mere about sensitivity labels

+ Create a label 2 Publish labels O Refresh Search e

D } Display name Created by Last modified

D Personal Alex Fields 1/2/19 841 PM

D Public Alex Fields 1/2/19 8:41 PM

D General Alex Fields 1/7/19 11:20 PM

D - Confidential Alex Fields 1/2/19 9:51 PM t- Add a sub label
T Move up

D f Highly Confidential Alex Fields 1/2/19 841 PM "I Move down

Creating your own label

Let's just say that you are going to create your own labels. | have migrated the default labels
from AIP, but maybe | want to add an even more restrictive “Top Secret” label to the tail end of
the labels list... because | have so much Top Secret data that | work with, and I'm feeling all Top
Secret today. Like my life is a Mission Impossible movie level of Top Secret.

Let's step through this process, by way of example. Click + Create a label to get stared.
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New sensitivity label

Name your label

The protection settings you choose for this label will be immediately enforced on the files, email mess:

Name & description applied. Labeled files will be protected wherever they go, whether they're saved in the cloud or downl

Label name * ©

Enenpdon Top Secret

Content marking
Tooltip* @

This content is highly sensitive information intended for the recipient's eyes only.

Endpoint data loss prevention

Review your settings

Description @

Enter a description that's helpful for admins who will manage this label

It is required to provide just two things here—a Name, and a “Tooltip” which is the short
description that shows up on the bar or banner at the top of a document or email message
when the label has been applied. Next.

On the Encryption page, we need to make some choices.

e First of all, yes—we want this turned ON. It's Top Secret, after all.

e Second, User access to content expires: We can force the content to expire after a
period of time has passed, or not. | think, since we're talking about Mission Impossible
here, that a self-destruction option feels best.

¢ The Allow offline access bit sounds scary to me. There is some black magic going on
here which allows a user to authenticate once and then keep the token locally to re-open
the document for a certain number of days without also re-authenticating, even if the
endpoint goes offline, but | like the scenario where this is not allowed not happen much
more. Given the top-secret nature of my data and all.

e Llast, click Assign permissions to assign various users, groups, domains, outside email
addresses, etc. various permissions levels. For this example, | am allowing recipients who
belong to my organization /tenant the Viewer permissions, which contain just enough
access to read the content, but do nothing substantial with it—edit, export, copy, print,
etc.—all those actions are disabled.
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Encryption .
& o <--um, yes, because it's Top. Secret.
n

Choose options that apply to

» ‘ available in Outlook AND other apps too!

‘ Email messages and files .
...because secrets can live anywhere.

User access to content expires

‘ A number of days after label is applied ‘

Content expiration days

‘ 7 this message will self-destruct in... ‘

Allow offline access

‘ Never v Top secret $#1& should not be available offline

Grant permissions to specific users and groups *
Assign permissions protected content is

only available to users in my tenant
Users and groups / Permissions

itpromentor.onmicrosoft.com Viewer = just enough access to read

On the Content marking page, | am going to mark the crap out of this thing. Watermark?
Check. Header? You bet, in Red text no less. Footer? Why not? One more reminder about the
sensitivity of a document never hurt anyone when it came to TOP SECRET information.

Content marking

@ on

B Add a watermark

Customize text Top Secret

B Add a header

Customize text For your eyes only. This message will self-destruct in 7 days.

B Add a footer

Customize text Data classification: Top Secret

Save Cancel

Now, Endpoint Data Loss Prevention. As | mentioned, this would not apply to the Microsoft 365
Business subscription, at least today. Maybe things will change in the future, but right now this
would require Windows Information Protection (WIP) and Windows Defender ATP—which are
available only at the Enterprise E5 level. So do not configure this option and just Save and Close
after reviewing your selections.
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Next, if you want to verify that the marriage between your AIP labels and the Office 365 labels is
working correctly, go check out the Azure portal.

|
Home » Azure Information Protection - Labels

Azure Information Protection - Labels

£E Columns

A

&
| Search (Ctri+/) |

General LABEL DISPLAY NAME POLICY
& .
@ Quick start B Personal Global
Dashboards M rublic Global
h i
it Usage report (Preview) B General Global
&y Activity logs (Preview)
» [ Confidential Global
& Data discovery (Preview)
» Bl Highly Confidential Global
Classifications
[ | Top Secret . ta-da !
¥ Labels

+ Add a new label

[ Policies

Publishing the labels

Once you have your labels all defined, you will want to publish them to your end-users. It is
possible to publish different sets of labels to different people, but many small businesses will
simply publish all the available labels to everyone. Click Publish labels to get started.

Home = Labels

(ny Home Sensitivity Retention

Sensitivity labels are used to classify email messages, documents, sites, and more. W
A Alerts add content marking, and control user access to specific sites. Learn more about ser

g Permissions -
+ Create a label = Publish labels

Classifications

Search

|‘ () Refresh ‘

D } Display name

Labels

[j Personal

Label policies

N [j Public
Sensitive info types
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Click the link to Choose labels to publish. Select all the labels you want to publish and click
Add. Next.

New sensitivity label policy

Choose sensitivity labels to publish

When published, the labels you choose here will be available in specified usf
Choose labels to publish Outlook), SharePoint and Teams sites, and Office 365 groups.

The list is currently empty.
Publish to users and groups I Choose labels to publish I

Review your settings

Choose users or groups to whom these labels will become available.

New sensitivity label policy

Publish these sensitivity labels

Select users or groups (mail enabled 5G, Distribution list, 0365 Group) to whom
. Choose labels to publish

Location Include
Publish to users and groups

Policy settings @ Users and groups All

Choose users or groups

Review your settings

Next, on the Policy settings page, we find that it is possible to choose a default label which is
applied to new documents or messages (or leave it set to None in case you do not want this
behavior).
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As well, we can require users to provide justification when removing or “downgrading” a
classification. | would certainly recommend this setting.

Last, | don't know that many small businesses would take the time to develop a custom help
page for sensitivity labels, but maybe (calling IT providers...) this might be a cool thing to
develop for your customers.

New sensitivity label policy

You can choose to have a default label, mandatory label, or require users to justify actions on their end.

. Choose labels to publish Apply this label by default to documents and email ©

B users must provide justification to remove a label or lower classification label (@

Publish to users and groups [J Provide users with a link to a custom help page (O

Review your settings

Working with labels in Office
Now, if you have previously configured the Protect button in Outlook using PowerShell, then you
will find that your new sensitivity label is already available to use in Outlook on the Web.

Change Permissions

Choose how recipients can interact with this message
Top Secret -
Encrypt
Do Mot Forward
Confidential - All Employees

Highly Confidential - All Employees

I Top Secret I
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As mentioned previously, to label content in the other Office apps will require the Azure
Information Protection client to be installed on the workstation, for now. The AIP client is
available from Microsoft downloads. And yes. there is an MSI that you can deploy
administratively.

Document1 - Word

Foxit PDF Q Tell me what you want to do

3 -
L | e AaBbCcDt AaBbCecDe AaBbCi AaBbCcl /—\a'j AaBbCcC AgBbCcD:¢ AaBbCcDt AaoBbCcD: AaBbCcDc AaBbCcDte AoBbCcDi

i . Protect TMNormal | TNoSpac.. Headingl Heading2 Title Subtitle  Subtle Em.. Emphasis IntenseE. Strang Quote Intense Q...
F] Perzonal Styles
Public
General
Confidential b

Highly Confidential »
-~ Top Secret
~ Show Bar
|_’T Track and Revoke

@ Help and Feedback ear Alex,

Your mission, should you choose to accept it, is to finish this chapter. Then go to bed. Seriously. Stop.
Writing. Just stop.

--Your future selﬂ

Once installed, the next time you open your Office application, you should see the Protect
button. When | label my document as Top Secret, the watermarking and permissions | expect
are applied.

AIP labels vs. Sensitivity labels

If you decide to stick with AIP for now—that's totally cool. But even though you can "unify” the
two disparate label sets, it is important to remember that they are not the same. Azure
Information Protection is a more advanced subscription with more capabilities than what exists
using the Office 365 Security & Compliance Center’s “Sensitivity labels"—again, for now.

The main difference to note is that AIP is better suited to hybrid environments. You can use AIP
to encrypt all types of documents (including PDF) on a traditional file server, for example, right
in Windows Explorer.
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o

Mame Date Type

Period 5 2019 Op Strnt 12/12/2018 4:18 PM Adobe Acr
Period 4 2019 Op Stmt 190179010 4,10 nag P
Period 2 2019 Op Stmit Open with Adobe Acrobat Reader DC )
Period 2 2019 Op Stmt Open i
Period 12019 Op Stmt Print i

Period 13 2018 Op Stmf| (5 Classify and protect « :

Period 122018 Op Stm~ 32 Move to Dropbox

Period 6 2019 Op Strt :

Period 11 2018 Op Stmt Ea Scan with Windows Defender... :

Therefore, AIP works whether you have Office 365 or not—you could even buy it as a standalone
subscription and use it with any content, on any on-premises server, or any cloud, and so on.

These are not features that exist with Sensitivity labels, which are specifically tied to Office 365.
For a cloud-first business with all of its document storage and transacting in 365, the additional
features of AIP might not be necessary at all, but since you have access to this capability in
Microsoft 365 Business, it's worth discussing with the business stakeholders.

Another notable difference: as we go to configure protection settings on a label in AIP, we will
find an option to either Set permissions administratively, or, to Set user-defined permissions.
There is no equivalent to the second option in the SCC: In Word, Excel, PowerPoint and File
Explorer prompt user for custom permissions. The native Office 365 Sensitivity labels do not
appear, at this time, to support user-defined “Custom” permissions, as the AIP client does.

Protection X

itpromentor.com - Azure Information Protection

Protection settings o

Azure (cloud key) RaNISTQTAREANEY

Select the protection action type @
(") Set permissions

-j';:j- Set user-defined permissions (Preview)

In Outlook apply Do Mot Forward

In Word, Excel, PowerPoint and File Explorer prompt user for custom :uerml'ss'c:nnsl

Now if you were to choose ONLY the first checkmark box above: In Outlook apply Do Not
Forward, then that would be the equivalent of choosing the Only email message in Outlook
option with the corresponding checkmark box for the Do Not Forward button in the SCC wizard.
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Edit a label to help users classify
their content.

Recipients Only

Editing Encryption

Encryption

Content marking

Endpoint data loss prevention

Control who can access files and email messages that have thi

Certain features (co-authoring, eDiscovery, and more) w

OneDrive. Which features are impacted?

Encryption

@ o-

Choose options that apply to

‘ Only email messages in Outlook

B 1n Outlook apply Do Not Forward

If you assign permissions administratively, then in specifying users and groups for the recipients
of a labeled document we find this: Add any authenticated users—people who might be

outside of your tenant.

Add permissions

itpromentor.com - Azure Information Protection

Specify users and groups

Select from the list Enter details

+ Add itpromentor.com - All members @

I + Add any authenticated users @ I

+ Browse directory

USERS

Mo users or group specified

Choose permissions from preset or set custom @

Co-Author Reviewer‘ Viewer ‘ Custom ‘

x
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From Microsoft: “This setting doesn't restrict who can access the content that the label protects,
while still encrypting the content and providing you with options to restrict how the content can be
used (permissions), and accessed (expiry and offline access).

However, the application opening the protected content must be able to support the
authentication being used. For this reason, federated social providers such as Google, and onetime
passcode authentication should be used for email only, and only when you use Exchange Online
and the new capabilities from Office 365 Message Encryption. Microsoft accounts can be used with
the Azure Information Protection viewer and Office 2016 Click-to-Run.

Some typical scenarios for the any authenticated users setting:

e You don't mind who views the content, but you want to restrict how it is used. For example,
you do not want the content to be edited, copied, or printed.

e You don't need to restrict who accesses the content, but you want to be able to track who
opens it and potentially, revoke it.

e You have a requirement that the content must be encrypted at rest and in transit, but it
doesn't require access controls.”

Again, there is no equivalent to this in the SCC. You can add external email addresses or
domains (and this same capability is present under the Enter details tab in the AIP blades), but
the lack of the “Any authenticated user” option means that you, the administrator, would need
to know in advance any potential external users that would fall under the scope of this label.
Handy for sharing with known partner organizations, but not very helpful for allowing users to
distribute protected content to anyone (well, anyone with a Microsoft account and AIP viewer,
anyway).

Assign permissions

Only the users or groups you choose will be assigned permissions to use the content that has this label applied. You
can choose from existing permissions (such as Co-Owner, Co-Author, and Reviewer) or customize them to meet
your needs.

= Add all tenant members

- Add users or groups

T Add these email address or domains

Last, as we go to publish our labels via a policy, in the SCC we will not find the toggles to
control extra buttons that show up in the ribbon, including the Do Not Forward button or the
option for users to apply their own custom permissions.
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https://docs.microsoft.com/en-us/azure/information-protection/configure-policy-protection#more-information-about-add-any-authenticated-users

Add the Do Not Forward button to the Outlook ribbon
on
ake the custom permissions option available for users

o

This makes sense since, again, the SCC interface would not contain settings for the AIP client.
Time will tell if the built-in Sensitivity functions will include support for extra buttons such as Do
Not Forward (or Encrypt?) in the future.

And there are other differences. For example, in the P2 subscription of AIP (e.g. available in E5),
you get access to auto-classifications. There is also an on-premises scanner which can find and
classify content on traditional file servers. But as pertains to the Microsoft 365 Business
subscription, | think I've identified most of the significant differences between the two.

Under the Data governance area in the Security & Compliance Center, we will find both Archive
and Retention. The first of these allows you to enable an archive mailbox for each user, which is
available because the Microsoft 365 Business bundle includes the Exchange Online Archiving
subscription.

Office 365 Outlook

@© Frolders Archive

Archive

eleted ltems

This folder is empty

+ ¥

K
2
<
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The archive mailbox is like a long-term storage container which appears in Outlook, underneath
the user’s primary mailbox. By default, a canned policy will automatically sweep data older than
two years into this archive mailbox. However, users can move items into it at any time, and, as
an administrator, you can adjust the default auto-archive policy.

Note that archiving items into this mailbox is not the same as preserving email records via a
retention policy. For example, you could delete data out of an archive mailbox, and without a
hold or retention policy in place to protect that data, you would have a limited amount of time
(30 days) to recover that data, but eventually it would be gone forever.

Microsoft 365 Security & Compliance o & 7 (AF

(fay lFer= Microsoft 365

A Alerts Welcome to the Microsoft 365 Security & Compliance Center

QQ Permissions We've built a one-stop portal to help you manage security and compliance across all Microsoft 365 products, including Office 365, W,

Security. Learn more.

Classifications

(2 Data admin = Security admin
L_'B Data loss prevention

Microsoft 365 helps you track, protect, Manage DLP policies Review thre;
and mitigate risks to your data. Microsoft 3¢

* the threat la
Learn about data protection
—

8 Data governance

i Learn about s
Dashboard discovery reports =f

Import

Archive . — )
& Compliance officer % Security operator

View, invest
hreat
Feedback Npr;t -

Retention

Maintain data governance policies
Events across Microsoft 365 to help stay
comnliant with anv reanlatan

https://protection.office.com/?rir=AdminCenter#/retention

Retention in the Security & Compliance Center is used for two purposes:

1. To Preserve data, keeping it safe and accessible (e.g. via eDiscovery searches)
2. To Delete data when it reaches a certain age

As administrators, we can apply retention policies broadly across Office 365 content locations,
and, we can also publish individual labels that provide users with another option to self-
categorize content.

A crucial point to remember is that whenever two policies or labels are in conflict, preservation
always wins. For example, if you have an organization-wide policy which deletes email data after
five years, but a user has applied a seven-year retention label to an email message, then
preservation will win and the content won't be deleted until the seven-year retention period has
passed.

Retention policies in Office 365 also meet the requirements for SEC rule 17a-4 (sometimes
known as WORM or Write-Once-Read-Many—meaning that once written, the data is
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unalterable in its preserved state). In the United States, this is helpful in the financial services
industry, to demonstrate compliance with certain laws and regulations. Microsoft has even
published a whitepaper on it.

Enable the Archive mailbox

Enabling this mailbox for users is very easy, but pay attention to what I’'m about to tell you: where you
enable it changes based on whether you are in a full-blown hybrid environment, or cloud-only. On any
account being synchronized via Azure AD Connect, it is necessary to enable the archive mailbox on-
premises and let that update sync to the cloud, where the archive mailbox will then become
provisioned. Otherwise, this operation is performed in the cloud directly, for cloud-only accounts.

However, before we enable the archive mailbox, swing over to the Exchange Admin center.

You should know going in that you can find and modify default retention tags and policies, including the
default policy which moves items older than two years into archive. These modifications are done in the
cloud, regardless of whether you have a hybrid/Azure AD Connect environment or not. Go

to compliance management on the left, and then retention tags at the top.

Office 365 | Admin

Exchange admin center

n-place eDiscovery & hold  auditing  retention policies  retention tags journal rules

permissions Retention tags are visible to end users and can be used to specify when items in users’ mailboxes will be moved to th or removed from the mailbox. Learn more..

compliance management R . . -
You can now create and publish labels in the Office 365 Security & Compliance Center to protect content in SharePoint, OneDrive,

orgenizatio Exchange, and Office 365 groups. Try it out now‘ Read more about it

protection +-F o e

a| TYPE RETENTION PERIOD RETENTION ACTION

Open the Default 2 year move to archive tag, and from here you can rename the tag, and change the
retention period to whatever value suits your environment. Click Save.

154



https://www.microsoft.com/en-us/microsoft-365/blog/2015/11/10/office-365-exchange-online-archiving-now-meets-sec-rule-17a-4-requirements/

Office 365 | Admin

55 Retention Tag - Google Chrome

& Secure | htips//outlookoffice365.com/cp/Organize/EditRetentionPe

Delete and Allow Recovery
Default 2 year move ta archivel allows the user to recover
deleted items until the
deleted item retention
lly to entire mailbox (default) period for the mailbos:

Retention tags are visiblg ermoved from the mailbox. Learn more.

Retention tag tyy
applied automat

compliance management database or the user is . ) .
You can now cre| Retention action: resched to protect content in SharePoint, OneDrive,
Exchange, and O Delete and Allow Recovery Permanently Delete purges
Permanently Delete the item from the mailbox
A ® Move to Archive detabase.
pr +-7Sm & Move to Archive moves the
Retention period: item to the user's archive
NAME Never mailbox, if it exists. If a user
. doesn't have an archive h
1 Month Delete ®

n the item reaches the follow n day: [
the item reaches the following age (in days): mailbox, no action is taken, B i

eek Delete 730 This action is available only

1Vear Delete atically applied to
the entire mailbox (default)
and tags applied by users
public folders 6 Month Delete to items or folders

a (s al tags). 0 1
Default 2 year move to a g i

Deleted Items

Comment:

5 Year Delete

Junk Email

Personal never move to al

Save Cancel

1 selecied of 12 total @ Need help?

You might choose one year, or three years, or some other value, depending on your own
requirements/preference.

Enable archive mailbox for cloud-only accounts

From the Exchange admin center > recipients > mailboxes — just select a user’s mailbox to enable the
archive from the right-hand pane. You can also find this same option from the Security & Compliance
Center. Click on Data governance > Archive from the left menu, pick a user, and select Enable from the
right pane.

Microsoft 365 Security & Compliance 2 & 2 @F

Home > Archive

@ Home Archive

Wel eople can view messages in their archive mailbox

ing Outlook or Outiock ¥
mailbox is enabled, me r than two years are automatically moved to the

Archive mailbores provide additional email storage for
A\ Alerts and move or copy messages hetween their primary and archiv
archive mailbox by the default retention policy th

rana
very mailbex in your organization. Leam mere

RQ Permissions Select one or more people to enable or disable their archive mailbox, If the per ou're looking for isn't displayed in the list, try searching for them l

Classifications PE -
Name & | Email address Archive mailbox
Data loss prevention
Alex Fields Alex@itpromentor.com disabled Alex Fields
IEI Data governance Archive mailbox: disabled
Enable

Dashboard

Mailbox usage

Import

83.44 MB used, 0 % of 50 GB, warning at 98 %
Archive
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When you do this, it will present a warning regarding that default policy we talked about—any items
older than two years will automatically be moved here. Say Yes to continue.

Microsoft 365 Security & Compliance ¢ & 7 @F

Home > Archive

@ Home Archive

Archive mailbaxes provide additional emal storage fo
A Alerts and move or copy messages between their primary a
archive mailbox by the dlefault retention policy that's assigned to e

ng Cutlook or Outlook W
mailbox is enabled, m
nization. Learn more

people can view messages in their archive mailbox
er than two years are automatically moved to the

 mailbox in

o Permissions Select one or more people to enable or disable their archive mailbox. If the person you're looking for isn't displayed in the list, try searching for them

= Classifications Jolrs I

Name a | Emal address

Warning
[_'ﬂ Data loss prevention

o, items in their

Il be moved to the

abled

Data governance
EI 9 mailbox?

Dashboard

Import

of 50 GB, warning at 98 %
Archive

Retention

Events

Supervision hd Feedback -

Enable archive mailbox for hybrid users

On-premises, you should be able to locate the user in the Exchange admin center, just as you would in
Exchange online, and then enable the archive mailbox, just like you do when it’s in the cloud. You can
also use a PowerShell command in the Exchange management shell, which is even easier:

e Enable-RemoteMailbox USERNAME -Archive

If you do not have an Exchange server installed but are using Azure AD Connect, it will be necessary to
modify the Exchange attributes via ADSI edit to enable the archive mailbox.

Two values need to be modified:

¢ msExchArchiveName = (give this any name like “Personal Archive - Username”)
¢ msExchRemoteRecipientType = (change the value to 3)

Once you have made these modifications on the user object’s attributes in ADSledit, or via the View >
Advanced settings/Attributes tab within ADUC, when the next Azure AD Connect sync cycle runs, you
will see the Archive mailbox show up in the cloud.

Remember: enabling a personal archive can be a useful tool for managing mailbox sizes and
clutter-creep, but it is not a great tool for managing compliance requirements or retention of
data on its own, without further configuration of retention policies and tags.
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Configure retention policies

Under Data governance, pick Retention. Simply choose Create. You will start by giving it a
name and proceeding. By way of example only, we will build an example policy

that retains content for five years from the date it was last modified, then deletes it thereafter.
Keep in mind that your own circumstances could require a completely different policy.

Microsoft 365 Securit ompliance al
{ny Home Home = Retention
Email, documents, Skype and Teams conversations. Your users generate a lot of content every day. Take control of it by setting up

A Alerts retention policies to keep what you want and get rid of what you don't. Learn more about retention

AR Permissions

Labels Label policies
{= Classifications
O =  Create |abels to let users Create label policies to
O — manually classify and publish or automatically
[_lﬁ Data loss prevention a— retain their own content \/ apply existing labels to
O m—
(email. docs, folders, and your users apps (Outlook,
more). You can also auto- SharePoint, OneDrive, and
E| Data governance apply labels to specific more).
content.
Dashboard
Import | O Refresh Search pel
Archive
D MName Created by Last modified

Retention

Feedback ~ Y
e € >

Now, you can begin to build your new policy. Notice, for example, that while you can set up
to retain, retain and delete, or to just delete content older than a certain time frame. Be sure you
understand your own organization’s requirements before implementing your options.
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Create a policy to retain what you
want and get rid of what you
don't.

. Name your policy

Settings

‘ . Choose locations

@ Review your settings

Decide if you want to retain content, delete it, or both

Do you want to retain content? (O

@ Yes, | want to retain it 0]

years v

‘ Forthislong.. Y|l 5 |

Retain the content based on| when it was last modified ¥ | ©

Do you want us to delete it after this time? ()

@ Yes O No

O No. just delete content that's older than @

Need more options?

O Use advanced retention settings 0]

Feedback

Next you can choose specific locations to which this policy applies—notice that it can be
configured against just one or across many of the services within Office 365.
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Create a policy to retain what you i X
want and get rid of what you Choose locations

don't.

The policy will apply to content that's stored in the locations you choose.
. Name your policy

O Apply policy only to content in Exchange email, public folders, Office 365 groups, OneDrive and SharePoint documents.

. Settings

@ Let me choose specific locations. ®

Choose locations

Status Location Include Exclude
@ Review your settings

() E Exchange email All None

Choose recipients Exclude recipients
'@ E:;. SharePoint sites Al None

Choose sites Exclude sites
D @, OneDrive accounts All None

Choose accounts Exclude accounts
D ai Office 365 groups All None

Choose groups Exclude groups
D @ Skype for Business * None

Choose users

[
Feedback

However, it should be noted that at the time of this writing, it's not possible to create a policy
that will also apply to content in Teams. For whatever reason, when you select Teams channels
and chats, it will automatically deselect all other locations for you. Therefore, it may be necessary
to build Teams-specific policies alongside your other services, at least for now.
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Create a policy to retain what you
want and get rid of what you
don't.

. Name your policy

. Settings

Choose locations

©® Review your settings

Choose locations

@ H:} SharePoint sites

@ F Y OneDrive accounts

@ ﬂi Office 365 groups

@ @ Skype for Business

() EE Exchange public folders

m m Teams channel messages All

Choose teams

e n—f Teams chats All

Choose users

None

Exclude teams

None

Exclude users

Feedback

Finally, review the policy settings one more time before you Create this policy.
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Create a policy to retain what you . . w
want and get rid of what you Review your settings

don't

It will take up to 1 day to apply the retention policy to the locations you chose.

. Name your policy Policy name Edit

Delete items not modified in 5 years

. Settings

Description Edit

. Choose locations

Applies to content in these locations Edit
Review your settings Exchange email
OneDrive accounts
SharePoint sites

Office 365 groups

Exchange public folders

Settings Edit
Retention period

Keep content, and delete it if it's older than 5 years

Content that's currently older than this will be deleted after
you turn on the policy.

| Back |‘ Save for later | Create this policy

This is a very basic example, but it demonstrates what is possible: you can quickly deploy rules
which preserve and/or delete data, as needed, from this central interface.

Creating custom retention labels

Now assume that you have a global policy that calls for retaining data and then deleting it after
a specified date has elapsed. However, it is sometimes necessary to keep certain emails or
documents beyond this period. For this, we will require more granular retention labels, which
can be applied by end-users to content they wish to protect or handle in a way beyond the
administratively set policies.

Again, whenever two labels are in conflict, preservation always wins, so keep that in mind and
educate the user base. This should go without saying, but know in advance what you want your
labels to do, before you even begin this process.

From the Security & Compliance Center, find Classifications > Labels. Select +Create a label.
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Home > Labels

@ Mhe Sensitivity Retention ‘

When published, labels appear in your users’ apps, such as Outlook, SharePoint, and Onell
A Alerts labels that retain content for a certain time or ones that simply delete content when it rea

;{-1 Permissions - R
=+ Create a label labels <2 Auto-apply a label \_J) Refresh
Name Created by

Labels

Label policies

Sensitive info types

[@ Data loss prevention

Give your label a name and description. Next.

Create a label to help users dassify
their content. Name your label

Name * (O

Name your label
| Preserve for 7 years (compliance)

. Label settings
Description for admins (0

This label preserves data for 7 years from its last modified datel
@ Review your settings

Description for users ()

This label preserves data for 7 years from its last modified date

m Cance'

Turn Retention to On, and configure your settings. You can choose to apply the duration of the
retention to last modified date, creation date, or when it was labeled. In this example we will use
last modified date.
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Create a label to help users classify

their content. Label settin gs
Retention
. Name your label m
COn

Label settings

When this label is applied to content...

@ Review your settings @ Retain the content (5)

T

| Forthis long.. ¥

What do you want to do after this time?

O Delete the content automatically. 0]
O Trigger a disposition review. @
@ MNothing. Leave the content as is. 0]

O Don't retain the content. Just delete it if it's older than @

®©

Retain or delete the content based on‘ when it was last modified ¥

On this page you can also choose to label the content as a record, which makes it impossible for
users to edit/change/delete the content, or to remove this label once it has been applied. Be
careful when using this setting and labeling documents (I will leave it set to “off” in our
example).

Label classification

B Use label to classify content as a "Record"” O

If content is classified as a record,
users won't be able to edit or
delete the content or change or
fack [ remove the label. However, they'll
still be able to edit the content's

metadata.

Now you can review and create the label.
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Create a label to help users classify . .
their content. Review your settings

Name Edit

. Name your label

Preserve for 7 years (compliance)

. Label settings Description for admins Edit

This label preserves data for 7 years from its last modified date
Review your settings

Description for users Edit

This label preserves data for 7 years from its last modified date

Retention Edit

7 years
Retain only
Based on when it was last modified

After all your labels are created, one more crucial step is publishing, which is the step that makes
it possible for users to see the labels, and apply them.

Publish labels so users can apply .
them to their content. Choose labels to publish

Choose the labels you want to publish to your organization's apps so users ca
Choose labels to publish labels you want, you'll be able to create one from scratch.

Publish these labels (1 label(s))

Publish to users and groups Preserve for 7 years (compliance) 7 years keep

Edit

Name your policy

Review your settings

You can have this label available everywhere in Office 365 or just specific apps such as Outlook.
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Publish labels so users can apply )
them to their content. Choose locations

We'll publish the labels to the locations you choose.

. Choose labels to publish

@ All locations. Includes content in Exchange email, Office 365 groups, OneDrive and SharePoint documents.

Publish to users and groups
g P O Let me choose specific locations.

Name your oty o= ]

Review your settings

Name the label policy that you are publishing.

Publish labels so users can apply .
them to their content. Name your pO|ICy

Name *

Choose labels to publish
‘ Corporate Retention labels

Publish to users and groups
Description

Enter a friendly description for your policy
MName your policy

Review your settings

Go ahead and finish the wizard to publish the labels.

To see this label in action, let's check out an email message in Outlook.
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Reply
Reply all
Search Mail and People New | v Delete A Eorward Moveto v  Categories v eee
Delete
Folders Other
Archive Personal 1 year move to archive (1 year)
~ Favorites Mo events for the next two days.
Mark as read Personal 5 year move to archive (5 years)
Inbox
Alex Fields Pin Personal never move to archive (Mever)
Sent ltems |
Try out the new preservation |abel! Flag v Use parent folder policy
Drafts
X ) Mark as junk
A Alex Fields Microsoft Tech Community !
- Microsoft Tech Community Community: Ignore | 1Week Delete (7 days)
¥ Inbox ~ - A ; I v,
CAUTION: EXTERNAL Hello VanFields, ¥i Move to Other inbox 1 Month Delete (1 month) ak
Drafts
Always move to Other inbox 6 Month Delete (6 months)
Sent ltems
quarantine@messaging.micrc ~ Move > 1 Year Delete (1 year)
DesllEns Spam Netification: 1 New Messages |
P ' g Categorize » | 5 Year Delete (5 years)
Archive CAUTION: EXTERMAL Dear alex@itprome
Create rule... Preserve for 7 years (compliance) (7 years)
Conversation History
Show in immersive reader Mever Delete (Never)
quarantlne@messaglng.mlcrc Assign poli > |+ Use parent folder poli
D ] Spam Netification: 1 New Messages anpey — P potey

My corporate retention policy will preserve and delete email data older than five years. But this
label allows me to override the default, and apply preservation for seven years.

Data loss prevention (DLP) is a means for controlling sensitive data leakage, and/or recording
incident reports when such leakage occurs. If your organization deals with certain types of data,
like the Personally Identifiable Information (PIl) prevalent in the health or financial services
industry (social security numbers and the like), then the DLP templates would allow you to target
data patterns that “look like” these sensitive information types.

Recommended based on sensitive info detected in your org

Protect sensitive info

Some sensitive info types aren't currently monitored and could be  Protected files with sensitive info

shered accdentally. We recommend creating » data oss ————————————————

prevention (DLP) palicy to detect when items containing this
sensitive info are shared with people outside your org. Unprotected files with sensitive info

B Credit Card Number [l EU Debit Card Number
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Some capabilities that we have when sensitive information is detected is as follows:

e Encrypt — automatically encrypt the content (applies to email messages only)
e Block — do not allow the content to be shared or sent externally
o Optionally allow override of the policy with business justification
¢ Notify — Notify users and/or admins when something is being shared externally, using
Policy Tips (informational banners that appear within the application) and email
notifications
¢ File an incident report — email an incident report to another mailbox when sensitive
content is shared externally
o The incident report can optionally include the original content that was shared

You can choose any of these options individually (e.g. only file an incident report), or combine
them—for instance, encrypt and file an incident report.

I am going to demonstrate some of these capabilities with examples that apply to data types
which are specific to the U.S. (where | live), but Microsoft has templates for many different
countries and regulations, including the European Union’s General Data Protection Regulation
(GDPR).

Example 1. GLBA: Auto-encrypt email content
Under the Data loss prevention menu item on the left, choose Policy. Click + Create a policy.

Microsoft 365 Security & Compliance & & 7 (AF

Home »> Data loss prevention

Use data loss prevention (DLP) pelicies to help identify and protect your organization’s sensitive information. For example you can set up policies to help
(my Home make sure informaticn in email and docs isn't shared with the wrong people. Learn more about DLP

A\ Alerts

+ Create a policy

Name Order Last modified Status

& Permissions

§= Qassifications

No data available

[@ Data loss prevention

Policy

Device management &

In this example, we will choose a policy template from the U.S. financial industry, called the U.S.
Gramm-Leach-Bliley Act (GLBA). This policy template watches for credit card numbers, U.S. bank
account numbers, and U.S. tax payer identification numbers, including ITIN and SSN.
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New DLP policy

Choose the information to protect

Name your policy

Choose locations

Policy settings

Review your settings

Start with a template or create a custom policy

Choose an industry regulation to see the DLP policy templates you can use to protect that info or create a custom policy start from scratch.
If you need to protect labeled content, you'll be able to choose labels later.

Learn more about DLP policy templates

Search Show options for | All countries or regions ¥

U.S. Gramm-Leach-Bliley Act
(GLBA)

Financial
PCl Data Security Standard
(PCI DSS)

Medical and health Description

Helps detect the presence of information subject to
Gramm-Leach-Bliley Act (GLBA), including
information like social security numbers or credit
card numbers.

Saudi Arabia - Anti-Cyber

Privacy Crime Law

L § 0

Custem Saudi Arabia Financial Data

Se

Protects this information:

Credit Card Number

U.S. Bank Account Number

U.S. Individual Taxpayer Identification Number (ITIN)
U.S. Social Security Number (SSN)

UK. Financial Data

U.S. Financial Data

U.S. Federal Trade Commission
(FTC) Consumer Rules

U.S. Gramm-Leach-Bliley Act
(GLBA)

Feedback
S

Now | am going to name my policy. Note that | want this to be a descriptive name for what the
policy does, or what it applies to. In this case, | plan to implement a policy which protects
sharing this type of information, specifically over email communication. I'll name it “Email Only —
U.S. Gramm-Leach-Bliley Act.”

New DLP policy

. Choose the information to protect
Name your policy
‘Choose locations

Policy settings

Review your settings

Name your policy

Name *

‘ Email Only - U.S. Gramm-Leach-Bliley Act (GLBA)

Description

Enter a friendly description for your policy

In choosing locations, | am going to select only Exchange email. As of now, this is the only
location supported for auto-encryption with DLP.
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New DLP policy . %
Choose locations

. Choose the information to protect

Status Location Include Exclude

. Name your policy

[ o) E Exchange email All None
Choose locations Choose distribution groups Exclude distribution groups
Policy settings

@ E:, SharePoint sites
Review your settings

@ @ OneDrivesccounts

Next to the first Policy settings page; here we begin to dial in the particulars—I will not use any
advanced settings in this example. In this case | want to detect when the content is being

shared with people outside my organization. DLP is usually targeted this way in the SMB,
rather than sharing content internally.

Since email communications within an organization never really leave the 365-hosted Exchange
server, there aren’t as many risks for data that is in-transit. Whereas, when the recipients are
external to the organization, that content must be transported over the internet, which is a much
riskier business, particularly if the recipient organization is still using SMTP over port 25
(unencrypted).

NOTE: by default, Office 365 will always attempt to send the mail via TLS on port 587 and fall
back to port 25 if the recipient server does not support TLS. Email encryption however, will not
transport the message externally at all—but rather require the recipient to sign-in at Microsoft,
to view the message.

169




New DLP policy . X
Customize the type of content you want to protect

Select 'Find content that contains’ if you want to quickly set up a policy that protects only sensitive information or labeled content. Use
Choose the information to protect advanced settings for more options, such as protecting content in email messages sent to specific domains, attachments with specific file
extensions, and more.

@ Find content that contains: (1)
Credit Card Number
U.5. Bank Account Number
U.5. Individual Taxpayer Identification Number (ITIN)
U.S. Social Security Number (SSN)

Name your policy

Choose locations

Edit

Policy settings Detect when this content is shared:

| with people outside my organization v

Review your settings
o 3 O |Jse advanced settings @®

e | -

On the next Policy settings page, you can configure several options.

1. Policy tips and email notifications to end-users: | will include this option here (with some
custom text) for demonstration purposes, but it is up to you whether or not to include.

2. Specify the number of instances of sensitive content that have to be detected before
applying the policy actions. | usually always set this value to 1, so that even a single
instance of an SSN for example, would trigger the policy actions.

3. Incident report is also *optional—I will cover another example later, where we
customize the policy a little further. | am going to use Encrypt email messages—
meaning that content matching this information type will have Office Message
Encryption automatically applied on its way out the door.

4. Restrict access or encrypt the content — this is the option you want to focus on here; in
my example, our intention is not to block this communication, but rather encrypt it.
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New DLP policy

Choose the information to protect

MName your policy

Palicy settings

Review your settings

What do you want to do if we detect sensitive info?

We'll automatically create detailed activity reports 50 you can review the content that matches this policy. What else do you want to do?
Notify users when content matches the policy settings

B show policy
Tips appear to users
can use the default tip or customize it to your liking. Learn mo

tips to users and send them an email notification.

optional

SharePaint) and help them learn how to use sensitive info responsibly. You

in their apps (like Outlook. OneDrive, a
Customize the tip and email

Detect when a specific amount of sensitive info is being shared at one time

Detect when content that's being shared contains: SEt this Value to 1 to
At Ieasv: nstances of the same sensitive info type. detect even a Singh‘.‘
B Send incident reports in email optional insta nce

By default. you and your global admin will automatically receive the email.

Choose what to include in the report and who receives it

B Restrict access or encrypt the content

O Block people from sharing and restrict access to shared content

_ Use this option to auto-
@ Encrypt email messages (applies only to content in Exchange) .
encrypt email

Back | “ . Cancel

Notice that it is also possible to customize policy tips and email notifications, by selecting the
link above to Customize the tip and email. Here you would also choose just exactly who is

notified.

*Pro tip: | like to set up a compliance management mailbox in Exchange
Online, so that it can collect a running record of incident reports. This can be as
simple as a shared mailbox, with permissions assigned to whomever is the
compliance officer within the organization. We'll cover this in more detail in the

next example.

Click Next. Remember that we were choosing to encrypt the email messages, so you have to

choose which encryption template to apply. It is not possible to share encrypted content marked

as Confidential or Highly Confidential with recipients outside of the organization. Therefore, you
have two remaining options: Encrypt or Do Not Forward.

Encrypt: The Encrypt option is the weaker of these two—it will simply encrypt the message

contents, meaning that a recipient will need to sign-in to view the email message via Outlook on

the Web. In this case, it is still possible to forward and/or copy/export any content within the

message.

Do Not Forward: The stronger encryption option is Do Not Forward. With this setting, you are
saying, "l want to share this with you, but | don't want you to share it with anyone else.”
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Recipients will be able to sign in and view the message, but they will find it very difficult to get
any of that information shared beyond themselves (however, they can still reply to the sender).

New DLP policy

. Choose the information to protect

. Name your policy

. Choose locations

Policy settings

® Review your settings

Encrypt email messages (applies only to content in Exchange)

Messages containing the sensitive info you specified will be encrypted with your chosen protection setting from Azure Information Protection.

Encrypt messages with this protection setting

Do Not Forward v

Chi tect ti N
o0se prote ‘C,n seting ill be able to interact with the messages as normal but won't be able to remove encryption.
Highly Confidential | All Employees

Confidential \ All Employees
Encrypt

Do Not Forward
=

gs

Proceeding to the last step, you will find that it is possible to test the policy first, and you can
choose whether policy tips “show up” or not while doing this. Otherwise, it basically has the
same effect as just turning it on (you just get the option to disable policy tips in test mode—that
seems to be the only functional difference).

New DLP policy

Choose the information to protect

Name your policy

Choose locations

Policy settings

Review your settings

Do you want to turn on the paolicy or test things out first?

Do you want to turn on the policy right away or test things out first?

Keep in mind that after you turn it on, it'll take up to an hour for the policy to take effect.

@ Yes, turn it on right away
O I'd like to test it out first
(] Show policy tips while in test mode

O No, keep it off. I'll turn it on later.

Finally, you can proceed to review your settings and Create the policy to finish.

When an end-user drafts an email message or attaches a file containing sensitive content, a
Policy Tip will appear in Outlook or Outlook Web Access, telling the recipient that this message

will be encrypted:
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testing the GLBA policy - [InPrivate] - Microsoft Edge = O X

& outlook.office365.com

3E Send @ Attach ¥  Protect Discard  see X

Policy tip: This email will be encrypted. Recipients can access them using Microsoft secure message encryption viewer.

Learn more

To o outsiderecipient@domain.com X Bec

testing the GLBA policy

Hey, | wanted to share this super sensitive information with you, a social security number!
452-13-2434

Hope that helps!

K, e

b3
b=
w
H
(=
®
|=
I
i
"
b
M|
1]
il
@
)
><m
I

m Discard @]V @ t.:ag &v‘ v B [ Oraftsaved at 514 PM

If you had selected the option to notify the person sharing the content, then they would also
receive an email after sending that looks like this:

D Replyall|v [0 Delete Junk|v  ese X
Notification: testing the GLBA policy

Microsoft Outlook B & 5 Replyall |v

oday, 517 PM

Alex Fields; Alex Fields ¥

Label: Delete items not modified in 5 years (5 years) Expires: 8/1
.v' testing the GLBA policy o~
12KB
Download Save to OneDrive - itpromentor.com
Your email message conflicts with a policy in your organization. Issues:

+ Message is sent to people outside your organization.
« Message contains the following sensitive information: U.S. Social Security Number (SSN)

Message is attached.
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The recipient experience, in this case, is determined by the fact that we chose to encrypt the
message. That means they will not receive the actual message contents, but rather a link that will
lead them to a Microsoft sign-in page.

|- Compose

testing the GLBA policy Inbox & B

Inbox

Snoozed Alex Fields @ 517PM(5minutesago) Y5
tome -

] Office 365
Spam

Trash Alex Fields (Alex@itpromentor.com) has sent you a protected message.

Important
gi 1]'l~‘
Sent

-

Categories

BUSINESS
Read the message
EDUCATION

FINANCES

Notes
2 . Learn about messages protected by Office 365
online Shopping )

re, please read our Pr Statement.

Click here to enable desktop notifications for Gmail. Learn more Hide

t Way, Redmond, Wi

This is the same experience described with setting up email encryption using Azure Information
Protection—the recipient will be logging into Microsoft's Outlook on the Web, using either their
public email identity (for example, a Gmail account as in the example above), or a Microsoft
account. Therefore the message never really leaves the Office 365 environment.

Example 2. HIPAA: File an incident report

Service providers in the U.S. medical industry, and their associates, can be subject to HIPAA laws
(Health Insurance Portability and Accountability Act). Usually this means that allowing electronic
Protected Health Information (ePHI) outside of the organization (“Covered Entity” in HIPAA
language) should be avoided. However, this type of information sharing is

sometimes unavoidable and even necessary in the course of normal business—especially with
regards to certain vendors and partner organizations with whom the covered entity has a
Business Associate Agreement (BAA).

Still, whenever ePHlI is shared externally, whether by accident or in the normal course of
business, according to HIPAA, there needs to be an incident report kept on file by the Covered
Entity. We can automate this filing using a simple shared mailbox and a DLP policy, which will
deposit any detected incidents into an email report.

First, create a shared mailbox in Exchange Online, and give it a descriptive name such as "HIPAA
Incident Reports.” Go to recipients > shared > New Shared Mailbox (+). From here, fill in the
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Display name, email address, and grant access to at least one user (often the designated HIPAA
officer). Click Save after making your selections.

Office 365 Admin

Exchange admin center

dashboard mailboxes groups resources contacts [shared | migration

news chared mallbo
ew shared .
dvanced threa ailboxes allow a group of users
common mailbkox and share a
Sl e common calendar. Learn more
*Display name:
obile HIPAA Incident Reparts
public folders *Email address
. [
hipaareports & | itpromentor.com ¥
unified messaging

From the Security & Compliance center, go to Data loss prevention > Policy. Choose Create
a policy.

Microsoft 365 Security & Compliance 2 & 7 (BF
Home = Data loss prevention

Use data loss prevention (DLP) policies to help identify and protect your organization’s sensitive information. For example you can set up policies to help
{ny Home make sure information in email and docs isn't shared with the wrong people. Learn more about DLP

A\ Alerts

+ Create a policy

Name Order Last modified Status

& Permissions

= Classifications

No data available

[_'ﬂ Data loss prevention

Policy

Device management =

As you step through these screens, give your policy a descriptive name. | will choose to
protect All locations in Office 365 (e.g. SharePoint libraries/Teams sites also) in this example.
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Next you will want to be sure to choose the Use advanced settings option, so that we can edit
things more to our liking.

New DLP policy . P4
Customize the type of content you want to protect

Select 'Find content that contains’ if you want to quickly set up a policy that protects only sensitive info or labeled content. Use advanced
Choose the information to protect settings for mare options, such as protecting content in email messages sent to specific domains, attachments with specific file extensions,
and more.

O Find content that contains: (©)

Pll Identifiers
Medical Terms

Name your policy

Choose locations
Detect when this content is shared:

Policy settings

@ Use advanced settings (O] «
Review your settings
)

Expand Content that matches U.S. HIPAA, and choose the option to Edit rule.

New DLP policy . X
Customize the type of content you want to protect

The rules here are made up of conditions and actions that define the protection requirements for this policy. You can edit existing rules or
. Choose the information to protect create new ones. Learn more about DLP rules

Name your policy

Name Status Priority
Choose locations

“~ Content matches U.S. HIPAA D 1

Policy settings

I # Edit rule I‘ 1 Delete rule

Review your settings
Conditions

Detect content that's shared
with people outside my organization

Sensitive info types
PIl Identifiers
Medical Terms

Actions

Notify users with email and policy tips

Optionally: Under User notifications, you can notify end-users and give them an opportunity to
provide business justification or identify false positives. The “override” piece is useful when
policies are designed to block sharing—which is configured under Actions. But we're not
concerned with that here—we just want incident reports. Don’t worry about the override option
in this example, then, because we'll leave it turned off in this instance. | do want you to be
aware, however, that these things are also in your menu of options when deploying DLP. For
example, | have also written some custom text for the end-user notifications and policy tips.
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Content matches U.S. HIPAA

MName Conditions Exceptions Actions User notifications User overrides Incident reports

“™ User notifications

Use Maotifications to inform your users and help educate them on the proper use of sensitive info.

optional

Email notifications

@ MNotify the user who sent, shared, or last modified the content. «

() Motify thess people:

B customize the email text

Sharing ePHI externally should be avoided. Always verify that there is a )
Business Associate Agreement (BAA) in place with the recipient organization. option al

Policy tips
B customize the policy tip text

Sharing ePHI externally should be avoided. Always verify that there is a
Business Associate Agreement (BAA) in place with the recipient organization. 0 p‘“o na |

“ User overrides

Let people who see the tip override the policy and share the content.
optional
e Require 3 business justification to override
B Cveride the rule automatically if they report it as a false positive
i

Cancel x

Next (and most importantly) configure Incident reports. Switch the setting to On, and be sure
to edit the recipients using Add or remove people. Be sure to add your newly
configured HIPAA Reports shared mailbox.

You will also notice there are options here for whether to include the content that was shared
along with the incident report—this may or may not be advisable depending on how you handle
incident reports. For instance, you may only need to show that an incident was recorded, and
not what the explicit content actually was. | recommend consulting with an attorney who
represents your organization and is versed in HIPAA. Save the settings when you are done.
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Content matches U.S. HIPAA

Name Conditions Exceptions Actions User notifications User overrides I Incident reports I

“ User overrides

Let people who see the tip override the policy and share the content.

@@ o

] Require a business justification to overnde
B Override the rule automatically if they report it as a false positive

# Incident reports

Use this severity level in admin alerts and reports:

Medium

Use email inciclent reports to motify you when a policy match occurs.
Cn

Send notifications to these people

hipazreports@itpromentor.com
Add o remove people « be sure to edit the recipients
using Add or remove people

All incident reports include information about the item that was matched, where the match occurred. and the rules and policies it triggered.
You can zlso include the following information in the report:

B The name of the person who last modified the content

E The types of sensitive content that matched the rule

B The rule's severity level

B The contant that matched the rule, including the surrounding text
B The item containing the content that matched the rule

P Feedback

Finally, you can say Yes, turn it on right away, then Next and Create on the final screen, to
finish the wizard, and after reviewing your choices. This can take some time to take effect.
Sometimes it's fast, other times | have waited for more than hour.

New DLP
Do you want to turn on the policy or test things out first? *

Do you want to turn on the policy right away or test things out first?

Choose the information to protect
Keep in mind that after you turn it on, it'll take up to 2n hour for the palicy to take effect.

Name your policy I @ Yes, turn it on right away I «

O I'd like to test it out first

Choose locations [ Show policy tips while in test mode

() Mo, keep it off. Il turn it on later.

Policy setti

Review your settings
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The result of this policy is that any detected Personally Identifiable Information (PIl) that is used
in connection with known Medical Terms will generate an incident report that is filed in our
shared mailbox. If ever auditors (or litigators) want to see your incident reports, you can simply
do an export of this mailbox to PST. See below an example of one of the messages in the
incident reports mailbox.

Rule detected - Content matches U.5. HIPAA - [InPrivate] - Microsoft Edge = O *
& outlook.office365.com
D Replyall|v T Delete Junk|v s X

Rule detected - Content matches U.S. HIPAA

Microsoft Qutlook 9 Replyall | v
Today, 12:47 AM

HIPAA Incident Reports %

o DLP test: HIPAA
(~] 14 KB e

Download Save to OneDrive - itpromentor.com I

A match of one or more of your organization’s policy rules has been detected.

Service: Exchange

Matched item:

<SMN1PR20MB049691FES30F9C46BFD4BBA2DADT0@ SN 1PR20OMBO496.namprd 20.prod.outloock.com>

Title: DLP test: HIPAA

Document owner:

Person who last modified document:

Person sharing item: Alex Fields Alex@itpromentor.com ~

If you also had the user notifications turned on, then the individual sharing the content will see
the custom alert text you entered, known as a policy tip. They'll also get an email, after sharing it.
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DLP test: HIPAA - [InPrivate] - Microsoft Edge = O X
& outlook.office365.com,
= Send @ Attach v Protect Discard  »»+ x
~
n
Policy tip: Sharing ePHI externally should be avoided. Always verify that there is a Business Associate Agreement (BAA) in place with
the recipient organization. Leamn more
To °.--r.r.- L T4 Bee
Cc
DLP test: HIPAA
Vallean Fonll sy Dammbesa 200l 115070050 s 0e o =K el Falluge Bronase, vl Do Deees Dz Dy aliom
=red boir paemed ol e st 1 owoed s s e d o S ke
MM A B I U & A Z 2 Z€ 3= ==& % ¥ % v
m Discard @ hd © t.r:'lj é‘ v B [ oOraftsaved at6:45 pM
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Advanced Threat Protection (ATP) includes the following policies which are configurable from
Threat Management > Policy:

Safe Links — Hyperlinks which exist in email messages or other content in Office 365 are re-
written into a new URL which includes a Microsoft “wrapper.” The Microsoft URL acts like a
proxy, launching the links—and the links that are found within those links, and the links within
those links—before sending your own web browser on to the “real” destination. This allows
Microsoft to test out in advance if a website has “gone dark” or contains potentially bad content,
before you get there.

WARNING: it is important to realize how this timing works—the scans are taking place literally at
the time you click the link, not when the link was created or sent.

Safe Attachments — Safe attachments will essentially launch any downloadable attachment and
execute it in a virtual machine (what they call ‘detonating’), before allowing it to go on to the
end-user. This sandbox environment is looking for behaviors that are unusual or abnormal, and
which could represent malware. This is beyond virus scanning-it is looking for zero-day threats—
stuff without signatures.

WARNING: enabling this feature will cause noticeable delays in delivery of certain
content/attachments. In some cases, | have seen some email messages delayed by up to 10
minutes.

Anti-phishing — ATP anti-phishing policies allow you to put in place some anti-impersonation
protections against specific mailboxes and domains. You can enable policy tips that would, for
example, raise a user’s attention to the fact that a domain name contains unusual characters
(e.g. a zero instead of the letter "O"), which is often exploited in certain attacks/spoof attempts.
Furthermore, you can apply “Mailbox intelligence” which applies machine learning to the
message exchange patterns between your users and their usual contacts. This helps Microsoft
identify when a known contact sends a suspicious message, which may actually be an
impersonator standing in the shoes of that contact. | know what you are thinking: SkyNet was
just born.

Safe Links
Navigate to the Security & Compliance Center > Threat Management > ATP Safe Links.
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{ny Home
[_'ﬂ Data loss prevention
EI Data governance

A Threat management
Dashboard
Real-time reports
Review
Policy

= Mail flow

Microsoft 365 Security & Compliance

Home > Policy

Protect users from
phishing attacks (like
impersonation and
spoofing), and use safety
tips ta wam users about
potentially harmful
messages.

Protect your organization's
email from spam
including what actions to
take if spam is detected.

DKIN

Protect your organization
from malicious content in
email attachments and
files in SharePoint,
QOneDrive, and Teams.

Add DKIM (DomainKeys
dentified Mail) signatures
to your domaing so
recipients know that email
messages actually came
from your users.

inks

Protect your users from
opening and sharing
malicious links in email
messages and Office 2016
desktop apps.

Protect your organization's
email from malware,
including what actions to
take and who to notify if
malware is detected.

Feedback .

First edit the "organization wide" Default policy, from the first box up top. You can choose your
own level of involvement here, and outright block specific URLs if you like. Otherwise, you can
choose to enable it for Office 365 Pro Plus, Office for iOS and Android, and optionally Office
Online apps. Last, you do not have to track the clicks if you don't want to (I don't, typically), or to
allow users to click through to the destination from a warning page when a problem is detected.

Save the policy.

{ Home
[4 Data loss prevention
B Data governance

& Threat management

Dashboard
Real-time reports
Review

Policy

== Mail flow

EI Data privacy

p Search & investigation

| Reports

@ Service assurance

Microsoft 365 Security & Compliance

Home > Safe links

Safe links

Safe links help prevent your users from foll

Reports for this feature just
Policies that apply to the entire
s e

NAME

Policies that apply to specific re
+ B-e

ENABLED NAM

St

Advanced threat protection policy - Google Chrome

otection.office.com;

ettings that apply to content across Office 365

For the locatior
¥ Do not tr

¥ Do not let

Safe Links will be used in:

Cancel

iin your organization interact with safe links. Learn more about safe links

g experience.

lhen users click safe finks

 click through safe links to original URL:

f above applications:

Then it is also possible to scroll down and add (+) a new policy that applies to specific
recipients/domains.
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Policies that apply to specific recipients
+ B~ &
ENABLED NAME PRICRITY

There are no items to show in this view.

Normally you would select On to re-write URLs for incoming messages. | also enable the safe
attachment scanning ("Use safe attachments to scan downloadable content”, even though we did
set a policy up for attachments on messages, this would apply the safe attachments sandbox
detonation to “"downloadable content” which are coming from the safe links.

liance y I

me > Safe links

Safe links

Reports for this feature just| ; N ; R n

wtireq @

75 S

oo [

| usually apply this policy to the entire domain, but you can also use group membership,
etc. Save after making your selections.

In some cases, the scanning may take longer than usual, and the end-user could be presented
with this warning page, with an option to click through to the website.
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] Office 365

Microsoft
& This link is being scanned

The following link is E=ing scanned to determine if it indudes malicious sofoware:

| TRIERI FH

Try clicking the ink in & few minutes after the scan is done. Learn mare about Malwars

X Close this page and wait for the scan to finish

CHGMknft | legd | Pheg | F

And in other cases, when it finds malicious content, end-users will see this page instead.

] Office 365

Microsoft

A This website has been classified as malicious.

We recommend that you cliose this web page and NOT CONUNUE 1o TS Weose

K Close this page.

Remember that the option to click through to the site can be presented, or not, as per your

policy selections. And while | suppose false positives could be possible, why risk it? | usually
prevent them from being able to do this.
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Microsoft also has a website for messages that have been processed (and subsequently,
rewritten) by Safe Links, you can use this decoder (https://www.0365atp.com/) to return the
original URL. To use it, simply copy a rewritten URL from a processed message and then paste it
in the link window. The decoded link will appear below.

f

2 [ www,0365atp com i L

https://support.office.com/en-us/article/Set-up-Office-365-ATP-safe-
attachments-palicies-07AERS46-8194-4E13-867 3-FERCDADIATTS Pui=en-

Us&rs=en-U5&ad=15%

Safe Attachments

Return to the Security & Compliance Center to set it up. From Threat management >
Policy choose ATP safe attachments.
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Microsoft 365 Security & Compliance

Home > Policy
{ny Home

[_'ﬂ Data loss prevention
B Data governance

A& Threat management

Dashboard
Real-time reports Anti-spam
Review

== Mail flow

Protect users from
phishing attacks (like
impersonation and
spoofing), and use safety
tips to warn users about
potentially harmful
messages,

Protect your organization's
email from spam,
including what actions to
take if spam is detected

ATP safe atta

¢

DKM

&

chments

Protect your organization
from malicious content in
email attachments and
files in SharePaint,
OneDrive, and Teams.

Add DKIM (DomainKeys
dentified Mail) signatures
to your domains 5o
recipients know that email
messages actually came
from your users,

ATP Safe Links

Protect your users from
opening and sharing
malicious links in email
messages and Office 2016

desktop apps.

Protect your organization's
email from malware,
including what actions to
take and who te notify if

@

malware is detected.
Feedback

Here you can start by checking the box for Turn on ATP for SharePoint, OneDrive and
Microsoft Teams, but again—be forewarned. This move could impact performance. Now go
ahead and click the + plus button to add a new policy.

Microsoft 365 Security & Compliance

{ny Home
[_'ﬂ Data loss prevention
EI Data governance

A& Threat management

Dashboard

Real-time reports

Review
+ B- &
Policy ENABLED NAM
B The e no items to show in this
== Mail flow
&) Data privacy —
Save

Use this page to protect your organ

Home > Safe attachments

Safe attachments

s library is

r specific users or groups to help prevent pe
r email

and Microsoft Teams

ization from malicious content in email attachments and files

dentified as malicious, ATP will preve

PRIORITY

n SharePoint, OneDrive, and

Microsoft Teams.

ent users from opening and downloading the file. Leam more about

ople from opening or sharing email attachments that contain malicious content.

Reports for this feature just got better. Check out the new report in the Security and Compliance Center for an
enhanced reporting experience.

Feedback

First choose whether to simply Monitor this policy, straight up Block detected malware,

or Replace (remove the attachment but deliver the message body without the attachment). The
last option, which is newer, is Dynamic Delivery, which is basically picking Replace and
delivering the message right away, but only reattaching the content if it passes the scan. This
can help with those delivery delays | mentioned, but again, attachments can be delayed.
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No matter what you pick here, you are also going to want to elect some administrator-
monitored address to which content that is flagged or stripped can be redirected. Set your
conditions (e.g. domain, group, etc.) and Save the policy.

new safe attachments policy

*Mame:

Attachment Policy

Description:

Safe attachments unknown malware response

Select the action for unknown malware in attachments.Learn mare

Warning

Meonitor, Replace and Block actions may cause significant delay to email delivery. Learn more

Dynamic Delivery is only available for recipients with hosted mailboxes, Learn more

If you choose the Block, Replace or Dynamic Delivery options and malware is detected in attachment, the

message containing the attachment will be quarantined and can be released only by an admin.
Off - Attachment will not be scanned for malware.
Manitor - Continue delivering the message after malware is detected; track scan results.
Black - Block the current and future emails and attachments with detected malware,
Replace - Block the attachments with detected malware, continue to deliver the message.

® Dynamic Delivery - Deliver the message without attachments immediately and reattach once

scan is complete.

Redirect attachment on detection
Send the blocked, monitored, or replaced attachment to an email address.

#| Enable redirect
Send the attachment to the following email address

malware@itpromentor.com

¥ Apply the above selection if malware scanning for attachments times out or error occurs.

Applied To
Specify the users, groups, or domains for whom this policy applies by creating recipient based rules:
*If...

The recipient domain is - | ‘itpromentor.com’

| add condition |

Except if...

| add exception |

Save | | Cancel
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If using the Dynamic Delivery option, you may receive a warning stating that this option
applies to Office 365-hosted mailboxes only (not hybrid on-premises otherwise). After you have
reviewed the settings, Save again on this page.

Microsoft 365 Security & Compliance o & 7 (AF

Home = Safe attachments

Safe attachments

Use this page to prot ur organization from malicious content in email attachments and files in SharePoint, OneDrive, and Microsoft Teams,

Data loss prevention

and Microsoft Teams

eams library is identified as malicious, ATP will pre
Teams

Protect files in SharePoint, OneDri

arn more about

nt users from opening and downloading the file.

Data governance

rd

Threat management

cific users or groups to help prevent people from opening or sharing email attachments that contain malicio

r email

Learn more about A
Dashboard

Reports for this feature just got better. Check out the new report in the Security and Compliance Center for an

Real-time reports . q
= enhanced reporting experience.

Review
+ /70 m- e
Policy ENABLED NAME PRICRITY
Mail flow Maedument Polly o Attachment Policy
Enabled
Data privacy Relative priority: 0

& investigation

Anti-Phish

Find Threat management > Policy from the left menu. Choose ATP anti-phishing.

Microsoft 365 Security & Compliance o & 7 (AF

Home > Policy

{ny Home

hing

[_‘ﬂ Data loss prevention

EI Data governance

e Threat management

Dashboard
Real-time reports

Review

Policy

== Mail flow

Protect users from
phishing attacks (like
impersonation and
spoofing), and use safety
tips to warn users about
potentially harmful
messages,

Protect your organization's
email from spam
including what actions to
take if spam is detected.

DKIM

Protect your organizaticn
from malicious content in
email attachments and
files in SharePaint,
OneDrive, and Teams.

Add DKIM (DomainKeys
dentified Mail) signatures
to your domains so
recipients know that email
messages actually came
from your users

Protect your users from
opening and sharing
malicious links in email
messages and Office 2016
desktop apps

Protect your organization's
email from malware,
including what actions to
take and who to notify if

malware is detected.
Feedback

Simply choose to + Create a new policy. Give it a name and Next.
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Create a new anti-phishing policy. . X
Name your policy

You'll start by naming your policy and choosing who it applies to or excludes, After it's saved, you'll be able to refine the default

Name your policy impersonation, speofing. and advanced settings.
Name * (O
[ ] Applied to ATP Anti-Phish 3cl'c'}i
@  Review your settings Description

Enter a friendly description for your policy

“ cencel

You must add a condition for how this policy is applied. | normally apply this policy to the entire
tenant, but you can also use group membership or some combination of a group/domain and
exceptions. After completing the conditions, choose Next.

Create a new anti-phishing policy.

Applied to

Define recipients or domains in your organization this anti-phishing policy will apply to or exclude. For example, you may apply
this policy to your organization's executive team.

+ Add a condition Vv

The recipient is 3 member of

. Name your policy

Applied to

@ Review your settings
The recipient domain is

when.
The recipient is
The recipient is a member of

The recipient domain is

Now you basically Create this policy, then go back and edit the individual settings.

189




Create a new anti-phishing policy. . . K
Review your settings

Policy name Edit

. Name your policy

ATP Anti-Phish Palicy

. Applied to Description Edit

@ Review your settings
Applied to Edit

Except if the email is sent to:
itpromentor.com

() After you create this policy, you'll be taken to the 'Edit’ page to review the default impersonation, spoofing, and advanced settings.
From here, you can refine these settings further as needed.

First, Edit the Impersonation settings. You can only choose up to 60 users for this, so it's
recommended to focus on key roles such as CEO, CFO, and the like. Since I'm Chief Awesome
Sauce here at ITProMentor.com, | added myself to this list.

Edit impersonation policy ATP Anti-Phish Policy

Editing Add users to protect

Add up to 60 internal and external users you want to protect from being impersonated by attackers.

We recommend adding users in key roles. Internally, these might be your CEO, CFO, and other senior leaders. Externally, these
could include council members or your board of directors.

Get tips for adding users to protect

Add users to protect

Add domains to protect
@ on

D Display name Email
Mailbox intelligence

D Alex Flelds Alex@itpromentor.com
Add trusted senders and domains

Review your settings

=
Feedback

This is self-explanatory, you can choose which domains to include.
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ATP Anti-Phish Policy

Edit impersonation policy

Editing Add domains to protect

Add users to protect Automatically include the domains | own (O

@& o

CiView domains | own

Add domains to protect

Include custom domains (0

@D on

Actions

Mailbox intelligence Add domains (O

Add trusted senders and domains

Review your settings

Now you can begin to choose some actions. In this example | am choosing Quarantine, but you
may prefer to redirect this message to an administrator. Check out the Turn on impersonation
safety tips link on this page, also.

Edit impersonation policy ATP Anti-Phish Policy
Editing Actions

Add users to protect If an attacker impersonates the users or domains you specified, we'll apply the actions you choose here.

If email is sent by an impersonated user:

Add domains to protect
Quarantine the message v

We'll quarantine the message until you review it and decide whether it should be released. Learn how to manage quarantined

Actions messages

) ) _ If email is sent by an impersonated domain:
Mailbox intelligence

Quarantine the message T

We'll quarantine the message until you review it and decide whether it should be released. Learn how to manage quarantined

Add trusted senders and domains messages

Review your settings Turn on impersonation safety tips to show a waming in the recipient's email if we detect the message is an impersonation attack.

m Cancel

These notifications can help warn users if impersonation is suspected.

191




Show tip for impersonated users (1)
On

Show tip for impersonated domains (1)
On

Show tip for unusual characters (1)
On

[
Feedback

Here is where the machine learning comes in—Mailbox intelligence will figure out what mail-
flow patterns are “typical” in the org, and then applies this learning to look for anomalies. If
that's too Big Brother for you, leave it off. I'll leave it on for a while and report back my findings.

ATP Anti-Phish Policy

Edit impersonation policy

Editing Mailbox intelligence

Add users to protect Mailbox intelligence analyzes your cloud-based users’ mail flow patterns to determine which contacts they communicate with
mast often. This helps us maore easily identify when an email message might be from an attacker who's impersonating one of
those contacts.

Add domains to protect
fLearn more about mailbox intelligence

Enable mailbox intelligence?

@ on

Actions

Mailbox intelligence

Add trusted senders and domains

m Cencel

Review your settings

It is also possible to exclude certain senders and domains from this policy, like a whitelist. If you
have the same added to your anti-spam policies, it doesn't matter, you have to add them here
also.
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Edit impersonation policy

Add users to protect

Add domains to protect

Actions

Mailbox intelligence

Add trusted senders and domains

Review your settings

ATP Anti-Phish Policy

Editing Add trusted senders and domains

Messages from the sender email addresses and domains you add here won't ever be classified as an impersonation-based attack.
As a result, the actions and settings in this policy won't be applied to messages from these senders and domains.

Trusted senders

Save Cancel

Now you can just review the settings and Save.

Edit impersonation policy

Add users to protect

Add domains to protect

Actions

Mailbox intelligence

Add trusted senders and domains

Review your settings

ATP Anti-Phish Palicy

Editing Review your settings

Add users to protect
Protected users

Alex Fields:alex@itpromentor.com

Add domains to protect
Include the domains | own

Protected domains

Actions

Actions for email from impersonated users
Quarantine the message

Actions for email from impersonated domains

Save Cancel

Edit

Feedback

Next edit the Spoof settings of the policy. They have this action set to Junk mail folder by
default, but | prefer Quarantine. Choose Save.




ATP Anti-Phish Policy

Protect your users against
spoofing-based attacks

Editing Actions

Spoofing filter settings If the person spoofing your domain isn't an allowed sender, we'll apply the action you choose here.

X If email is sent by someone who's not allowed to spoof your domain
Actions

| Quarantine the message v

We'll quarantine the message until you review it and decide whether it should be released. Learn how to manage quarantined
messages

“ Cancel

Review your settings

Last you can edit the Advanced settings. There are four different levels of aggressiveness. It is
on 1 (Standard) by default, but | recommend at least 2 (Aggressive), and you may consider going
even higher to 3 or 4 (Most Aggressive).

Advanced settings ATP Anti-Phish Policy

Editing Advanced phishing thresholds

Control how aggressive you want Office 365 to be in handling messages that might be phishing attacks. Being more aggressive
may increase the amount of false-positives. Learn more about these threshald levels

Advanced phishing thresholds

Review your settings
1 - Standard

- Uses an aggressive level of
settings for handling
phishing messages

4 - Most Aggressive

“ Cancel

If you like, you can review your settings for the policy again.
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Edit your policy ATP Anti-Phish Policy X

il Delete policy

Customize the impersonation, spoofing, and advanced settings for this policy. Learn more

Priority
Status
Last modified

Policy setting

Impersonation

Spoof

Advanced settings

1]
On
August 14, 2018

Policy name
Description
Applied to

Users to protect

Protect all domains | own

Protect specific domains

Action > User impersonation
Action > Domain impersonation
Safety tips » User impersonation
Safety tips > Domain impersonation
Safety tips > Unusual characters
Mailbox intelligence

Enable antispoofing protection
Action

Advanced phishing thresholds

ATP Anti-Phish Policy

If the recipient domain is:

itpromentor.com

On - 1 User(s) specified
On
Off
Quarantine the message
Quarantine the message
On
On
On
On

On
Quarantine the message

2 - Aggressive

about these settings

Edit

Edit

Edit

Edit

Feedback

Microsoft 365 Business: Continued improvement

The ironic thing about publishing anything in the world of technology is that it is instantly out of
date as soon as it goes to print. This is even more true with Microsoft 365 and other cloud
products. Things change quickly, and sometimes you can't help but feel like someone moved

your cheese on you.

However, the overall structure of the Microsoft 365 bundles should remain basically the same.

They will likely always include:

e Office/Productivity software such as: email (Exchange Online), chat/communications
platform (Teams), and file-sharing and collaboration tools (SharePoint Online). And of
course, there are so many more—To-Do, Planner, Bookings, Invoicing, Forms, Flow,
PowerApps, StaffHub, Stream, and so on.

¢ Identity and Device management will continue to be supported by Azure Active

Directory and Microsoft Intune/Device Management

e Security & Compliance tools and add-ons like Azure Information Protection, Archiving
and Retention, Data Loss Prevention, Advanced Threat Protection—and maybe others!
e Windows 10 subscription
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There are a few other built-in features | would like bring to your attention before we conclude.

Alert Policies is something in the Security & Compliance Center (https://protection.office.com)
that should be on your radar. They allow you to generate email notifications (alerts) when

certain events happen in Microsoft 365.

Choose Alerts > Alert policies.

Home > Alert policies

{y Home Alert policies

A\ Alerts

Dashboard

+ New alert policy

Alert policies [] Name

View alerts

dvanced alerts

|:| Creation of forwarding/redirect mule

|:| Messages have been delayed

D eDiscovery search started or export...

D Elevation of Exchange admin privile...

Severity

Medium

Low

Low

High

Type

System

System

System

System

Use alert policies to track user and admin activities, malware threats, or data loss incidents in your erganization. After choosing the activity you want to be alerted
on, refine the pelicy by adding conditions, deciding when to trigger the alert, and whe should receive notifications. Learn m
More advanced alerting capabilities are available threugh €5, Threat intelligence or Advanced compliance subscriptions. Learn more

out alert policies

Category Date modified Status

Threat management -

Permissions

Threat management -

Mail flow
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https://protection.office.com/

From here, you should see at least these four policies which are created by default:

e eDiscovery search started or exported
e Elevation of Exchange admin privilege
e Creation of forwarding/redirect rule

e Messages have been delayed

“Bigger” subscription bundles such as E5 include many more alerts. But for the SMB, this is a
good list of defaults. | especially like elevation of privilege and creation of forwarding/redirect
rules (this is one of the first things attackers will attempt if they gain control of a mailbox
account). See here for more detail on the default policies included with each subscription:
https://docs.microsoft.com/en-us/office365/securitycompliance/alert-policies

If you don’t monitor the inboxes for your tenant admins day to day, then you should probably
edit these default policies now, and change the recipients to people who will actually see the
alerts and take action.

Microsoft | Compliance

BUbBdal  Creation of forwarding/redirect rule

2= <=

Some sections of this alert cannot be edited because it's a default policy.

“~ Home

Alert pol

Use alert policies
threats, or data e
choasing the act

Alerts

Dashboard policy by adding i
alert, and whao sh Status on
: about alert polici
View b F - . L
More advanced 2 Descripti Thls alert is trl_gg#red when someone H
on in your organization sets up auto- 4

ES, Threat intellic

subscriptions. Le, forwarding, email forwarding, redirect

rule or a mail flow rule -v1.0.0.4

Manage advanced alerts
= New alert Severity ® Low

Permissions

Alert policies

Category Threat management

E‘ Name
= Classifications — . - .
= Conditio Activity is Created mail
) ns forward/redirect rule
[[] episcove
Data loss prevention .
Aggrega Single event
D Elevation tion
Data governance
| Scope All users
Creation
, Threat management
[:I Message: mail rec TenantAdmins
Mail flow 5 item(s) loaded Close

|~

When an event occurs that trips this alert, you can expect an email notification like the one

pictured below.

197



https://docs.microsoft.com/en-us/office365/securitycompliance/alert-policies
https://docs.microsoft.com/en-us/office365/securitycompliance/alert-policies

Search Mail
@ Foldel 5 Replyall | ¥ il Delete Junk|¥ === x
~ Favorite|
™ 1) Office 365 _
Drafl i
7 Alow-severity alert has been triggered
Drafi

sent [\ Creation of forwarding/redirect rule

Dele| .
b Severity: ® Low
Arche
Cony
Junk - 1
CL1his |l
Mote
RSS | Investigate
Schef
- Thank you,
n-Flace | - T
he Office 365 Team
~ Groups - 1

J B8 Microsoft

You can also create other alerts to your liking. Every tenant has access to certain alerts, and if
you have subscriptions such as E5, Threat intelligence or Advanced compliance, then you will see
even more options available. In this example, I'll create a simple alert for Malware detected in a
SharePoint or OneDrive file—this one is available in Microsoft 365 Business.

198




New alert policy

o LooX
Name your alert, categorize it, and choose a severity.

Assign a category and severity level to help you manage the policy and any alerts it triggers. You'll be
Name your alert able to filter on these settings from both the ‘Alert policies’ and "View alerts' pages.

Name *

. Malware detected |
Create alert settings -

Set your recipients Description

Enter a friendly description for your policy

Review your settings

Severity * (D

® High -

Category *

Threat management =

ce n(:g'[

You can search for activities—start typing “malware” to find Detected malware in file in this
list.
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Mew alert policy

Choose an activity, conditions and when to trigger the”™
alert

. Name your alert

You can only choose one activity but you can add conditions to refine what we'll detect.

What do you want to alert on? i
Create alert settings
" Activity is

Set your recipients Select an activity

Search for activities £

Review your settings
Common user activities

User submitted email

I Detected malware in file I

How do
Shared file or folder
@ Every . )
Created mail forward/redirect rule
[ Fa’l Any file or folder activity

Now choose a recipient (or more than one). If you are a service provider it can be beneficial to
add your support contact to the GAL so it's available here.

New alert policy . , . . Lo X
Decide if you want to notify people when this alert is tr

iggered
MName your alert
B send email notifications

Email recipients

Create alert settings e Fielde

Set your recipients
Daily notification limit

Review your settings

Review your new alert and click Finish.

200




ance oo @ 7 (AR

New alert policy _ _ }
Review your settmgs

Mame Malware detected

MName your alert

Description ‘When malware is detected in SharePoint ar

. Onelrive, send an alert o
Create alert settings Edit

Severity ® High
Set your recipients Categary Threat management
Filter Activity is Detected malware in file

Review your settings

Aggregation Trigger an alert when any activity matches your

- Edit
conditions.
Scope All usars
Recipients Alex@itpromentor.com
Daily Mo limit Edit
notification
limit

Back Cancel m

Wasn't that easy? You can create all types of alerts; you can get notified when stuff happens,
when groups are changed, deleted, or new admin privilege is given to a site collection (that's a
good one, too!).
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ompliance L &8 / AF

MNew alert policy L . . x
Choose an activity, conditions and when to trigger the

alert

. Name your alert

You can only choose one activity but you can add conditions to refine what we'll detect.
What do you want to alert on?

Create alert settings
A * Activity is

Set your recipients Select an activity

admin X

Review your settings

Site administration activities

Added exempt user agent

How do I Added site collection admin I

Added user or group to SharePoint group
@ cvery

Allowed user to create groups

Bac Changed exempt user agents

Think about the things that should or should not happen in your organization. What do you
need to know about? See if you can design some alerts based on your own criteria.

Microsoft has a free interactive “security scorecard” available with any subscription. It basically
contains a list of actions that you can take to improve your tenant’s overall security posture.
Most actions are “scored,” and the more of them you complete, the higher your score.

Office 365 Secure Score ? Alex Fields  ~
Dashboard Score Analyzer
Microsoft Secure Score What's new X
Your Secure Score Summary Microsoft Secure Score is now adding

information about compliance certifications and
controls. For further information on certifications

2 3 7 Jan 29, 2019 please visit the Compliance Manager.

Risk assessment
Of 596

The following threats could be mitigated by
taking the recommended Secure Score actions.

You are currently at risk for attack.

a + Password Cracking
-
OFFICE 365 WINDOWS + Account Breach
2 37 GET YOUR SCORE - Elevation of Privilege

OF 506

Compare your score
For more information about your Secure Get the full security story with a
Score go to: Score Analyzer free Windows Defender ATP trial
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Beware, though, there is some sales-y stuff going on in here. For example, you can choose to
meet security controls in numerous ways, however, they tend to reward you with more points for
action items taken with products that are more expensive or included only in the E5 bundle. For
example: if you use Intune to manage mobile devices it is worth several times more points than
if you use the built-in MDM with Office 365.

And if you add Cloud App Security, which is not included with your subscription by default, you
could stand to add up to 100 points. Does that purchase really make you “100 points more
secure?” And if so, what does that mean, and how do they demonstrate that? Answer: they
don’t. The points seem to correspond to price tag more than actual security benefit. So it is
designed at least in part to upsell you. Just something to keep in the back of your mind—if you
chase the numbers here you may end up spending more money or adding on to what comes
bundled in Microsoft 365 Business by default.

But, I like this tool because it does give you some direction and a checklist, if you are lost and
don't know where to start with locking down your tenant.

Microsoft also continues to develop the Microsoft 365 platform, adding other new and
surprising tools. Take, for instance, the new Compliance Manager—part of the Service Trust
Portal found at https://servicetrust.microsoft.com.
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https://servicetrust.microsoft.com/
https://servicetrust.microsoft.com/

Add a Standard Assessment

Which product are you evaluating ?

| Office 365

Select a certification

CSA CCM301

FFIEC

FedRAMP Moderate
GDPR  ipaa
HIPAA

1SQ 27001:2013

15O 27018:2014
NIST 800-171

NIST 800-53

NIST CSF

The basic gist of this tool is that you can select from a number of compliance bodies to generate
an assessment scorecard that assists you in identifying how to meet those particular controls
within your tenant. You can see "Microsoft Managed Actions” and “"Customer Managed Actions.”
Your job is to focus on the latter with your customers.

. 204




Customer Managed Controls

Access authorization (Addressable)

Controls / Articles Compliance

Score

Control ID: 45 C.F.R. § 164.308(a)(4)(11)(B)

Control Title: Access authorization
(Addressable)

Description: Implement policies and
procedures for granting access to electronic
protected health information, for example,
through access to a workstation,
transaction, program, process, or other
mechanism.

Access establishment and modification (Addressable)

Accountability (Addressable)

Related Controls /
Articles

1SO 27001:2013:
AT3.2.4

FedRAMP Moderate:

P5-6(a)
NIST 800-53: PS-6(a)

More 3%

Implementation

Assigned
User Status
SlmMan age
Documents

Date

0/1 Assessed ™

Testdate  Test result

= Selectw

0/1 Assessed ™

0/1 Assessed ™

Drilling into an individual assessment, you can then assign individuals within the organization to
certain tasks, and they can upload any associated documents such as policies and procedures
that support the control. From this interface, you can track progress on individual tasks and
improve your overall posture, and any supporting documentation or screenshots will be
included and stored here for reference, giving you ease of access for future auditor review.

Pretty cool, right?
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| encourage you to continue exploring your subscription, given the ever-expanding nature of the
Microsoft Universe. In this guide, | have attempted to cover all of the major
products/components that make up the “management backbone” of Microsoft 365 Business.

In my opinion, this is a compelling end-to-end solution:

e Manage cloud and hybrid user identities alike with Azure Active Directory (add
Premium P1 for Conditional Access); tie your identities to other third-party SaaS
applications, too!

¢ Manage device platforms of all types with Microsoft Intune/Device Management
including Windows, macOS, iOS and Android

e Secure your corporate resources with additional data and application-level protections
including Azure Information Protection, Archiving, Data Loss Prevention and
Advanced Threat Protection, to name a few

On top of that, new tools like Compliance Manager are being added to the subscription all the
time. All of these things are available at an affordable price-point for small and mid-sized
businesses. Adoption for this SKU is growing, and it is already becoming clear that these tools
will be the future of modern management after the “four walls” paradigm has crumbled under
the tides of change, which was first introduced with the advent of mobile devices and cloud-
based applications.
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