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SMB



Small Businesses Are At Greater Risk Than Enterprises
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The Evolving Threat Landscape 017
Giant Equifax data breach: 143 million >$1 BlLLlON

people could be affected

Equifax says a giant cybersecurity breach compromised the personal information of
as many as 143 million Americans — almost half the country

CNNtech | September 8, 2017: 9:23 AM ET

Why ‘WannaCry’ Malware Caused Chaos for @-‘y ‘A
National Health Service in U.K. | Source: FortiGuard Labs, 2017
5/ N Y
id -~ . ’ A

Source: FBI, 2016

/)

SELF PROPOGATE

Bad Rabbit: Game of Thrones- _ aa Analysis
referencing ransomware hits Europe @ Service

NotPetya-style malware infects Kiev's metro system, Odessa airport and Russian

media, demanding bitcoin for decryption key .
The Guardian | Wednesday 25 October 2017 06.06 EDT A Ad a ptlve
Malware
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...EXisting Tools Are Not Solving The Problem

Traditional Tools are no match for the
Threats, The Malware and the Attacks that
are happening today.

Ransomware and other Malware

Web
Based attacks

Multi
Vector attacks and Threats

F:RTINET © Fortinet Inc. All Rights Reserved 5
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What You Need

EASE OF USE SECURITY COMPLETENESS BRAND &

EFFECTIVENESS EFFECTIVENESS OF SOLUTION REPUTATION

F:=RTINET Fortinet Inc. All Rights Reserved 6



SMB Fabric Solutions

Security Driven Networking



Fortinet Security Fabric

Fabric
APIs

BROAD

Visibility of the entire
digital attack surface

INTEGRATED

Protection across all devices,
networks, and applications

Endpoint/Device
Protection

AUTOMATED

Operations and response
driven by Machine Learning

Secure
Access

RTINET

Network
Operations

Network
Security

Security
Operations

Fabric

© Fortinet Inc. All

. Network Security

. Multi-Cloud Security

Device, Access, and
Application Security

. Open Ecosystem

Security Operations

Connectors

Multi-Cloud
Security

Application
Security
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Fortinet Security Fabric - SMB

. Network Security

Network
Operations

Device, Access, and
Application Security

Security Operations
Fabric

Complete Protection

Endpoint/Device
Protection

Ease of Use

Network
Increase Employee Productivity

Security

Secure
Access

Application
Security

F:RTINET

Security
Operations
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SD-WAN Use-cases to Transform Enterprise WAN Edge

Network
Operations

Application Aware WAN Reduce WAN Cost for | Simplify Operations for
=e[o]! lower Opex quick roll-out

Business Applications MPLS to Broadband Zero Touch Deployment
Steering with low latency Transition at Scale

Network

Security Top rated threat protection  Quality of Experience Single pane of glass
and detection for Direct for Voice/Video Apps management
Internet Access

Security
Operations

F::=RTINET © Fortinet Inc. All Rights Reserved. 10



Over 40% Plan to Adopt SD-WAN In 2019 — Gartner

Drivers behind SD-WAN

Digital Transformation

WAN Edge Simplification

WAN Automation

WAN TCO Reduction

F:RTINET

Over 40% Plan to Adopt SD-WAN, Hybrid WAN Technologies
by the End of 2019

100%

6% 7%
11% 12%
Mo plans to deploy at all
'E 50% Plan to deploy 2020 or later
g = Plan to deploy by 2019
- 23% e Plan to deploy by 2018
E . ® In pilot or trial stage
-—
;‘l = Have already deployed
=
c
S 0%
K SD-WAN Hybrid VWAN
(n = 299)
(n=283)

Base: Total, excluding don't know/not sure
Q15. What is the deployment status of the following technologies in your WARN network?
ID: 355369 © 2018 Gartner, Inc.

© Fortinet Inc. All Rights Reserved. 11




FortiGate — SDWAN Is a Feature

APPLICATION
AWARE

Visibility into 3000+
applications

Application-level

transaction for better
SLA

=RTINET

MULTI-PATH
INTELLIGENCE

Dynamic WAN link
selection using SLA
strategies

Automated fail-over
capabilities

A

MULTI
BROADBAND

Transport independent
with support for
Ethernet, 3G/4G

SIMPLIFIED
MONITORING

Map-based
monitoring of SD-
WAN devices

Detailed application
monitoring

Segmentation

Multi-Tenancy with
Patented VDOM

User Level segmentation
for application

© Fortinet Inc. All Rights Reserved 12



Application Prioritization and Classification

APPLICATION
VISIBILITY

CLOUD APP First Packet

@ DATABASE @ Classification

S

3,000+ Applications Dynamic Cloud Signatures Speed & Efficiency

Fortinet Deep Application Visibility

N Q
I salesforce ) ﬁ___f amazon :: Dropbox
] Office 365 @ YN N webservices P

Skype Google Cloud
for Business

D'

F::RTINET © Fortinet Inc. All Rights Reserved. 13



FortiGate Secure SD-WAN Provides Instant ROI Benefits

SLA-based
Application
Steering
@ w2
@ @ ‘lé" Internet
aws Branch @ SD WAN

m /%'"er Automation —
.ﬂ Dynamic Fail-Over
Reduce WAN Cost Business Application First |mpr0|;/§§tu5rzcurlty

F:RTINET © Fortinet Inc. All Rights Reserved. 14




FortiGate Secure SD-WAN

Centralized Management and Analytics

Zero Touch Deployment

Secure
SD-WAN

: : S—)
Purpose-Built Security Processor gres «E3»

F::RTINET © Fortinet Inc. All Rights Reserved. 15



Fortinet SD-WAN Receives “Recommendation” from

NSS Labs

Vendor QoE for VolP QokE for Video TCO per Mbps Overall Rating

Barracuda Networks | 2.49 Below Use Case | 2.75 Below Use Case $85 Caution
Citrix Systems | 4.25 Above Use Case | 4,04 Above Use Case $119 Verified
Cradlepoint 3.52 AboveUseCase | 1.10 Below Use Case $496 Caution
FatPipe Networks 4.31 Above UseCase | 3.85 Above Use Case S84 Verified
Forcepoint | 4,20 _ Above Use Case | 4.04 _ Above Use Case | S44 Verified

Fortinet 438 AboveUseCase | 4.26 Above Use Case

Talari Networks 4.37 Above Use Case | 4.47 Above Use Case 197 Recommended
Versa Networks 4.09 AboveUseCase | 4.09 Above Use Case S77 Verified
VMware 4.27 Above UseCase | 4.21 Above Use Case S97 ’ Recommended

Figure 2 — NSS Labs’ 2018 Recommendations for Software-Defined Wide Area Network (SD-WAN)

ERTINET

Highest qok forvorp
4.38 out of 4.41

B €St Total Cost of ownership
$5@749 Mbps

On Iy Security Vendor to be
Recommended

Blocked 100% Evasions

© Fortinet Inc. All Rights Reserved. 16



Secure Access

Network
Operations

Secure Connectivity Cloud Management

Simple secure access and connectivity  Deploy manage and gain visibility

as a unified solution with Firewall, to entire deployment simply and
Switch and WIFI with low touch
Network Simplify Operations through vendor Single pane of glass

Security consolidation to focus product

knowledge and keep costs down

Secure
Access

Security
Operations

SRTINET Q1FY19 v1.4.3 © Fortinet Inc. All Rights Reserved. 17



UTM Firewall



Network Security
Built around the industry’s best UTM

Security

Performance

Fabric Integration

 Wireless

« Client

« Switching

« And more...

Easy to setup, easy to manage
 Cloud management

F:ERTINET
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FortiGate Next Generation Firewall Functionality
With built in Secure SDWAN onboard

SD-WAN is Built Into FortiGate and available as part of the base license

I Secure SD-WAN I

| NGFW |
( SD-WAN
Ce b+ o TS
+ MR ] ssL
SD-WAN Bandwidth App Intrusion Antivirus URL Sandboxing SSL Inspection
Mgmt Control Prevention Filtering

355 Scalable and Easy to Deploy

F::RTINET © Fortinet Inc. All Rights Reserved. 20



Fortinet Positioned as a Leader in Gartner Magic
QU a.d raﬂt fOr UTM Magic Quadrant
f Or th e 9th tl m e Figure 1. Magic Qfl‘::\dr.zirw.'t f:or Lanified Threat Management (SMB thlj-ltif.unction Firewalls)

11 c 0 =
Fortinet continues to be a Leader, and leads in ... AT
2 o Cisco@®
UTM market share with a huge margin over other i
. [}] 8
UTM vendors in the market. Skl @
Huawei @
Juniper Networks @ @ WatchGuard
Barracuda Networks
A Venustech @ Stomshield
Hillstone Networks  Untangle
Rohde & Schwarz Cybersecurity @
Gartner [Magic Quadrant for Unified Threat Management (SMB Multifunction Firewalls), =
[September 2018] é
><
This graphic was published by Gartner, Inc. as part of a larger research document and should be evaluated in the context of the entire E
document. The Gartner document is available upon request from Fortinet >
Gartner does not endorse any vendor, product or service depicted in its research publications, and does not advise technology users to § heshel
select only those vendors with the highest ratings or other designation. Gartner research publications consist of the opinions of Gartner's COMPLETENESS OF VISION 5 As of July 2018 © Gartner, Inc

research organization and should not be construed as statements of fact. Gartner disclaims all warranties, expressed or implied, with

respect to this research, including any warranties of merchantability or fitness for a particular purpose. Source: Gartner (September 2018)
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SSL Traffic Volume

Hands Down - Outperforming the competition!

F:RTINET

2016: Point of inflection of
SSL encrypted

VS

Non SSL encrypted traffic
/ === \

[ FEERTINET
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Secure Access
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The Secure Access Solution

Product and Solutions Review



Foathtcseabaocessitay smapipitpach = Complexity

Management
Eonigatdy ontw idaeesy
* Unieplk woleasolutions Switching
¢ Blinitjdeppidicormto manage
s Nivitiepmaadaement somssiers Ritering

Inconsistent policy and networking Application

* Varying upgrade cycles ven R Q% / contrel
: RIOW RRY RASMECPEbFARRARH®N error <@
. B&ﬁ%vrﬁ%rﬂ!r@g) W@ﬁﬂhg’ Antivirus Wi-Fi Controller

- PrRIgeRO bnfiguration complexity

F::RTINET © Fortinet Inc. All Rights Reserved. 25



Fabric based approach to access

Management

FortiGate manages it all

 FortiLink
« Switch ports are an extension of your NGFW

* FortiLink wireless .
« SSIDs are an extension of your NGFW

 No additional licenses

F:=RTINET © Fortinet Inc. All Rights Reserved. 26



Deploy your network with the click of a mouse

(,.3  Plug In your devices
11

e Click to authorize them
m In your FortiGate /
FortiGate Cloud
* You're done!

QL4

 Add more switches

* The FortiGate
automatically adjusts

* No extra config needed

F:=RTINET © Fortinet Inc. All Rights Reserved 27



Configure your network from a single interface

1 _m - Assign settings in a

single place

» Configuration is pushed
to managed devices

—m * Includes wireless

settings

RBEMDEIQ

F:=RTINET © Fortinet Inc. All Rights Reserved 28



Include everything In your security policies

iy

» Set your policies

 FortiGate extends them
through the network

* Your firewall now
extends throughout the
access layer

F:RTINET © Fortinet Inc. All Rights Reserved 29



End to end visibil

ity

Multicast Traffic o X | @ AddFilter
Sniffer Traffic # Date/Time Level
System Events 1 15 hours ago [ |
Router Events 2 15 hours ago
VPN Events 3 15 hours ago
4 15 hours ago
User Events
5 15 hours ago
Endpoint Events 6 15 hours ago
HA Events 7 15 hours ago
Security Rating Events 8 15 hours ago
WAN Opt. & Cache Events 7 15hoursago EREEEEE
10 15 hours ago
WiFi Events
11 15 hours ago [ o
Compliance Events *4 |12 15hours ago
AntiVirus 13 15 hoursago
Web Filter 14 15 hoursago [ [ S|
DNS Query 15 15 hours ago
o . 16 15 hours ago [ |
Web Application Firewall 17 15 hours ago
Application Control 18 15 hours ago EEEEEEE
Intrusion Prevention 19 15 hours ago
Anomaly 20 15 hoursago EREEEEE|
. 21 15 hoursago
Learning Report
22 15 hours ago [ o
g il 23 15hoursago |[CT |
Threat Weight 24 15hoursago EREEEEE
Email Alert Settings 25 15 hoursago EREEEEE|
€ Monitor > 26 15 hoursago
Q

ERTINET

Message

Check SSH-S5L deep inspection with WF enabled drops traffic from servers with invalid server certificates

Check that Spyware / Malicious sites are being blocked by a WF policy
Check that Phishing-related sites are being blocked by a WF policy

Check that Bot net-related sites are being blocked by a WF policy

Check that proxy related sites are being blocked by a WF policy

Check that Hacking-related sites are being blocked by a WF policy

Check that Spam-related sites are being blocked by a WF policy

Check that P2P file sharing sites-related sites are being blocked by a WF policy
Check that the IPS module has an updated IPS signature package

Check that FGT performs IPS inspection on all traffic

Check that there are no general exclusions to the activated |PS protections
Check that the IPS Profile includes Protocol Anomalies protections

Check the Severity-based Protections in the IPS Policy

Check the IPS protection is enabled on Firewall policy

Check the default IPS profiles have the default action set to block

Check that all audit trails include date, time and user identification

Check the dropped out-of-state TCP packets are logged

Check that a message is displayed to locked out Administrators

Check that Administrators' accounts are unlocked after 30 minutes

Check that Administrators are locked out after 3 login failures
Check that each Firewall rule has a Comment defined

Check that each Firewall rule has a Name defined

Check that an 'Any Any Accept' rule is NOT defined in the Firewall Rule Base
Check that the hit count is enabled for FGT

Check that Out of State TCP Packets are dropped

Check the ICMP Virtual Session Timeout is set

«

See everything from connection level to

>

applications and security

© Fortinet Inc. All Rights Reserved.
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Fabric integration simplifies the network

* FortiLink & FortiLink wireless

« Configuration on the FortiGate
automatically creates and extends
network interfaces and policies through
the network elements

* Integration allows for whole fabric to
know not just devices, but who Is
using those devices...

F:RTINET

© Fortinet Inc. All Rights Reserved

31



Fortinet Positioned as a Leader in Gartner Magic
QU a.d raﬂt fOr UTM Magic Quadrant
f O r th e 9th C O n S e C u t I V e tl m e Figure 1. Magic Qfl‘::\dr.zirw.'t f:or Lanified Threat Management (SMB thlj-ltif.unction Firewalls)

11 c 0 =
Fortinet continues to be a Leader, and leads in ... AT
2 o Cisco@®
UTM market share with a huge margin over other i
. [}] 8
UTM vendors in the market. Skl @
Huawei @
Juniper Networks @ @ WatchGuard
Barracuda Networks
A Venustech @ Stomshield
Hillstone Networks  Untangle
Rohde & Schwarz Cybersecurity @
Gartner [Magic Quadrant for Unified Threat Management (SMB Multifunction Firewalls), =
[September 2018] é
><
This graphic was published by Gartner, Inc. as part of a larger research document and should be evaluated in the context of the entire E
document. The Gartner document is available upon request from Fortinet >
Gartner does not endorse any vendor, product or service depicted in its research publications, and does not advise technology users to § heshel
select only those vendors with the highest ratings or other designation. Gartner research publications consist of the opinions of Gartner's COMPLETENESS OF VISION 5 As of July 2018 © Gartner, Inc

research organization and should not be construed as statements of fact. Gartner disclaims all warranties, expressed or implied, with

respect to this research, including any warranties of merchantability or fitness for a particular purpose. Source: Gartner (September 2018)
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FortiGate Entry Level (30 - 90 Series)

FG-94D-POE

FWF-90D/-POE

FG-60D/-POE FG-90D/-POE

FWF-60D/-POE FG-70D

FG/FWF-60D- ~ _
3G4G - = -
FGR-60D FG/FWF-92D

Performance & Scalability

FG-30D/-POE
FWF-30D/-POE

<1G 1G-2G 2G-4G
s 250MB-1G 275MB-1G

S
e
. i

S0C2

1-5GE 1-10GE 1-48 GE

=RTINET © Fortinet Inc. All Rights Reserved.
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Secure Unified Access Ethernet

Pervasive Security with Fortinet Security Fabric Integration powered by FortiLink.

FortiSwitch

Secure

FortiSwitch becomes a logical extension of
the FortiGate when connected via FortiLink
Simple

Simplified Management, Deployment, and
Network Architectures.

Scalable

Stackable up to 300 switches per
FortiGate.

FortiSwitch becomes a logical extension of the FortiGate

F::=RTINET © Fortinet Inc. All Rights Reserved. 34



FortiSwitch Deployment Options

FortiLink

FortiGate Managed. Security Fabric Enabled.
Most common deployment model

FortiLink

F:RTINET

Stand Alone

Industry Standard Deployment Model
Common in non-FortiGate environments

cul | —

- L

-7 e

- ———
’————

N AP RER

A -
\\

Command | >_

Line |

= s

(s
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FortiSwitch Secure Access Switch Family

Entry

100 Series
= Entry Level Switch

= Desktop to wiring
closet.

= 8to 24 ports, POE
Capable

= (2) Gigabit Ethernet
SFP uplink ports

Mid Range
200 Series
Mid level Switch

Typical wiring closet
switch.

24 to 48 ports POE+
Capable

(4) Gigabit Ethernet
SFP uplink ports

Premium
400 Series

Enterprise Switch

Large wiring closet or
highspeed uplink req.

24 1o 48 ports POE+
Capable

Up to (4) 10 Gigabit
Ethernet SFP uplinks

Aggregation
500 Series
Aggregation Switch

24 1o 48 ports POE+
Capable

Up to (4) 10 Gigabit
Ethernet (2) 40 Gigabit
Ethernet SFP uplinks

UPLINKS
40GbE
==
10GbE
= o -
o SEEssmasssssssssssssssss e
1GbE =i sessss wassss = =

F::RTINET et e A R Resore -



Secure Unified Wireless Access with FortiAP

 Secure

« Pervasive Security with Fortinet Security Fabric
Integration.

« Simple

« Simplified Management with a single pane of
glass for wired, wireless, and security

. Visibility

» See the whole network, and track identity
throughout.

Wireless networks become a logical extension of

the FortiGate when controlled via FortiLink Wireless

F:=RTINET © Fortinet Inc. All Rights Reserved. 37



Access Points you expect from Enterprise Wi-Fi

F:ERTINET

1
i

,
© Y Y Y

4x4 models for high
throughput

2x2 models for price
sensitivity

Internal or external antenna

IP67 models for Outdoor
installations and meshing

Wall Plate form factor for in-
room installations

Fortinet Inc. All Rights Reserved 38



What I1s FortiGuard?

= Malware and URL = Automation of analyst = Antivirus Engine = Signature creation
analysis tasks = |ntrusion Prevention = URL categorization
= Analysis of current = Leveraging emerging Engine = Premier services

threats technologies
= Zero-day research

= Signature development

F:=RTINET © Fortinet Inc. All Rights Reserved 39



FortiGuard Minute
Threat Intelligence in Action!

32,000
= THnARTRD

INTRUSION
PREVENTION

MALWARE PROGRAMS

470 OOO

K INTRUSIO
TEMPTS

w reS|sted per minute

GLOBALLY PER YEAR

(10,00

RULES

160,000

Mahc:ous Website

DISCOVERED ACCESSES Biocked per Minute

F:=RTINET ortinet Inc. All Rights Reserved 40



FortiSandBox Cloud



What Is a Sandbox?

With so many known threats emerging daily
security devices need help stopping New and
Unknown Threats

The Sandbox - a secure emulated environment
where suspicious files are sent for further
examination

If the sandbox determines the file is clean, a
message is sent to the security device to allow
the file.

If not, the file is deleted keeping your users,
applications and data safe.

F:ERTINET

Firewall

< Internet )

Sandbox

© Fortinet Inc. All Rights Reserved
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Advanced Threat Protection Use Cases

F:RTINET

Fortinet Security Fabric Integration:

FortiGate, FortiMail, FortiWeb, FortiADC, FortiProxy, FortiClient, Fabric Ready Partners

Speed Detection of

Advanced Threats

FortiSandbox
+ ICAP

FortiGuard Services:

Antivirus, Web Filter, IPS, File Query, Sandbox Engine Update

Secure the #1
delivery vehicle
of installed malware
and
in the Cloud

FortiMail +
FortiSandbox

Identify 99% of
malware seeking
network entry

FortiGate +
FortiSandbox

Secure the #1 source Protect the ultimate
of breaches destination of attacks

FortiClient + Fabric
Partners +
FortiSandbox

Fortiweb +
FortiSandbox

© Fortinet Inc. All Rights Reserved.
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That is Fully Automated TR
Automated Intelligence Sharing and Response Fabric-Ready

- CARBON
N
E) \ FortiGuard Labs
7/ Security Updates

ziften BLACK
‘ Intelligence Sharing

(h sentinelone

ForUSandbox

File Submission/ . . . File Submission/
Result Real-time Intelligence Updates

Result

FortiClient atp agent)
3rd party Endpoint Agent
[ json:api}

FortiGate/FortiMail/FortiWeb/FortiADC/FortiProxy/ICAP Device

' () (2¢)

Quarantine Devices Forensics and Response

@ File Quarantine

F:=RTINET © Fortinet Inc. All Rights Reserved. 44



Validated Effectiveness across the Threat VVectors

NSS LaBS

v @Iabs

NSS LaBS

v @Iabs

%

VA
FortiMalil FortiGate FortiClient
Advanced ¢ o
- Qf
Threat Q =)
Protection == — :
FortiGuard

Appliance Virtual

Global Intelligence
FortiSandbox

F:=RTINET © Fortinet Inc. All Rights Reserved 45



Indicators Of Compromise



Indication of Compromise (loC)

« Use the power of FortiGuard Labs to
scan devices on your network.

* We detect infected or highly
suspicious devices, analyze the risk,
and notify you about them.

« |OC improves your security posture
and helps safeguard your organization
through accurate detection of
advanced threats.

F:ERTINET

© Fortinet Inc

All Rights Reserved
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Automated response to compromised devices

Taking response time out of the equation O

\ — - -
DISTB-A @R_Acc_sw

« The Security Fabric in action

« Adevice is detected as compromised by the
Security Fabric

ical To (.)
f
. ( ) e
mati DlemsISFN-BKP SALES_AP
Settings
* YOUI NE! rwrccoma:
i FortiView > (.)
=
° C % Network > - =
ore > - FIN_AP S T~
WI d er B Policy & Objects > o _ ) E.
@& Security Profiles > .
2 VPN > i .
& User & Device > aLes A sm
= WiFi & Switch Controller >
Ll L og & Report > = . ((.))
€ Monitor > ((-J) = —
- —
s ENG_AP
— )
FIN A - ¢

Security Fabric: FTNT-DEMO

fesg=s&8d@
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ldentity And Access
Management

FortiToken



Todays Networks are Borderless

Authentication is required to allow controlled access to your assets, ensuring
access only for known and trusted users, devices, and applications thus
protecting your resources.

ldentity and Access Management Is:

The security discipline that enables the
right individuals to access the right
resources at the right times for the right
reasons.

F:ERTINET



Fortinet Identity and Access Management

The Source of Identity for the Security Fabric.

Solution Offers:
 (Centralized Authentication

 Multifactor Authentication
 Cloud based Token IDaaS Service
« Single Sign-on

 Guest Management
« Device Onboarding

F::RTINET © Fortinet Inc. All Rights Reserved
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Token Identity as a Service (IDaaS)

- Everything needed for two-factor in a
FortlToken CIOUd FortiGate environment
Identity and Access Management _
Key Features include:

« Manage two-factor deployments from
provisioning to revocation

* Includes Tokens through FortiToken Mobile
app -simplifies user input to “click to accept

th

 No additional onsite hardware, software, or

ACL changes
Two-Factor that’s Easy to
« Easy expand and grow as needed.

Manage and Easy to Use y &XP Jrow

F:RTINET © Fortinet Inc. All Rights Reserved 52



Identity and Access Management Summary

Establishing Identity is a Cornerstone of Effective Security Policy

Why Fortinet Identity and Access
Management?
» Integrated into the Security Fabric as a source
of identity.
» Centralizes Authentication and Authorization @
for role-based access and control

» Ensures user identity through multi-factor
authentication.

» Limits excessive user logins with Single Sign
On for Local and Cloud resources.

F::RTINET © Fortinet Inc. All Rights Reserved. 53



FortiExtender



Ensuring Connectivity to the Cloud and the Internet

Forti EXte_n der _ » Failover capability for maintaining
LTE WAN connections for FortiGate business critical Connectivity

* Primary connectivity for locations not
serviced by cable/DSL/T1 service

« Dual SIM capability for multiple carrier
support and failover

* Cloud management for zero-touch mass
deployment and management

FortiExtender delivers connectivity to cloud-based

applications and the Internet when other WAN
services are not available.

F::RTINET © Fortinet Inc. All Rights Reserved. 55



FortiExtender Portfolio

T T T
—= FEEATINET
—= FL:ATINET.
FiERTINET
FortiExtender 1008 Fi:RTINET
A
USB Modem Models Internal Modem Models

« 3G and 4G support Indoor/Outdoor options

« WW carrier support PoE-powered

« Dual SIM options

RTINET © Fortinet Inc. All Rights Reserved



FortiExtender Summary

FortiExtender Cloud

t Connectivity is critical:
Interne y g ?//
« Cloud-based Applications g o8 o

 Internet Access

e Remote Services such as POS

Why FortiExtender?

* Integrated management with FortiGate

* Cloud management capabilities FeRTINET

« Mass Configuration and Zero-touch-provisioning

« Dual Carrier support
F:RTINET © Fortinet Inc. All Rights Reserved 57



Secure Access Summary



The Fortinet Advantage

* For the 9th year in a row, Fortinet Is the de facto leader in Gartner
MQ for Unified Threat Management

* Fortinet ASIC Architecture — delivers industry leading price/
protected performance for security

* More consolidation opportunities

* Top rated and validated security — no one comes close

F:RTINET Fortinet Inc. All Rights Reserved 59



What Makes Fortinet's Secure Access Unique

« Unified Threat Management is Mandatory — But not as a Stand Alone Solution
* High Performance Wireless is Mandatory — But Not Enough by Itself
* Robust Switching is Mandatory — But Not Enough by Itself

e Secure Access = Minimum Requirement for all deployments

Enterprise Class Independent Security | Integrated Wired, Wireless Enterprise Class Enterprise Class
Threat Mgt. (UTM) Certifications and Security Switching Wireless

Palo Alto Networks

Fortinet

HP/Aruba

Arris/Ruckus

ERTINET Fortinet Inc. All Rights Reserved 60



Your Network Access Secured!

V|t starts with the FortiGate

v'Secure Access is an Extension of the Fabric

v'Flexible WLAN Deployment options

v On-Premise Managed
v’ Controller Integrated in FortiGate - FREE
v" Single Pane of Glass Management
v’ Traditional Standalone Controller
v Cloud Managed
v’ Basic (FREE) or Advanced Enterprise Services
v FAP-S delivers Integrated UTM at the Edge
v Single Pane of Glass Management

v’ Complete Suites of Services to complement & Secure the Access Layer

F:RTINET Fortinet Inc. All Rights Reserved 61



Secure Productivity



Device Access and Application Security
Secure Productivity

Eliminate Threats SOC Operations

Grow business to provide greater
customer value

Endpoint/Device
Protection

Keep employees productive and Provide customers with Threat
focused on their day jobs; keep my Detection and Prevention services
business secure

Network
Security

Application
Security

Security
Operations

SERTINET Q1FY19 v14.3 © Fortinet Inc. All Rights Reserved. 63



Advanced Threat Protection

SOC Services

* End point Protection

 Email Security

NNINININININIS
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Secure Productivity



Email Remains the #1 Attack Vector

verizon’ :RTINET

49%

of malware was
installed via email
attachment?

$3.3bn

estimated cost of business
email compromise, from
30,787 incidents from June
2016 to May 2018

34,148

Unigue malware variants in
3Q18, an average of ~380
every day of the quarter

Notes/Sources:
1. Verizon 2018 Data Breach Report. April 2018.

Fortinet Threat Intelligence Newsletters, 2018. G a rt nerg

2.
3. FBI. IC3. 2017 Internet Crime Report. May 2018.
4. Gartner Market Guide for Secure Email Gateways, 2017.

Advanced threats easily bypass the
signature-based prevention mechanisms
an SEG has traditionally used.
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Email Security Use Cases

Fortinet Security Fabric Integration:

FortiGate, FortiSandbox, FortiSIEM

FortiGuard Services:
Antispam, Antivirus, Outbreak Service, Content Disarm, Dynamic Image Analysis

& | A Ain one

Improve Security Address Ransomware, Protect 0365, Comply with Consolidate Email
Effectiveness Advanced Threats GSuite Regulations Security Components

FortiMail + FortiMall FortiMail FortiMall

FortiMail FortiSandbox Cloud Cloud

F::RTINET © Fortinet Inc. All Rights Reserved.

67



FortiMail Products For the SMB

n SaaS Based Services for simplicity

FortiMail Cloud

B.

FortiSandbox Cloud

F:ERTINET

Gateway or Server Mode
Standard or Premium

Per User Per Year

Fortinet managed

Supports FortiGate &
FortiMail

Available as a add-on
service or in a bundle

© Fortinet Inc. All Rights Reserved
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Top-rated Email Security That Feeds Your Security Fabric

FortiMail Secure Email Gateway

« Top-rated in independent testing (and customer
deployments) to stop spam, ransomware, malware
and advanced email threats

........

| | Fom
« Security Fabric Integrated to uncover the full attack = o =
lifecycle starting with an email and share 10Cs @ O==
across your entire security infrastructure =@, | B

« Comprehensive, including home grown data

protection, robust MTA and intuitive end user as well @ @ @ 3 Els Q
as administrator controls to minimize effort E

Ll

&
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FortiClient Cloud

Secure Access



Endpoint Security Gaps

Poneman Gartner

99% 87%

63% of companies "

SE Eh AT G of the_ vulnerabilities

network endpoints exploited by the end of
, ’ 2020 will continue to be

over half can't ones known by security

determine endpoint and IT professionals at

compliance status the time of the incident

Most compromises
took minutes, or less

Lack of Visibility Vulnerabilities Attacks are fast moving

Sources:

1. ESG Enterprise Adoption of Next-generation Endpoint Security, 2016
2. Gartner Endpoint Protection Platform Report, 2016

3. Ponemon Institute The Cost of Insecure Endpoints, 2017
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Endpoints remain the targets of attacks

/

.y Sources:
FERTINET 1 gans institute Stage of Endpoint Security survey 2016
2 Version DBIR 2018 — out of 53.308 incidents

© Fortinet Inc. All Rights Reserved.
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FortiClient Components

More than Advanced endpoint protection

ENDPOINT PROTECTION (EPP)

FortiGuard Services
CPRL AV, Web Filtering, App Firewall, Vulnerability
Management

App FW, Anti-malware, Anti-exploit, Web Filtering

ADVANCED THREAT PROTECTION

Sandbox Integration

SECURE REMOTE ACCESS

L & IPSec VPN
SSL & IPSec VPN, SSO Endpoint/loT Visibility Secure Remote

and Control, and Access
Compliance

Advanced Endpoint
Protection

FABRIC AGENT

Telemetry, Quarantine, Vulnerability, App Inventory

FortiClient FortiClient FortiClient
FortiGate FortiGate, FortiSandbox
Fabric Partners FortiAuthenticator FortiGuard

® g,

R A —

i e A |ﬁ|
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Cloud Management



Cloud Enables Business Agility & Reduces Friction

* No Geographical limits
* Any Browser will work
729,  Automatic upgrades

Cloud allows us to introduce

capabilities that would have ® nghly Scalable

been cost or time prohibitive
e Individual or aggregated
reports

 Shift to OPEX

79%
Cloud enables us to be

more agile in our
business operations

|

Cloud enables us to
reduce costs related to
our business processes

Source: Techaisle SMB & Midmarket Security Adoption trends study
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Introducing: Fortinet Cloud Management Services

Infrastructure Cloud Management

i D D D O

O
FortiExtender FortiClient FortiSwitch FortiAP
Cloud Cloud Cloud Cloud
FortiExtender FortiClient FortiSwitch FortiAP

me (s @l |s| (@

F:RTINET © Fortinet Inc. All Rights Reserved.
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What Is FortiGate Cloud?

* Cloud-Based Management as a Service
(MaaS)

 Launched 2007

* Over 400,000 Devices under

management
« Data Centers in NA, EMEA, Asia
» Designed with the MSP / MSSP in mind
* Provides:
« Automated Deployment
« Templates
» Zero Touch Deployment
* Monitoring

* Logging & Reporting

F:RTINET

Log Storage
& Analysis

1 1 1 FortiDeploy

I I I FortiGate Cloud

IZ4EN

[ III Ill III ] I FortiGates

Mult|5|te Single site

X X ()

@] |@)] (@) |©)
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FortiGate Deployment

Single Unit



Single FortiGate Deployment g ———————

Make all the connections and plug in the

FortiGate

Either:
NTAA T

» Enter the FortiCloud Key into FortiGate Cloud

* Now simply configure through FortiGate Cloud == - HTI nE.rj

O  Paused @ :

dgoodali@fortinet-om £ @ = & 2 [

B <Default>(1)
Oan SN Name Firmware Status Active in Latest Report 55t Log Upload Template Subscription

NoData A
&« c & https://www.forticloud.com/com.fortinet.gwt.Main/Main.html?logoutUrl=/loginmgricgin&locale=en.. ¥ Q Paused @

Add FortiGate

O FortiGateCloud # dgoodali@fortinetcom 2 @ = 2 £ B

Please input the FortiGateCloud Key to add a FortiGate:

[ seaaxved |

FortiGate Inventory (0) Deployed FortiGates (1)

Status: ALL VSN L Search

ALL (0) Device Claimed On Subscription Deployed To Deployed Time
1 D Almaden Firewall (FGTS0ETK 18090287 ) 2019-01-02 20:21 ! FortiGateCloud 2019-01-02 20:21
% “ & - e
yright © 2019 Fortinet, Inc. All Rights Reserved. Term of Service Privacy Policy
- V33.3.052219/02/2121:06 Last login: 5 minutes ago from your current IP address. Current session started: 5 minutes ago.

Copyright @ 2019 Fortinet, Inc. All Rights Reserved. Term of Service Privacy Policy
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FortiGate Deployment

Mass Deployment with FortiDeploy



FortiDeploy @

A Mass deployment tool using a single FortiCloud Key

Customer Purchases FortiDeploy with SKU:

 FDP-SINGLE-USE

« Buy SKU for every PO that requires bulk registration

« Nominal ~$100 fee/PO

F:ERTINET

Customer [T [ABC12345]

SHIFPING DELIVERY

FDP-SINGLE-USE

100 FG-90D-POE FortiGate-90D POE

© Fortinet Inc. All Rights Reserved

DATE: SEPTEMEER 29, 2014
INVOICE # [10H

SHIF  [MName]
TO  [Company Name|

[Srreer Addeess]
[Ciry, 5T ZIP Code]
[Phone]

{Cusromer 11 [ABC12343]

PAYMENT -
TERMS  DUEDA TE

ue on receipn

OUN LINE TOTAL
3% 23 !

= X

3 2> 4

.....

e

- 23 4

AL pas’s Y



Receive Bulk FortiCloud Key

 FortiCloud Key Sent to you Via Emall

* One bulk FortiCloud key per PO

Dear Customer,

Thank you for purchasing the FortiDeploy SKU with your order of ForitGate, Fortiwifi, and/or Your Bulk FortiCloud key for this order is FHB4BBYWV4AL. Please take care not to loose this number.
You may now login into your www.forticloud.com account to bulk register your products.

Order includes following items:

SKU Processed Quantity

FAP-11C-E 2014-09-25 5
FG-51B 2014-09-25 2
FWF-50D  2014-09-25 1

Should you have any guestions, or require further assistance, please contact your Regional Customer Services and Support Team who will be happy to assist you. For Support Center contact information please visit
www.fortinet.com/support/contact_support.htmil .

Best Regards,
Fortinet Customer Services and Support

| 'S

F:=ERTINET Fortinet Inc. All Rights Reserved
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Use Bulk FortiCloud Key in FortiGate Cloud

Add Device

 Visit FortiGate Cloud, and enter Bulk
FortiCloud Key as before

Please Input FortiCloud Key or Bulk FortiCloud Key:

« The list of registered FortiGates appears
In your inventory.

&) FortiCloud Inventory

* Now deploy individually or with P

Unused FortiGates ( 36 ) Used FortiGates (6 ) Unused APs (23) Used APs (3) J Bulk FortiCloud Key: ALL
[(JaLL Device
D QT2CHG4BMT FGVMO010000011982
D QT2CHG4BMT FGVMO010000012051
mmm
RTINET
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True Zero Touch Deployment
Templates for mass deployment

Create a template then:
* Deploy it

 Deploy FOS Version

« Choose FortiGate Cloud

Account/Sub-Account to
deploy it to.

F:ERTINET

¢ FortiCloud A  FortiGateNetwork ~ FortiAP Network

(SN EE  Deployed FortiGates (0)

© Fortinet Inc. All Rights Reserved
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Multitenancy Management of your entire deployment

« Easier than ever to offer services on FortiGate Cloud platform

« Cloud-supported capabillities:
« Multitenancy
« Mass Deployment

* |deal for MSP, small MSSP
« Rapid drill down into each customer and their deployed assets

&« c & https://www.forticloud.com/com.fortinet.gwt.Main/Main.htmi?logoutUrl=/floeginmgrlogin&locale=en_uUs r Q Paused @ H

O FortiGateCloud # fclddemomt@outlookcom 2 @ =W = £ [

~ All (0) [ Including lower level Search FortiGate Add Filter Sortby SN w L' L Add FortiGate | Group Management

IS < Default > (6)

Schedule Report
s B MLSG @ D All SN Name Firmware Status Activein Latest Report Last Log Uplogd Template| P
roup
E O FGT40D4613053713 v5.6.3-1547 [+) alpha.forticloud.com 2019-03-2509:§7 Deploy Config
> & Spacely's Sprockets (1)
- brothers @) O FGTS0DXDEMOX2009 v5.4.0-1011 4] GLOBAL 2019-03-25 08:f7 Upgrade Firmware
'om rothers
i > O FGTS0DXDEMOX2011 v5.4.0-1011 L+ ] GLOBAL 2019-03-25 08:f7
B K 2 Run Script
18 D FGTA0DXDEMOX2015 v5.4.0-1011 L+ ] GLOBAL 2019-03-25 08:f7

Use Templates

Un-use Templates
Manage Report Configs
Manage Templates
Manage Scripts

Task Status

\ J
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Other Core Functionality



FortiSandbox Cloud

€ @ https:/www.forticloud.com/com. fortinet.gwt Main/Main, htmiTlegoutUr=loginmgrioginglocale=en_US#Et_fgté0etk1B080287.10

O FortiGateCloud # Analysis ° Management = Sandbox SubAccount: < Default >  dgoodall@fortinetcom 2 @ = = % B

Almaden Firewall

With a subscription to
Fo rt| San d b 0OX CI ou d W | t h Systm taus o Trgeted Hosts (Last 24 Hours)

Dynamic Malware Database Version 324039 (Updated at Mar 07,02:31 PM)

10.45.208.25
[
I F r t I G t t . URL Threat Database Version 33970 (Updated at Mar 07, 02:31 PM) 10.45.208.27
eaC O a e O u e L] 10.45.208.17 1
In the last 24 hours 10.45.208.29 1

Files submitted: 10.45.208.32 1

Files waiting for processing

Scan Result (Today and Past 7 Days) Top 20 File Types (Last 24 Hours)

arad 1379

 Protection from Zero day /
Zero hour malware 4 s

2019-03-06 50 0000750
dpa: 3U1LY N~

201%-03-05 &1 O/0V0/0V61

 Full analysis and reporting

available e = '
« Upload files for on demand =
scanning
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FortiCloud Indicators of Compromise (loC)

¢ FortiCloud FortiCloud Indicators of Compromise SN:FGTI0E4Q16000283 'THREATS:3916 SUSPICIOUS:0

Whitelist Email Notification How to Buy

Avallable as a Subscription

FortiCloud 10C performs data
analysis of UTM logs

Big Data analytics identifies
Infected devices

g
z

g 88 &8 &8 8

L b L L B

8 8 8 8 8

1. g
5 g

g
]

1921681100 2 Unknown Th

g
&

1921681100
e IT can perform threat remediation EEE——
and mitigation o BN
* Provides insights to: R
* |Infected Device Details e

White Lists

Email Notification Threats at-a-glance

UTM Log Threats ot glance =
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Analytics

L C & https://www.forti com/fcom.fortinet.gwt. Main/Main.htmilogoutUri=/loginmgrioginilocale=en_US#1_fgt60etk18090287.0 * 0 Paused o H

O FortiGateCloud # Analysis - Management = Sandbox Sub Account: < Default >  dgoodall@fortinetcom 8 @ = = % B

Detailed Analysis and Brove  m s ot
reporting of:

hi -
 Threats ’ Traffic Histoy Top Sources
° h t 2 Traffic Analysis +
[hreats seplcstin
Source wezss |G - -
* raffic Analysis -
Interface

. Count
«  Websites
H System Events >

« System Events B
VPN Events

H

10.45.208.21 0.09MB

14:00 1415 14:30 14:45

10.45.207.52 --:I 03 M8

== Inbound == Outbound

More

Top Destinations Top Countries

® Map (D Table
3519054210 | o 05 vz Ome O

54.88.60.177home... N - o3 ws
52.46.136.59(pind... NN o 03 we

Fully customizable B = €N
Dashboards per FortiGate e — B4

54.149.5.31
52.46.156.66(pind... NN 0.02 M2

75.75.76.760vz.... N 0.02 me

30217229233 N o .02 w2 067 I 57

More A . More
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Customizable Reports

Complete PDF reports base on
time frame available

7/ days without subscription
« Upto 1 year with

Gives you the opportunity to

go back to your customer with
valuable insights, and to make
recommendations...

F:ERTINET

Device: Almaden Firewall (FGT60ETK18090287), VDom: root

2019-03-06 00:00 - 2019-03-07 00:00

Traffic Analysis

Traffic Trend

|
|
\
|
|
|
\

I

|

\ |
|y

." - 7
£ y B ®
y
/
a
\— n
T
Top Applications
Application TrafMic(Sent/Received) | Session
hitp segmented download 2436MB/21GB 20.2% | 2 L3
hitp download accelerator 1528MB/20G8 21.1% 185 o2
hitps browser 2224MB/78GB 2194 22.1%
hitp browser 57.7MB/6.8GB 660 ™
microsoft exchange.server 52GB/170.7MB 7.3% nrn2 2%
youtube 84MB/4AGB 5.6% | 1458 5%
goagle services 33.1M8/1.2GB 96 o%
apple. store 213MB/1GB 586 %
icloud 968.3MB/ 78.4 MB 3 1.4%
http.video 34 MB /7523 MB 2 0.0%
dus 504 KB /478.2 MB | 0.0%
Instagram 11.7MB /2834 MB 0.4% 309 3
amazon aws_s3 2552MB /93 M8 56 x
apple services 48MB /2574 M8 809 %
amazon.coudfront 23 MB /2457 M8 L]

© Fortinet Inc. All Rights Reserved

90



FortiGate Cloud Subscriptions

 Free offering
« Basic Analysis

FortiGate Analytics & Management Free Service *Subscription

« 1-week of logs
Traffic and application visibility °

* Premium offering to manage
FortiGate

« Full Management

Hosted log retention 7 Days

Cloud provisioning °
Predefined reports °

Customized log retention

« 1-year of logs

« Multitenancy Offering
« Multi customer (sub accounts)

Customized reports

—
@
W
=

Config Management

« 1 year of logs
* Only $1,000 annually!
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FortiCare Services



Fortinet’s FortiCare Support Services

FortiCare Included Services

= Technical Assistance = Software updates for features & = Global support by telephone
Organization fixes = https://www.fortinet.com/support/contact.html
= Hardware replacement = Services Support portal
= Purchase Registration = Technical Support assistance " https://wwaw.fortinet.com/support/contact.html

Fundamental device data feeds
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Winning with Fortinet Small
Business Solutions



Traditional Access Layer Approach = Complexity

Complexity is the Enemy

Multiple point solutions

Multiple platforms

Multiple management consoles
Inconsistent policy and networking
Varying upgrade cycles

8-

Slow and porous threat response
Resources strained to maintain
Prone to configuration complexity

F:ERTINET

Management

Switching

Web
Filtering

Application

Control
VPN

Advanced
Threat
Protection

Antivirus
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3 REASONS TO CHOOSE FORTINET

F:RTINET

AUTOMATED

‘ Integrated

POWERFUL ;
networking and
‘ f / security
Best performance ,
: : Single pane of glass
price ratio mar?aggment J

Market leading
solutions for the last
10 years

Top rated protection
for your entire
business

1vendor=1
environment

© Fortinet Inc. All Rights Reserved.
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